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Preface 

Patients and their physicians depend on clinical trials for reliable evidence on what 
therapies are effective and safe. Responsible sharing of the data gleaned from clinical trials will 
increase the validity and extent of this evidence. Several large pharmaceutical companies and 
some academic investigators already are sharing clinical trial data, and the European Medicines 
Agency will soon do so as well. The issue is no longer whether to share clinical trial data, but 
what specific data to share, at what time, and under what conditions.  

Responsible sharing of clinical trial data raises complex challenges. Key stakeholders—
clinical trial participants, sponsors and funders, clinical trialists, and regulatory authorities—have 
concerns and interests that need to be addressed and balanced. Because clinical trials are 
conducted worldwide, laws and regulations of different jurisdictions will need to be followed. 
Moreover, the very nature of clinical trials may change dramatically as data from personal 
sensors and devices and electronic medical records are increasingly used and new trial designs 
are introduced. In the face of these changes, sponsors, investigators, clinical trial participants, 
and regulators may feel that familiar, established practices and expectations are being overturned 
and that the future is uncomfortably uncertain. If sharing of clinical trial data is to be responsible 
and sustainable, there will need to be new business models for data sharing, changes in the 
culture of academic medicine, and incentives for sponsors and investigators to continue to 
develop new therapies and carry out clinical trials. 

In this rapidly changing landscape of clinical trials, how can this report play a 
constructive and enduring role? The committee that conducted this study could not anticipate, 
much less try to resolve, the many practical issues that will arise as the sharing of clinical trial 
data unfolds. Nor could we provide a detailed roadmap for terrain that is unknown and under 
development. We could, however, provide guiding principles, outline operational considerations, 
and offer specific recommendations regarding what data should be shared at key milestones in 
the life cycle of a clinical trial, and we could also recommend conditions that will increase the 
benefits and minimize the risks of data sharing. Our recommendations represent an attempt to 
balance the interests of different stakeholders with the public interest of having the best 
information possible regarding the effectiveness and safety of therapies.  

Our committee comprised people with different professional backgrounds and 
experiences. Their varied interdisciplinary perspectives deepened our discussions and our 
appreciation for the complexity of clinical trial data sharing. This report is better because of this 
richness of viewpoints. As chair I wish to thank the committee members for their hard work, 
their willingness to reconsider their views in light of evidence and persuasion, and their good 
humor. I believe our deliberations can serve as a model for how stakeholders can learn from each 
other and find common ground.  
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Abstract 

In response to 23 public- and private-sector sponsors, the Institute of Medicine assembled 
an ad hoc committee to develop guiding principles and a framework (activities and strategies) for 
the responsible sharing of clinical trial data. Responsible sharing of clinical trial data will allow 
other investigators to carry out additional analyses and reproduce published findings, strengthen 
the evidence base for regulatory and clinical decisions, and increase the scientific knowledge 
gained from investments by the funders of clinical trials. Data sharing can accelerate new 
discoveries by avoiding duplicative trials, stimulating new ideas for research, and enabling the 
maximal scientific knowledge and benefits to be gained from the efforts of clinical trial 
participants and investigators.  

At the same time, sharing clinical trial data presents risks, burdens, and challenges. These 
include the need to (1) protect the privacy and honor the consent of clinical trial participants; 
(2) safeguard the legitimate economic interests of sponsors (e.g., intellectual property and 
commercially confidential information); (3) guard against invalid secondary analyses, which 
could undermine trust in clinical trials or otherwise harm public health; (4) give researchers who 
put effort and time into planning, organizing, and running clinical trials adequate time to analyze 
the data they have collected and appropriate recognition for their intellectual contributions; and 
(5) assuage the fear of research institutions that requirements for sharing clinical trial data will be 
unfunded mandates.  

With the goal of ensuring responsible sharing of clinical trial data to increase scientific 
knowledge and ultimately lead to better therapies for patients, the committee that conducted this 
study identified the following guiding principles for data sharing: (1) maximize the benefits of 
clinical trials while minimizing the risks of sharing clinical trial data, (2) respect individual 
participants whose data are shared, (3) increase public trust in clinical trials and the sharing of 
trial data, and (4) conduct the sharing of clinical trial data in a fair manner. The committee drew 
on these guiding principles in developing its recommendations and believes they will be useful in 
the future as circumstances change and unforeseen issues emerge. 

In this report, the committee analyzes how key stakeholders (including participants, 
sponsors, regulators, investigators, research institutions, journals, and professional societies) 
assess the benefits, risks, and challenges of data sharing, and concludes that all stakeholders have 
roles and responsibilities in responsible sharing of clinical trial data. The report presents four 
recommendations designed to maximize the benefits and minimize the risks associated with data 
sharing:  
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Recommendation 1: Stakeholders in clinical trials should foster a culture in 
which data sharing is the expected norm, and should commit to responsible 
strategies aimed at maximizing the benefits, minimizing the risks, and 
overcoming the challenges of sharing clinical trial data for all parties. 
 
Recommendation 2: Sponsors and investigators should share the various 
types of clinical trial data no later than the times specified in this report (e.g., 
the full analyzable data set with metadata no later than 18 months after 
study completion—with specified exceptions for trials intended to support a 
regulatory application—and the analytic data set supporting publication 
results no later than 6 months after publication). 
 
Recommendation 3: Holders of clinical trial data should mitigate the risks 
and enhance the benefits of sharing sensitive clinical trial data by 
implementing operational strategies that include employing data use 
agreements, designating an independent review panel, including members of 
the lay public in governance, and making access to clinical trial data 
transparent.  

 
Recommendation 4: The sponsors of this study should take the lead, together 
with or via a trusted impartial organization(s), to convene a multistakeholder 
body with global reach and broad representation to address, in an ongoing 
process, the key infrastructure, technological, sustainability, and workforce 
challenges associated with the sharing of clinical trial data. 
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Summary 

Responsible sharing of clinical trial data is in the public interest. It maximizes the 
contributions made by clinical trial participants to scientific knowledge that benefits future 
patients and society as a whole. Results from many clinical trials are not published in peer-
reviewed journals in a timely manner. Even when findings are published, large amounts of data 
remain unanalyzed. Data sharing makes data from clinical trials available to other investigators 
for secondary uses, which include carrying out additional analyses, analyzing unpublished data, 
reproducing published findings, and conducting exploratory analyses to generate new research 
hypotheses. In several highly publicized cases, independent investigators who have reanalyzed 
the data underlying published results of clinical trials have challenged the published results as 
invalid or incomplete. These allegations have sparked debates, additional analyses, and new 
clinical trials. Further, they have caused regulators to limit marketing of the products or led 
sponsors to withdraw them. This back-and-forth discussion, while complex and perhaps 
confusing to the public, is how scientific knowledge progresses, and has resulted in a broader 
evidence base for regulatory and clinical decisions.  

Taken together, these are compelling justifications for sharing clinical trial data to benefit 
society and future patients. The challenge is to set clear expectations that clinical trial data 
should be shared and to agree on how to do so in a responsible manner that mitigates the risks 
involved. Stakeholders have concerns about data sharing. Clinical trial participants want 
assurance that data will be shared in a way that protects privacy and is consistent with informed 
consent. Sponsors want a quiet period for regulators to evaluate the entire body of evidence 
submitted to them, appropriate safeguards for intellectual property and commercially 
confidential information, and protections from invalid secondary analyses. Academic clinical 
trialists want time to analyze and publish the data they have collected and thereby gain 
appropriate professional recognition for planning, organizing, and running clinical trials whose 
data are subsequently used by other investigators. Research institutions fear that requirements for 
sharing clinical trial data will be unfunded mandates. Participant and patient advocates want 
clinical trial data to be widely available in order to advance the development of new treatments. 
If data sharing is to be broadly accepted and fulfill its promise, these concerns of key 
stakeholders will need to be acknowledged and addressed. Moreover, the sharing of clinical trial 
data needs to be carried out in a way that maintains incentives for sponsors and researchers to 
develop new therapies and carry out future clinical trials and that sustains patients’ willingness to 
participate in trials.  
 In addressing its statement of task (see Box S-1), the committee that conducted this 
study worked to craft a report that would be useful well into the future, as well as address 
specific issues that need attention in the short term. The committee acknowledges that no body 
or authority currently is capable of enforcing the recommendations offered in this report for all 
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stakeholders; rather, the committee interpreted as its charge as helping to establish professional 
standards and set expectations for responsible sharing of clinical trial data. 
 

BOX S-1 
Statement of Task for This Study 

 
An ad hoc committee of the Institute of Medicine will conduct a study to develop 

guiding principles and a framework (activities and strategies) for the responsible sharing of 
clinical trial data. For the purposes of the study, the scope will be limited to interventional 
clinical trials and “data sharing” will include the responsible entity (data generator) making the 
data available via open or restricted access, or exchanged among parties. For the purposes of 
this study, data generator will include industry sponsors, data repositories, and researchers 
conducting clinical trials. Specifically, the committee will: 

 
• Articulate guiding principles that underpin the responsible sharing of clinical trial 

data.  
• Describe a selected set of data and data sharing activities, including, but not 

limited to:  
− Types of data (e.g., summary, participant)  
− Provider(s) and recipient(s) of shared data  
− Whether and when data are disclosed publicly, with or without restrictions, or 

exchanged privately among parties. 
• For each data sharing activity, the committee will:  

− Identify key benefits of sharing and risks of not sharing to research sponsors 
and investigators, study participants, regulatory agencies, patient groups, and 
the public. 

− Address key challenges and risks of sharing (e.g., resource constraints, 
implementation, disincentives in the academic research model, changing 
norms, protection of human subjects and patient privacy, IP/legal issues, 
preservation of scientific standards and data quality). 

− Outline strategies and suggest practical approaches to facilitate responsible 
data sharing.  

• Make recommendations to enhance responsible sharing of clinical trial data. The 
committee will identify guiding principles and characteristics for the optimal 
infrastructure and governance for sharing clinical trial data, taking into 
consideration a variety of approaches (e.g., a distributed/federated data system).  

 
In developing the principles and framework and in defining the rights, responsibilities, 

and limitations underpinning the responsible sharing of clinical trial data, the committee will 
take into account the benefits of data sharing, the potential adverse consequences of both 
sharing and not sharing data, and the landscape of regulations and policies under which data 
sharing occurs. Focused consideration will also be given to the ethical standards and to 
integrating core principles and values, including privacy. The committee is not expected to 
develop or define specific technical data standards. 

A discussion framework will be released for public comment, which will include 
tentative findings regarding (a) guiding principles and (b) a selected set of data sharing 
activities. Based on the public comments received and further deliberations, the committee will 
prepare a final report with its findings and recommendations. 
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GUIDING PRINCIPLES FOR SHARING CLINICAL TRIAL DATA 

The goal of responsible sharing of clinical trial data should be to increase scientific 
knowledge that leads to better therapies for patients. The committee formulated the following 
guiding principles for responsible sharing of clinical trial data:  

 
• Maximize the benefits of clinical trials while minimizing the risks of sharing clinical 

trial data.  
• Respect individual participants whose data are shared. 
• Increase public trust in clinical trials and the sharing of trial data. 
• Conduct the sharing of clinical trial data in a fair manner. 
 
These guiding principles need to be specified and balanced in the context of specific 

issues associated with the sharing of clinical trial data. The committee determined that the public 
should benefit from the sharing of clinical trial data in the form of valid scientific knowledge and 
improved clinical practice and public health; at the same time, however, the legitimate interests 
of stakeholders—particularly their concerns about the potential harms and costs of data 
sharing—need to be recognized and addressed in a fair manner.  

KEY STAKEHOLDERS INVOLVED IN DATA SHARING 

In Chapter 3, the committee analyzes the perspectives of key stakeholders regarding the 
sharing of clinical trial data and their assessment of the associated benefits, risks, and challenges.  
No stakeholder can single-handedly create a clinical trial ecosystem in which sharing data is 
expected and the risks of sharing are minimized. But all stakeholders have crucial roles and 
responsibilities in creating a culture of responsible sharing of clinical trial data and in providing 
effective incentives for such sharing.  The committee envisaged that different approaches to 
sharing clinical trial data will be developed and urges learning from experience with these 
approaches.  
 

Recommendation 1: Stakeholders in clinical trials should foster a culture in 
which data sharing is the expected norm, and should commit to responsible 
strategies aimed at maximizing the benefits, minimizing the risks, and 
overcoming the challenges of sharing clinical trial data for all parties. 
 
Funders and sponsors should 

• promote the development of a sustainable infrastructure and mechanism by which 
data can be shared, in accordance with the terms and conditions of grants and 
contracts; 

• provide funding to investigators for sharing of clinical trial data as a line item in 
grants and contracts; 

• include prior data sharing as a measure of impact when deciding about future 
funding; 
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• include and enforce requirements in the terms and conditions of grants and 
contracts that investigators will make clinical trial data available for sharing under 
the conditions recommended in this report; and 

• fund and promote the development and adoption of common data elements.  
 
Disease advocacy organizations should 

• require data sharing plans as part of protocol reviews and criteria for funding 
grants; 

• provide guidance and educational programs on data sharing for clinical trial 
participants; 

• require data sharing plans as a condition for promoting clinical trials to their 
constituents; and 

• contribute funding to enable data sharing. 
 
Regulatory and research oversight bodies should 

• work with industry and other stakeholders to develop and harmonize new clinical 
study report (CSR) templates that do not include commercially confidential 
information or personally identifiable data; 

• work with regulatory authorities around the world to harmonize requirements and 
practices to support the responsible sharing of clinical trial data; and 

• issue clear guidance that the sharing of clinical trial data is expected, and that the 
role of Research Ethics Committees or Institutional Review Boards (IRBs) is to 
encourage and facilitate the responsible and ethical conduct of data sharing 
through the adoption of protections such as those recommended by this committee 
and the emerging best practices of clinical trial data sharing initiatives. 
 

Research Ethics Committees or IRBs should 
• provide guidance for clinical trialists and templates for informed consent for 

participants that enable responsible data sharing; 
• consider data sharing plans when assessing the benefits and risks of clinical trials; 

and 
• adopt protections for participants as recommended by this committee and the 

emerging best practices of clinical trial data sharing initiatives. 
 

Investigators and sponsors should 
• design clinical trials and manage trial data with the expectation that data will be 

shared; 
• adopt common data elements in new clinical trial protocols unless there is a 

compelling scientific reason not to do so; 
• explain to participants during the informed consent process 

− what data will (and will not) be shared with the individual participants during 
and after the trial, 

− the potential risks to privacy associated with the collection and sharing of data 
during and after the trial and a summary of the types of protections employed 
to mitigate this risk, and 
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− under what conditions the trial data may be shared (with regulators, 
investigators, etc.) beyond the trial team; and 

• make clinical trial data available at the times and under the conditions 
recommended in this report.  

 
Research institutions and universities should  

• ensure that investigators from their institutions share data from clinical trials in 
accordance with the recommendations in this report and the terms and conditions 
of grants and contracts; 

• promote the development of a sustainable infrastructure and mechanisms for data 
sharing; 

• make sharing of clinical trial data a consideration in promotion of faculty 
members and assessment of programs; and 

• provide training for data science and quantitative scientists to facilitate sharing 
and analysis of clinical trial data.  

 
Journals should 

• require authors of both primary and secondary analyses of clinical trial data to  
− document that they have submitted a data sharing plan at a site that shares data 

with and meets the data requirements of the World Health Organization’s 
International Clinical Trials Registry Platform before enrolling participants, 
and 

− commit to releasing the analytic data set underlying published analyses, 
tables, figures, and results no later than the times specified in this report; 

• require that submitted manuscripts using existing data sets from clinical trials, in 
whole or in part, cite these data appropriately; and 

• require that any published secondary analyses provide the data and metadata at 
the same level as in the original publication. 
 

Membership and professional societies should 
• establish policies that members should participate in sharing clinical trial data as 

part of their professional responsibilities; 
• require as a condition of submitting abstracts to a meeting of the society and 

manuscripts to the journal of the society that clinical trial data will be shared in 
accordance with the recommendations in this report; and 

• collaborate on and promote the development and use of common data elements 
relevant to their members. 

WHAT DATA SHOULD BE SHARED AND WHEN IN THE LIFE CYCLE OF A 
CLINICAL TRIAL 

In Chapter 4, the committee analyzes the benefits, risks, and challenges of sharing the 
various types of clinical trial data that are generated at different times during the clinical trial life 
cycle.  
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Data sharing can refer to various types of data, including individual participant data (i.e., 
raw data and the analyzable data set); metadata, or “data about the data” (e.g., protocol, statistical 
analysis plan, and analytic code); and summary-level data (e.g., summary-level results posted on 
registries, lay summaries, publications, and CSRs). Therefore, a clinical trial data sharing policy 
needs to specify what data will be shared, when, and under what conditions. 

The committee recognizes that sharing the various types of data presents different 
benefits and risks.   

 
• Sharing summary results helps protect against publication bias but does not enable 

new analysis.  
• Sharing the analyzable data set allows for reanalysis, meta-analysis, and scientific 

discovery through hypothesis generation, but this data set needs to be accompanied 
by metadata in order for secondary analyses to be rigorous and efficient, and sharing 
it could also lead to privacy risks and inappropriate analyses.  

• Sharing the CSR allows for better understanding of regulatory decisions and 
facilitates use of the analyzable data set, but the CSR may contain commercially 
confidential information or be used for unfair commercial purposes.  

• Sharing raw data is useful in certain circumstances, but is overly burdensome in most 
cases and also presents risks to privacy.  

• Summary results may be posted on public websites with few risks, but the risks of 
sharing individual participant data and CSRs are significant and may need to be 
mitigated in most cases through appropriate controls.  

• Explaining to trial participants what data will be shared during the informed consent 
process and making their own data available to them following study completion and 
data analysis helps uphold public trust in clinical trials. 

 
The committee applied these considerations to clinical trial data for trials initiated after 

this report only, recognizing that sharing data from legacy trials may present greater risks and 
burdens, and so needs to be deliberated on a case-by-case basis. Sponsors and investigators are 
strongly urged to give priority to sharing of data from legacy trials whose findings influence 
decisions about clinical care.  

Next, the committee considered the timing of data sharing. The committee sought to 
balance several goals: (1) providing trial investigators a fair opportunity to publish their 
analyses; (2) allowing other investigators to analyze and use data that are otherwise not being 
published in a timely manner and to reproduce the findings of a published paper; and 
(3) reducing the risks of data sharing, including risks to participants and sponsors and the risk of 
invalid analyses of shared data. The committee appreciated that many clinical trialists feel 
strongly that, after years of effort carrying out a clinical trial, they should have the opportunity to 
write a series of papers analyzing the collected data before other investigators have access to the 
data. The committee concluded that after completion of a clinical trial, a moratorium of 
18 months is generally appropriate before data are shared to allow trialists to carry out their 
analyses.  

The committee paid particular attention to sharing of the analytic data set that supports a 
published paper reporting results of a clinical trial. Once the results of a study have been 
published, the scientific process is best served by allowing other investigators immediate access 
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to the analytic data set supporting the publication so they can reproduce the published findings 
and carry out additional analyses to test the robustness of the conclusions.  

In an ideal clinical trials ecosystem, the committee would favor sharing the analytic data 
set supporting a publication immediately upon publication. However, the committee recognized 
that there currently are many associated practical constraints and challenges that need to be 
addressed. The committee therefore has recommended a pragmatic compromise time frame of 
6 months after publication at this time, with the expectation that the standard ultimately will 
become sharing the analytic data set simultaneously with publication. The committee hopes that 
the evolution of responsible sharing of clinical trial data will be guided by empirical evidence.  

At the same time, the committee recognized that there will be justifiable exceptions to its 
recommendations in light of the wide variation in clinical trials. The recommended time periods 
at which specific data are to be shared are not intended to be hard-and-fast, inflexible rules. For 
trials that are likely to have a major clinical, public health, or policy impact, the committee 
favors sharing the analytic data set supporting a publication sooner than the 6-month guideline.  

The committee next considered clinical trials submitted to a regulatory agency. 
Regulatory agencies review data from many trials and may carry out further analyses or require 
additional data. There are advantages to allowing regulatory agencies a “quiet period” to review 
the totality of evidence without being influenced by multiple analyses of just a portion of the data 
under review. However, if the sponsor publishes results from a trial prior to regulatory approval, 
the analytic data set supporting the publication should be shared as recommended, even if that 
occurs before the end of the regulators’ quiet period. 
 Turing to clinical trials of products that are abandoned, the committee distinguished 
situations in which the sponsor transfers rights to develop the product to another company from 
situations in which it does not. The committee also considered sharing of data with trial 
participants and the public, distinguishing summary results of a trial from results of 
measurements on individual participants made during the trial.   
 Drawing together these considerations, the committee formulated the following 
recommendation for what data should be shared after key points in a clinical trial. The committee 
believes that this recommendation will set professional standards and establish expectations that 
clinical trial data should be shared (see also Figure 1): 
 

Recommendation 2: Sponsors and investigators should share the various 
types of clinical trial data no later than the times specified below. Sponsors 
and investigators who decide to make data available for sharing before these 
times are encouraged to do so. 
 
Trial registration:  

• The data sharing plan for a clinical trial (i.e., what data will be shared 
when and under what conditions) should be publicly available at a third-
party site that shares data with and meets the data requirements of the 
World Health Organization’s International Clinical Trials Registry 
Platform; this should occur before the first participant is enrolled.  

Study completion:  
• Summary-level results of clinical trials (including adverse event 

summaries) should be made publicly available no later than 12 months 
after study completion.  
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• Lay summaries of results should be made available to trial participants 
concurrently with the sharing of summary-level results, no later than 
12 months after study completion. 

• The “full data package”1 should be shared no later than 18 months after 
study completion (unless the trial is in support of a regulatory application).  

 
Publication:  

• The “post-publication data package”1 should be shared no later than 
6 months after publication.  

 
Regulatory application: 

• For studies of products or new indications that are approved, the “post-
regulatory data package”1 should be shared 30 days after regulatory 
approval or 18 months after study completion, whichever occurs later.  

• For studies of new products or new indications for a marketed product that 
are abandoned, the “post-regulatory data package” should be shared no 
later than 18 months after abandonment. However, if the product is 
licensed to another party for further development, these data need be shared 
only after publication, approval, or final abandonment.  

ACCESS TO CLINICAL TRIAL DATA 

In Chapter 5, the committee analyzes how several risks associated with sharing clinical 
trial data (in particular individual participant data and CSRs) might be addressed through 
controls on data access (i.e., with whom the data are shared and under what conditions) without 
compromising the usefulness of data sharing for the generation of additional scientific 
knowledge. Arrangements for determining access to clinical trial data need to balance several 
goals: protecting the privacy of research participants, reducing the likelihood of invalid analyses 
or misuse of the shared data, avoiding undue burdens on secondary users seeking access, 
avoiding undue harms to investigators and sponsors that share data, and enhancing public trust in 
the sharing of clinical trial data.  

The committee noted support for open and free access to scientific publications 
immediately upon publication, as well as the requirement of the U.S. Food and Drug 
Administration (FDA) to make a summary of clinical trial results available to the public. The 
committee believes that open access (to the public with no controls) is appropriate and desirable 
for clinical trial results, and in some cases, no or few controls on sharing other types of clinical 
trial data may be the preferred approach when all stakeholders involved in a trial (i.e., sponsors, 
investigators, and participants) are comfortable with this approach and believe the benefits 
outweigh the risks. In many cases, however, sponsors, investigators, and/or participants may 
have concerns about an open access model for certain clinical trial data, and may wish to place 
some conditions on access to or uses of the data. 

 

                                                 
1 See the notes to Figure S-1 for definitions of “full data package,” “post-publication data package,” and “post-
regulatory data package.” 
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 In reviewing protections for privacy, the committee noted that while de-identification is 
commonly used to protect privacy, it has limitations. Different jurisdictions have different de-
identification standards. Moreover, the risk of re-identification depends on the context in which 
data are released, the type of data, and the additional information that might be combined with 
the shared data. In the case of genome-wide sequencing data and “big data” analyses, for 
example, de-identification and data security alone may not provide adequate protection; 
additional privacy and security techniques are being developed for these cases.  

The committee determined that data use agreements are a promising vehicle for reducing 
these risks and related disincentives for sharing clinical trial data. The committee reviewed a 
variety of provisions in existing data use agreements aimed at reducing risks to various parties, 
enhancing the scientific value of secondary analyses, and protecting the public health. The 
committee does not endorse all the specific provisions that were reviewed, but believes they 
should be considered as potential options. Although it is unclear whether and how data use 
agreements will be enforced, the committee believes these agreements have significant 
normative, symbolic, and deterrent value, setting professional expectations and standards for 
responsible behavior. 

The committee considered the review of requests for data access and reached several 
conclusions. Access restrictions based on the composition of the secondary analysis team—for 
example, requiring a biostatistician with particular qualifications or excluding lawyers—would 
not further the goals of responsible sharing of clinical trial data. Review of research proposals 
could mitigate risks, but overly restrictive controls would inhibit valid secondary analyses and 
innovative scientific proposals. If the trial sponsor or investigator, rather than an independent 
review panel, reviewed data requests and made decisions regarding access, concerns about 
conflicts of interest could lead to mistrust. Representatives of communities and patient and 
disease advocacy groups could serve as useful members of such review panels. Furthermore, 
making the policies and procedures regarding access to clinical trial data transparent would 
enhance the trustworthiness of data sharing programs.  

Finally, the committee concluded that the experience of early adopters of the sharing of 
clinical trial data will undoubtedly offer lessons and best practices from which others can learn. 
As sponsors try different approaches to data sharing, collecting empirical data that allow 
comparison of different approaches will provide crucial information on what does and does not 
work in various contexts.  

 In light of the above considerations, the committee formulated the following 
recommendation regarding data access:  
 

Recommendation 3: Holders of clinical trial data should mitigate the risks 
and enhance the benefits of sharing sensitive clinical trial data by 
implementing operational strategies that include employing data use 
agreements, designating an independent review panel, including members of 
the lay public in governance, and making access to clinical trial data 
transparent. Specifically, they should take the following actions: 
 
• Employ data use agreements that include provisions aimed at protecting clinical trial 

participants, advancing the goal of producing scientifically valid secondary analyses, 
giving credit to the investigators who collected the clinical trial data, protecting the 
intellectual property interests of sponsors, and ultimately improving patient care. 
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• Employ other appropriate techniques for protecting privacy, in addition to de-
identification and data security.  

• Designate an independent review panel—in lieu of the sponsor or investigator of a 
clinical trial—if requests for access to clinical trial data will be reviewed for approval. 

• Include lay representatives (e.g., patients, members of the public, and/or 
representatives of disease advocacy groups) on the independent review panel that 
reviews and approves data access requests. 

• Make access to clinical trial data transparent by publicly reporting 
− the organizational structure, policies, procedures (e.g., criteria for determining 

access and conditions of use), and membership of the independent review panel 
that makes decisions about access to clinical trial data; and 

− a summary of the decisions regarding requests for data access, including the 
number of requests and approvals and the reasons for disapprovals.  

• Learn from experience by collecting data on the outcomes of data sharing policies, 
procedures, and technical approaches (including the benefits, risks, and costs), and 
share information and lessons learned with clinical trial sponsors, the public, and 
other organizations sharing clinical trial data.  

THE FUTURE OF CLINICAL TRIAL DATA SHARING IN A 
CHANGING LANDSCAPE 

Chapter 6 presents the committee’s vision for responsible sharing of clinical trial data in 
the future. In this vision, all stakeholders are committed to sharing data responsibly, have 
modified their work processes to facilitate data sharing, and possess the resources and tools 
necessary to do so:  

 
• A culture of sharing clinical trial data with effective incentives for sharing emerges.  
• There are more platforms for sharing clinical trial data, with different data access 

models and with sufficient total capacity to meet demand. The different platforms are 
interoperable: data obtained from various platforms can easily be searched and 
combined to allow further analyses.  

• There is adequate financial support for sharing clinical trial data, and costs are fairly 
allocated among stakeholders. 

• Protections are in place to minimize the risks of data sharing and to reduce 
disincentives for sharing.  

• Best practices for sharing clinical trial data are identified and modified in response to 
ongoing experience and feedback. The sharing of clinical trial data forms a “learning” 
ecosystem in which data on data sharing outcomes are routinely collected and 
continually used to improve how data sharing is conducted.  

 
Next the committee identified remaining key challenges to responsible sharing of clinical 

trial data, which include the following: 
 
• Infrastructure challenges—Currently there are insufficient platforms to store and 

manage clinical trial data under a variety of access models.  
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• Technological challenges—Current data sharing platforms are not consistently 
discoverable, searchable, and interoperable. Special attention is needed to the 
development and adoption of common protocol data models and common data 
elements to ensure meaningful computation across disparate trials and databases. A 
federated query system of “bringing the data to the question” may offer effective 
ways of achieving the benefits of sharing clinical trial data while mitigating its risks.  

• Workforce challenges—A sufficient workforce with the skills and knowledge to 
manage the operational and technical aspects of data sharing needs to be developed. 

• Sustainability challenges—Currently the costs of data sharing are borne by a small 
subset of sponsors, funders, and clinical trialists; for data sharing to be sustainable, 
costs will need to be distributed equitably across both data generators and users. 

 
The committee gave particular attention to the need for a sustainable and equitable 

business model for responsible sharing of clinical trial data and developed the following 
conceptual framework: 

 
• Responsible sharing of clinical trial data benefits the public and multiple 

stakeholders, including payers of health care as well as patients, their physicians, and 
researchers.  

• As a matter of fairness, those who benefit from responsible sharing of clinical trial 
data, including the users of shared data, should also bear some of the costs of sharing. 
Additional sources of funding for responsible sharing of clinical trial data, such as 
private philanthropies, need to be identified.  

• Policies on equitable distribution of the costs of responsible sharing of clinical trial 
data among stakeholders should be based on accurate information on the costs of data 
sharing for various kinds of clinical trials.  

• The costs of responsible sharing of clinical trial data will decrease in the future if data 
collection and management are designed to facilitate sharing.  
 

The committee concluded that a market analysis of the costs of sharing clinical trial data and an 
economic analysis of options for funding data sharing would provide an evidence base for 
developing sustainable and equitable models for responsible sharing of clinical trial data.  
 Finally, the committee considered the ecosystem of responsible sharing of clinical trial 
data. Individual sponsors and trusted intermediaries can do a great deal to make sharing clinical 
trial data more responsible, effective, and efficient. For responsible sharing of clinical trial data 
to become pervasive, sustained, and rooted as a professional norm, however, many challenges 
need to be addressed in collaboration with other institutions and stakeholders. The committee 
recommends a next step to promote discussion and exchange of ideas among a wide range of 
stakeholders in order to forge agreement on best practices, standards, and incentives:   
 

Recommendation 4: The sponsors of this study should take the lead, together 
with or via a trusted impartial organization(s), to convene a multistakeholder 
body with global reach and broad representation to address, in an ongoing 
process, the key infrastructure, technological, sustainability, and workforce 
challenges associated with the sharing of clinical trial data. 
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1 
 Introduction  

 The clinical trials enterprise,2 tasked with testing the safety and efficacy of health 
interventions and informing medical decisions, is poised to undergo important changes in 
response to significant and sustained challenges, including the lengthy time frame, high cost, 
and often limited relevance of the research it produces (NRC and IOM, 2011). A key driver of 
the changes on the horizon for clinical trials is the increasingly consumer- and patient-driven 
nature of research and health care (NRC and IOM, 2011). The traditional system of 
investigators, sponsors, and journal editors as gatekeepers of clinical trials and their results is 
being tested as calls for “open science” and the democratization of clinical research intensify. 
While a large-scale transition is still under way and significant challenges remain, many 
observers note that early adopters of the principles and practices of open science will be 
rewarded (Boulton et al., 2011; Walport and Brest, 2011).  
 The movement toward greater transparency is being further accelerated by trial 
participants who have emerged from behind the veil of being termed and treated only as 
“research subjects” to assume the roles of full partners, leaders, and funders of research. 
Organized and motivated groups of patients and healthy individuals can and are moving beyond 
the traditional research and health systems to publicly generate data about themselves and/or the 
treatments they choose, compare and analyze these data, and share the results (Kaye et al., 2012; 
Terry and Terry, 2011; Wicks et al., 2014). These efforts suggest a larger cultural shift already 
under way, one in which the results of research are deemed a public good that can benefit society 
only when shared in a timely and responsible manner (Loder, 2013; Mello et al., 2013; Ross 
et al., 2012). Exploring the implementation of this broad societal desire to extract maximal 
benefit from the data generated by volunteers in a clinical trial reveals a number of benefits and 
risks to the sharing of clinical trial data. While there is significant potential to share these data 
successfully in a responsible manner that does not entail complete, unfettered access to 
individual participant data (ClinicalStudyDataRequest.com, 2014; YODA Project, 2014), 
determining the appropriate sharing strategy for various types of clinical trial data will require 
identifying, evaluating, and addressing the benefits and risks involved. 
 Clinical trials are crucial to determining the safety and efficacy of health interventions. 
Vast amounts of data are generated over the course of a clinical trial; however, a large portion 
of these data is never published in peer-reviewed journals (Doshi et al., 2013b; Zarin, 2013). 
Today, moreover, researchers other than the trialists have limited access to clinical trial data 

                                                 
2 The clinical trials enterprise encompasses the full spectrum of clinical trials and their applications. It includes the 
processes, institutions, and individuals that participate in research, as well as those who eventually apply clinical 
trial findings in a care setting. 
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that could be used to reproduce published results, carry out secondary analyses, or combine 
data from different trials in systematic reviews (Rathi et al., 2012). Public well-being would be 
enhanced by the additional knowledge that could be gained from these analyses. Furthermore, 
sharing clinical trial data might accelerate the drug discovery and development process, 
reducing redundancies and facilitating the identification and validation of new drug targets or 
surrogate endpoints. In short, there are today many missed opportunities to gain scientific 
knowledge from clinical trial data that could strengthen the evidence base for the treatment 
decisions of physicians and patients. In economic terms, these missed opportunities result in a 
suboptimal return on the altruism and contributions of clinical trial participants, the efforts of 
clinical trialists and research staff, and the financial resources invested by study funders and 
sponsors (Doshi et al., 2013a). At the same time, however, the sharing of clinical trial data 
presents risks to various important stakeholders and raises complex challenges regarding the 
consent and privacy of participants, protection of the legitimate interests of stakeholders, and 
the development of a sustainable and equitable business model for sharing (IOM, 2013b). 

STUDY CONTEXT 

Historical Highlights 

 Before 2012, the evolution of enhanced transparency in clinical research involved a 
number of research stakeholders, including international regulatory and funding organizations 
such as the European Medicines Agency (EMA), the U.S. Food and Drug Administration (FDA), 
the National Institutes of Health (NIH), and the Wellcome Trust; biomedical journals; and 
participant groups.  

The Food and Drug Administration Modernization Act of 1997 mandated registration on 
ClinicalTrials.gov of federally or privately funded clinical trials conducted under Investigational 
New Drug applications (INDs) to test the effectiveness of experimental drugs for patients with 
serious or life-threatening diseases or conditions (Zarin, 2007). The International Committee of 
Medical Journal Editors further supported trial registration by requiring it as a condition of 
consideration for publication in 2004 (De Angelis et al., 2004). In 2003, NIH issued its Final 
Statement on Sharing Research Data, which states that “all investigator-initiated applications 
with direct costs greater than $500,000 in any single year will be expected to address data 
sharing in their application” (NIH, 2003). In 2007, the Food and Drug Administration 
Amendments Act (FDAAA) required reporting of summary results from certain trials (e.g., non-
phase 1) of FDA-approved drugs, biologics, and devices to ClinicalTrials.gov, whether the 
results have been published or not (Zarin, 2011).3 Also in 2007, the Annals of Internal Medicine 
launched a Reproducible Research initiative, requiring that all original articles include a 
statement indicating the authors’ willingness to share with the public the study protocol (original 
and amendments), the statistical code used to generate results, and the data set from which the 
results were derived (Laine et al., 2007). And in 2009 the British Medical Journal required that 
authors include data sharing statements at the end of each published article, indicating what data 
are available, to whom, and how (FDA, 2010; Groves, 2009; Roehr, 2009).  

In November 2010, the EMA created an “access to documents” policy and agreed to 
release clinical study reports (CSRs) to external persons who submit a freedom of information 

                                                 
342 U.S.C. § 282(j)(3)(C).  



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

INTRODUCTION  17 
 

PREPUBLICATION COPY: UNCORRECTED PROOFS 

request (EMA, 2014). In 2011, an international group of funders (Inserm, the Wellcome Trust, 
the UK Medical Research Council, NIH, The World Bank, and others) issued a statement 
endorsing “making research data sets available to investigators beyond the original research team 
in a timely and responsible manner, subject to appropriate safeguards” (Wellcome Trust, 2011). 
Also in 2011, the health data sharing platform PatientsLikeMe released the results of a patient-
initiated observational study of amyotrophic lateral sclerosis (ALS) patients experimenting with 
lithium carbonate treatment—the first time a social network of patients convened to evaluate a 
treatment in real time (PatientsLikeMe, 2011; Wicks et al., 2011). 

2012 Institute of Medicine (IOM) Workshop on Sharing Clinical Research Data 

 In October 2012, the IOM convened a broad range of experts and stakeholders to discuss 
the sharing of clinical research data. As highlighted by participants at the workshop, data sharing 
can have important benefits for industry, nonprofit funders of research, academic investigators, 
patient advocacy groups, and ultimately patients and the public. These benefits include, for 
example, accelerating medical innovation by reducing redundancies, facilitating the 
identification and validation of new drug targets, identifying new indications for use, and 
improving understanding of the safety and efficacy of therapies (IOM, 2013b). Workshop 
participants suggested that the conversation around sharing clinical research data has evolved 
from whether the data should be shared to how best to facilitate sharing, and cited examples of 
data sharing activities that had been established or proposed at the time (EMA, 2014; Krumholz 
and Ross, 2011; Nisen and Rockhold, 2013; Zarin, 2013). Concerns were raised, however, that 
the potential benefits of data sharing may not be realized if the sharing is fragmented or 
conducted largely through uncoordinated initiatives. Further, data sharing involves costs, 
burdens, risks, lack of incentives, and even disincentives that need to be addressed from the 
perspectives of multiple stakeholders. 

Progress Since the 2012 IOM Workshop  

Since the 2012 workshop was held, momentum has continued to build for sharing clinical 
trial data. Major developments include the following: 

 
• Medtronic and Johnson & Johnson partnered with Yale University Open Data Access 

(YODA). Medtronic agreed to release all clinical trial data on one product widely 
used in spine surgery, rBMP2, to academic investigators for reanalysis (YODA 
Project, 2013). Johnson & Johnson transferred authority to YODA for making 
decisions on data requests for all Janssen pharmaceutical trials (Johnson & Johnson, 
2014).  

• The EMA issued a draft policy, modified it in response to consultation and feedback, 
and has now issued requirements for sharing clinical trial data submitted to the 
agency4 once a marketing decision on the study products has been made (EMA, 
2014). 

                                                 
4 Clinical trial sponsors seeking regulatory approval from authorities such as the EMA and the FDA must submit 
detailed CSRs and individual participant data as required, which form the basis of the marketing application for a 
product. In trials not conducted for regulatory approval of a product, detailed CSRs may or may not be prepared 
(Doshi et al., 2012; Teden, 2013). 
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• The AllTrials campaign was launched, calling for “all past and present clinical trials 
to be registered and their full methods and summary results reported” (AllTrials, 
2013). As of December 2014, more than 81,000 people had signed the AllTrials 
petition, and 532 organizations had joined AllTrials (AllTrials, 2014). 

• Astellas, Bayer, Boehringer Ingelheim, GlaxoSmithKline, Lilly, Novartis, Roche, 
Sanofi, Takeda, UCB, and ViiV Healthcare committed to sharing clinical trial data 
through clinicalstudydatarequest.com and allowing an independent review panel to 
make decisions on data requests (ClinicalStudyDataRequest.com, 2014).   

• The British Medical Journal issued a policy requiring data sharing for clinical trials it 
publishes (BMJ, 2013). 

• The Pharmaceutical Research and Manufacturers of America (PhRMA), the European 
Federation of Pharmaceutical Industries and Associations (EFPIA), and the 
Biotechnology Industry Organization (BIO) released principles documents signaling 
their support for sharing clinical trial data (BIO, 2014; PhRMA, 2013). 

• The National Institute of Allergy and Infectious Diseases (NIAID) made de-identified 
data from 11 clinical trials available through the Immunology Database and Analysis 
Portal (ImmPort) (ImmPort, 2013). 

• NIH issued a new policy on sharing of genomic data. The new policy outlines and 
emphasizes the expectation that investigators will obtain informed consent from study 
participants for potential future use of the participants’ de-identified data for both 
research and broad sharing, and commit to sharing data no later than the date of first 
publication of the study results (NIH, 2014). 

 
 Numerous approaches and models for sharing clinical trial data are being implemented 
with varying levels of access control. At one end of the spectrum, ImmPORT in the United 
States and the Freebird Website (FreeBIRD, 2014) in the United Kingdom make available 
some de-identified data sets from publicly funded clinical trials (NIAID and CRASH trials, 
respectively) with minimal restrictions; the data sets can be downloaded from the web upon 
registration and acceptance of their terms of use. At the other end of the spectrum, many 
programs for sharing of clinical trial data from private sponsors (e.g., GlaxoSmithKline, 
Johnson & Johnson) place various restrictions on data access—for example, requiring review 
of requests by an independent scientific review board and access through a format that cannot 
be downloaded. As an increasing number of organizations take the initiative to share their data 
more actively, the time is right to develop broadly accepted guidance for responsible sharing of 
clinical trial data that will increase the availability and usefulness of the data while mitigating 
the risks of data sharing.  

CHARGE TO THE COMMITTEE AND STUDY SCOPE 

 As a follow-up to the 2012 IOM workshop, a group of federal, industry, and U.S. and 
international foundation sponsors5 asked the IOM to conduct a consensus study that would 
generate guiding principles and a framework for the responsible sharing of clinical trial data. 

                                                 
5 AbbVie Inc., Amgen Inc, AstraZeneca Pharmaceuticals, Bayer, Biogen Idec, Bristol-Myers Squibb, Burroughs 
Wellcome Fund, Doris Duke Charitable Foundation, Eli Lilly and Company, EMD Serono, Genentech, 
GlaxoSmithKline, Johnson & Johnson, Medical Research Council (UK), Merck & Co., Inc., National Institutes of 
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As described in the committee’s statement of task (see Box 1-1), over a 17-month study period, 
the committee was charged with releasing two reports: 
 

• a discussion framework document (“the Framework”) that was released in January 
2014 for public comment, summarizing the committee’s tentative findings regarding 
guiding principles and describing a selected set of data sharing activities; and 

• a final report containing conclusions and recommendations related to the committee’s 
full charge.  

 

                                                                                                                                                             
Health, Novartis Pharmaceuticals Corporation, Novo Nordisk, Pfizer Inc., Sanofi-Aventis, Takeda, U.S. Food and 
Drug Administration, Wellcome Trust. 

BOX 1-1 
Statement of Task for the Consensus Study 

 
An ad hoc committee of the Institute of Medicine will conduct a study to develop guiding 

principles and a framework (activities and strategies) for the responsible sharing of clinical trial 
data. For the purposes of the study, the scope will be limited to interventional clinical trials and 
“data sharing” will include the responsible entity (data generator) making the data available via 
open or restricted access, or exchanged among parties. For the purposes of this study, data 
generator will include industry sponsors, data repositories, and researchers conducting clinical 
trials. Specifically, the committee will: 

 

• Articulate guiding principles that underpin the responsible sharing of clinical trial data.  
• Describe a selected set of data and data sharing activities, including, but not limited to:  

− Types of data (e.g., summary, participant)  
− Provider(s) and recipient(s) of shared data  
− Whether and when data are disclosed publicly, with or without restrictions, or 

exchanged privately among parties. 
• For each data sharing activity, the committee will:  

− Identify key benefits of sharing and risks of not sharing to research sponsors and 
investigators, study participants, regulatory agencies, patient groups, and the public. 

− Address key challenges and risks of sharing (e.g., resource constraints, 
implementation, disincentives in the academic research model, changing norms, 
protection of human subjects and patient privacy, IP/legal issues, preservation of 
scientific standards and data quality). 

− Outline strategies and suggest practical approaches to facilitate responsible data 
sharing.  

• Make recommendations to enhance responsible sharing of clinical trial data. The 
committee will identify guiding principles and characteristics for the optimal 
infrastructure and governance for sharing clinical trial data, taking into consideration a 
variety of approaches (e.g., a distributed/federated data system).  

 

In developing the principles and framework and in defining the rights, responsibilities, and 
limitations underpinning the responsible sharing of clinical trial data, the committee will take into 
account the benefits of data sharing, the potential adverse consequences of both sharing and 
not sharing data, and the landscape of regulations and policies under which data-sharing 
occurs. Focused consideration will also be given to the ethical standards and to integrating core 
principles and values, including privacy. The committee is not expected to develop or define 
specific technical data standards. 

A discussion framework will be released for public comment, which will include tentative 
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 To respond to this charge, the IOM convened a 13-member committee comprising 
experts in key scientific and research-related domains, including academia, industry, funding 
bodies, regulatory activities, scientific publications, clinicians, and patients. Individual 
committee members’ expertise spans academic clinical trial design, performance, and 
dissemination; pharmaceutical product development; statistics, informatics, and data security; 
ethics of human subjects research; and law and regulatory requirements (including privacy, 
security, and intellectual property). Committee members also have insight into the global 
context of data sharing; the concerns of research participants, patients, and their families; and 
other relevant issues. As specified in the statement of task (see Box 1-1), the scope of the study 
was limited to interventional clinical trials (see the definitions in Box 1-2).  
 

findings regarding (a) guiding principles and (b) a selected set of data sharing activities. Based 
on the public comments received and further deliberations, the committee will prepare a final 
report with its findings and recommendations. 

BOX 1-2 
Key Definitions 

 
For the purposes of this study, interventional clinical trials are defined as “research 

in which participants are assigned to receive one or more interventions (or no intervention) so 
that the effects of the interventions on biomedical or health-related outcomes can be 
evaluated. Assignments to treatment groups are determined by the study protocol” 
(ClinicalTrials.gov, 2012). An intervention is a “process or action that is the focus of a clinical 
trial. This can include giving participants drugs, medical devices, procedures, vaccines, and 
other products that are either investigational or already available” (ClinicalTrials.gov, 2012). 
For the purposes of this study, intervention types are limited to drugs, devices, biologics, 
surgical procedures, behavioral interventions, and changes in the administration or delivery of 
clinical care. The committee further found it useful to consider interventional clinical trials in 
two broad categories—those studies intended and those not intended to support a regulatory 
application. 

Data sharing is the practice of making data* from scientific research available for 
secondary uses. This report distinguishes between primary and secondary uses of data. 
The former include analyses addressing research questions the trial was originally designed 
to address; these questions would be delineated in the analysis plan that is registered prior to 
enrollment of the first participant. The latter include (1) reanalyses of questions addressed in 
the primary uses to check for replicability/validity, (2) meta-analyses, and (3) de novo 
analyses designed to address questions the trial was not explicitly designed to address. Data 
may be shared either proactively (e.g., by posting to a website or providing to a repository) or 
upon request. 
________________ 
*Many different types of data may be shared, including individual participant data (i.e., raw data and the 
analyzable data set); metadata, or “data about the data” (e.g., protocol, statistical analysis plan, and 
analytic code); and summary-level data (e.g., summary-level results posted on registries, lay 
summaries, publications, and clinical study reports [CSRs]). See Chapter 4 for the committee’s analysis 
of the benefits and risks of sharing different types of data. 
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STUDY APPROACH 

Study Process 

During the course of its deliberations, the committee gathered information through a 
variety of mechanisms: (1) three 1.5-day face-to-face workshops held in Washington, DC, in 
October 2013, February 2014, and May 2014 and one virtual workshop held in April 2014, all of 
which were open to the public (see Appendix A for the workshop agendas and speaker 
information); (2) release in January 2014 of the Framework document, which invited public 
feedback on a set of issues relevant to this report and is described in greater detail in the section 
below; (3) reviews of the scientific literature and commissioning of two papers on special 
topics—the de-identification of clinical trial data (see Appendix B) and drug regulation in 
selected developing countries6; and (4) personal communication between committee members 
and staff and individuals who have been directly involved in or have special knowledge of the 
issues under consideration.  

Framework for Discussion and Public Feedback 

 In accordance with the study charge, the Framework was publicly released in January 
2014. The Framework articulated the committee’s preliminary observations on guiding 
principles for the responsible sharing of clinical trial data, a nomenclature for data sharing, and a 
description of a selected set of data sharing activities. The Framework did not contain 
conclusions or recommendations, but rather served to elicit feedback from a variety of 
stakeholders to inform the second phase of this study and the conclusions and recommendations 
contained in this final report. The committee invited comments on a set of difficult issues that 
were likely to be complex and on which stakeholders were likely to have differing perspectives 
(see Appendix A).  
 In addition to the public release of the Framework, several medical journals—including 
the New England Journal of Medicine, the British Medical Journal, and the Journal of the 
American Medical Association—wrote editorials or otherwise published on the committee’s 
work and encouraged their readership to send comments (Drazen, 2014; Kuehn, 2014; 
McCarthy, 2014). In response to these efforts, the committee received 85 written comments from 
a variety of individuals and organizations, including academic researchers from across the globe, 
industry (pharmaceutical, device, and biologic) representatives (from both individual companies 
and trade associations), clinicians and health care organizations, patient/disease advocacy 
representatives, and others (a complete list of these individuals and organizations is provided in 
Appendix A). IOM staff collected and compiled all comments for the committee’s review, 
calling particular attention to cross-cutting themes and unique perspectives.  

Formulation and Applicability of the Committee’s Recommendations 

 Sharing of clinical trial data is a relatively new and evolving field, with a limited 
evidence base in the scientific literature. Consequently, although the committee drew on the 

                                                 
6 The commissioned paper “The Interaction between Open Trial Data and Drug Regulation in Selected Developing 
Countries” was used by the committee in support of its analysis in this report. This paper  is available on this study’s 
website (www.iom.edu/datasharingcommissionedpapers). 
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literature when possible, its conclusions and recommendations were formulated largely on the 
basis of knowledge gained through its extensive information gathering process, as described 
above, as well as its members’ own expertise.  
 It is the committee’s hope that the rationale for data sharing, the guiding principles, and 
the recommendations articulated in this report will apply to a broad range of current and future 
trials. Although much current discussion has focused on trials conducted by large pharmaceutical 
companies and publicly funded trials conducted in academic medical centers, the committee also 
considered, consistent with its charge, 
 

• clinical trials involving educational interventions, quality improvement, behavioral 
interventions, and health care delivery modifications as well as drug trials; 

• trials carried out in resource-poor settings, where unfunded mandates or expectations 
for data would be particularly burdensome; and 

• clinical trials sponsored by small nonprofits and small companies without a revenue 
stream and investigator-initiated trials with no external funding, cases in which 
resources for data sharing will be very limited. 

 
Additionally, as a result of advances in methods and technology, the way clinical trials are 
conducted is undergoing a major transformation (Munos, 2014), and in the future, clinical trials 
are likely to continue to change dramatically:  

 
• Trials will increasingly collect patient-centered data directly from participants and 

from personal sensors, social media, and other digital information technologies (IOM, 
2013a; Munos, 2014).  

• Trials will progressively use electronic health records as data sources, for example, to 
assess simple clinical endpoints in large pragmatic trials (IOM, 2013a; Munos, 2014).  

• Many trials will be embedded into clinical care. Examples include quality 
improvement and prevention trials, prompted optional randomized trials (PORTs) 
(e.g., trials using point-of-care randomization), and n-of-1 studies (Flory and 
Karlawish, 2012; Pletcher et al., 2014).  

• Innovative clinical trial designs are increasingly being used, including adaptive 
designs (e.g., stepped wedge, PORTs). 

• Also likely are more hybrid methodology trials (i.e., those that collect both 
quantitative and qualitative data).  

• Citizen-scientists and patient advocacy groups will become active collaborators with 
traditional sponsors in designing and implementing clinical trials. 

 
Policies regarding responsible sharing of clinical trial data will need to take these new 

developments into account. For example, data collected from clinical care and from personal 
devices and sensors will present additional opportunities for secondary research, but also new 
challenges regarding consent and sharing of private and identifiable data. In its analyses and 
recommendations, the committee focused on present-day challenges and constraints while also 
attempting to account for such potential changes in the landscape in which clinical trials are 
conducted and in the attitudes of clinical trial investigators, sponsors, and the public toward data 
sharing, which cannot be fully anticipated.  
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ORGANIZATION OF THE REPORT 

 Following this introduction, Chapter 2 presents the major potential benefits and risks of 
sharing clinical trial data and the guiding principles set forth in the Framework document. 
Informed by these principles and the committee’s consideration of the various sources of 
information detailed above, Chapters 3 through 5 address the “who, what, when, and how” of 
data sharing. Chapter 3 addresses the question of “who.” It identifies the stakeholders in clinical 
trials, their roles and responsibilities with respect to the clinical trials enterprise, and the benefits 
and risks of data sharing from their perspectives. In this chapter, the committee recommends 
actions each stakeholder could take to help foster a culture in which data sharing is the expected 
norm. Chapter 4 articulates professional and community standards for “what” data should be 
shared and “when” in the clinical trials process. Chapter 5 addresses the question of “how” these 
data should be shared. It presents various approaches for controlling access to data, ranging from 
less to more restrictive, and explores their associated implications. Throughout Chapters 4 and 5, 
the committee delineates the salient benefits and risks associated with sharing different types of 
data at different timepoints and under various conditions; this discussion serves as the foundation 
for the committee’s conclusions and recommendations in these two chapters. Finally, Chapter 6 
presents a vision for data sharing based on the discussion in the preceding chapters and outlines 
remaining challenges that need to be addressed before this vision can be realized. This chapter 
offers the committee’s recommendation for beginning to address these challenges and moving 
forward. 
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2 
Guiding Principles for Sharing Clinical Trial Data 

This chapter provides an overview of the key potential benefits and risks of data sharing, 
and sets forth the guiding principles (as evolved from the Framework document; see Box 2-1) 
that informed the committee’s thinking as it considered the issues presented throughout the 
remainder of this report. These principles served as a lens through which the committee weighed 
the benefits and risks of data sharing and considered the roles and responsibilities of individuals 
and organizations that participate in and benefit from the clinical trials enterprise. Additionally, 
this chapter describes the committee’s approach for applying these principles to develop the 
conclusions and recommendations offered in the following chapters. 

 
BOX 2-1  

Evolution of Guiding Principles from the Framework Document 

   In the Framework document, released in January 2014, the committee set forth guiding 
principles that underpin responsible sharing of clinical trial data and posed a question to help 
direct its thinking for this final report: To whom do the benefits of clinical trial data belong? As 
detailed in Chapter 1, the Framework document encouraged the public and interested 
stakeholders to submit written comments, and the committee gathered further commentary 
through its public workshops. This chapter incorporates the insights and knowledge the 
committee gained over the course of the study and updates the guiding principles and approach 
to their application accordingly. The committee did not delete or add any principles after the 
Framework was released, but did revise the supporting text to better align with this new 
understanding.   

 

OVERVIEW OF KEY POTENTIAL BENEFITS AND RISKS 

Potential Benefits of Data Sharing 

 Sharing of clinical trial data has great potential to accelerate scientific progress and 
ultimately improve public health by generating better evidence on the safety and effectiveness 
of therapies for patients. There have been some notable examples of how secondary analyses of 
shared data have benefited the public, for example, by showing that widely used interventions 
are ineffective or unsafe (Chan et al., 2014; Doshi et al., 2012; Kaiser et al., 2003; Nissen and 
Wolski, 2007) or by improving clinical care (Farrar et al., 2014; Gabler et al., 2012a,b; 
Ventetuolo et al., 2014a,b). 
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 From the perspective of clinical trial participants, data sharing increases their 
contributions to generalizable knowledge about human health by potentially facilitating 
additional findings beyond the original, prespecified clinical trial outcomes. Conversely, if data 
are not shared, opportunities to generate additional knowledge from participants’ contributions 
are missed (Califf, 2013; Collyar, 2013; Hamblett, 2013; IOM, 2013; Mello et al., 2013; Terry 
and Terry, 2011).  
 From the perspective of society as a whole, sharing of data from clinical trials could 
provide a more comprehensive picture of the benefits and risks of an intervention and allow 
health care professionals and patients to make more informed decisions about clinical care. 
Moreover, sharing clinical trial data could potentially lead to enhanced efficiency and safety of 
the clinical research process by, for example, reducing unnecessary duplication of effort and 
the costs of future studies, reducing exposure of participants in future trials to avoidable harms 
identified through the data sharing, and providing a deeper knowledge base for regulatory 
decisions (Califf, 2013; Doshi et al., 2013; Eichler et al., 2012; Goldacre, 2013; IOM, 2013; 
Krumholz et al., 2014; Mello et al., 2013; Ross et al., 2012).  
 In the long run, sharing clinical trial data could potentially improve public health and 
patient outcomes, reduce the incidence of adverse effects from therapies, and decrease 
expenditures for medical interventions that are ineffective or less effective than alternatives.  In 
addition, data sharing could open up opportunities for exploratory research that might lead to 
new hypotheses about the mechanisms of disease, more effective therapies, or alternative uses 
of existing or abandoned therapies that could then be tested in additional research (Califf, 
2013; IOM, 2013; Mello et al., 2013; Zarin, 2013). The risks of not sharing are inverse to these 
benefits, and include unnecessary duplication of trials, which unduly exposes additional 
participants to experimentation; increased unwillingness of individuals to participate in clinical 
trials if the data resulting from those trials are withheld; bias in the body of evidence; and the 
inability of investigators to build on previous work, thereby slowing progress in understanding 
of human health. 

Risks of Data Sharing 

 The potential benefits of sharing clinical trial data and the risks of not sharing need to 
be weighed against any potential harms from sharing.  
 First, data sharing could put clinical trial participants at increased risk of invasions of 
privacy or breaches of confidentiality. As a result, participants could suffer social or economic 
harms (IOM, 2013; Malin, 2014; Mello et al., 2013).7  
 Data sharing also could result in potential harms to society. For example, shared 
clinical trial data might be analyzed in a manner that would lead to distorted effect estimates or 
incorrect conclusions (although this could also occur with the original analyses) (Krumholz 
and Ross, 2011). For example, if multiple secondary analyses are carried out in an attempt to 
establish serious adverse effects, but statistical analyses do not take these multiple analyses 
into account, some apparent adverse effects may be identified on the basis of chance alone. A 
potential consequence is that invalid analyses will lead to claims of risk that are not 
scientifically valid, which may in turn lead to lawsuits for negligence that, while without merit, 

                                                 
7 This section draws on a paper commissioned by the Committee on Strategies for Responsible Sharing of Clinical 
Trial Data on “Concepts and Methods for De-identifying Clinical Trials Data,” by Khaled El Emam and Bradley 
Malin (see Appendix B). 
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are expensive to respond to and defend against.8 If spurious claims of risk are publicized in the 
lay media, they may be difficult to refute even if they are disproved in peer-reviewed articles. 
Such claims may harm the public by deterring appropriate use of beneficial therapies. 
Furthermore, investigators may find it highly burdensome in terms of time and effort to 
respond to invalid secondary analyses, as the investigators in the PLATO (PLATelet inhibition 
and patient Outcomes) trial have documented (Wallentin et al., 2014). To further complicate 
matters, such invalid analyses may result not only from inadvertent errors in data analysis but 
also from conflicts of interest, including, in the United States, the prospect of monetary gain 
through qui tam lawsuits. Incorrect conclusions or treatment recommendations for either whole 
patient populations or subgroups could produce suboptimal care, avoidable adverse effects, and 
unnecessary anxiety and result in possible discrimination (IOM, 2013; Spertus, 2012). 
Concerns about such future uses of their clinical trial data might also deter some individuals 
and/or communities from participating in future clinical trials (IOM, 2013). 
 The manner in which data are shared might undermine the incentives of clinical trial 
sponsors, clinical investigators, researchers, and other essential stakeholders to invest their 
time and resources in the development and clinical testing of potential new treatment practices 
(Dickersin, 2013; Rathi et al., 2012). For example, data sharing might allow confidential 
commercial information to be discerned from the data (EMA, 2014; Teden, 2013).9 
Competitors might use shared data to seek regulatory approval for competing products in 
countries that do not recognize data exclusivity periods or do not grant patents for certain types 
of research (Kapczynski, 2014). The manner in which clinical trial data are shared also might 
harm the intellectual capital and professional recognition of academic clinical investigators 
who devote considerable effort and time to designing a clinical trial, recruiting and retaining 
participants, and collecting the primary data. If subsequent independent analyses failed to give 
appropriate recognition to the original investigators, those investigators would not have 
incentives to conduct clinical trials in the future.  

GUIDING PRINCIPLES 

 The committee offers the following guiding principles as an essential foundation for any 
approach to sharing clinical trial data. 

Maximize the Benefits of Clinical Trials While Minimizing the Risks of Sharing Clinical 
Trial Data 

 Understanding and balancing the benefits and risks of health interventions is an essential 
component of health care, clinical research, and the development of therapies. Similarly, sharing 
clinical trial data entails potential benefits and harms, as outlined above. Strategies for data 
sharing should maximize the benefits of sharing to those who give of themselves to participate 
and to society as a whole while minimizing the potential harms for all stakeholders. This guiding 

                                                 
8 Personal communication, Virtual WebEx Open Session, G. Fleming, to Committee on Strategies for Responsible 
Sharing of Clinical Trial Data, Institute of Medicine, regarding clinical trial data sharing: product liability, April 9, 
2014. 
9 E-mail communication, Advanced Medical Technology Association (AdvaMed), to A. Claiborne, Institute of 
Medicine, regarding strategies for responsible sharing of clinical trial data, March 21, 2014. 
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principle for responsible sharing of clinical trial data is derived from the ethical concept of 
beneficence. 
 The International Conference on Harmonisation’s (ICH’s) Guideline for Good Clinical 
Practice (GCP) declares: “Before a trial is initiated, foreseeable risks and inconveniences 
should be weighed against the anticipated benefit for the individual trial subject and society. A 
trial should be initiated and continued only if the anticipated benefits justify the risks,” and 
“the rights, safety, and well-being of the trial subjects are the most important considerations 
and should prevail over interests of science and society” (ICH, 1996). Likewise, the U.S. 
Belmont Report articulates beneficence as a basic ethical principle and obligation of research 
involving human subjects. With respect to persons involved in clinical trials, beneficent actions 
“(1) do not harm and (2) maximize possible benefits and minimize possible harms” (National 
Commission for the Protection of Human Subjects of Biomedical and Behavioral Research, 
1979, p. 6). Benefits include both the immediate knowledge gained from testing the hypothesis 
of a particular clinical trial and the broader utility of the study data in informing the 
development of effective and safe clinical care. As discussed in the Belmont Report, 
practitioners are faced with deciding “when it is justifiable to seek certain benefits despite the 
risks involved” (National Commission for the Protection of Human Subjects of Biomedical and 
Behavioral Research, 1979, p. 7). The potential utility of data should be factored into the 
balance of potential benefits and risks in making the decision whether to expose individual 
clinical trial participants to risk in order to seek benefits to society as a whole.  
 Internationally, the right “to share in scientific advancement and its benefits” and “to 
the protection of the moral and material interests resulting from any scientific … production of 
which [a person] is the author” are both recognized in the 1948 United Nations Universal 
Declaration of Human Rights.10 Of particular importance is that rights can be framed as 
positive access to the fruits of scientific research (Knoppers et al., 2014) as well as negative 
rights to privacy and antidiscrimination. The right of patients and the public to the benefits of 
scientific research is an alternative way of framing the idea that responsible sharing of clinical 
trial data should be guided by the goal of increasing scientific knowledge that leads to better 
therapies for patients (Knoppers et al., 2014).  

Respect Individual Participants Whose Data Are Shared  

 The committee’s second guiding principle stems from the broadly articulated concept that 
respect for research participants is a fundamental principle of research ethics (ICH, 1996; 
National Commission for the Protection of Human Subjects of Biomedical and Behavioral 
Research, 1979). “Respect for research participants” is a term used to describe a bundle of 
obligations that researchers owe to clinical trial participants. This bundle is commonly 
understood to include informed consent to participate in a trial and protection of privacy and 
confidentiality; the committee adds to these components participant engagement throughout a 
research project.  

Clinical trials are designed and carried out to answer research questions about the safety 
and efficacy of specific health interventions. The interventions that participants receive are 
determined by the study protocol, not by what their personal physicians consider best for them as 
individuals. In consenting to participate, clinical trial participants also accept that complying 
with the study protocol potentially entails inconvenience and risks (Lidz et al., 2004). Although 

                                                 
10 Universal Declaration of Human Rights, G.A. res. 217A (III), U.N. Doc A/810 (1948). 
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participation in clinical trials, on the whole, may not be significantly more risky than ordinary 
clinical care or receiving the study intervention outside of the trial (Gross et al., 2006), the 
benefits and risks of the study arms in a specific trial are not known at the outset. In some 
instances, the intervention arm of a trial will be shown to have significantly worse outcomes than 
the control arm, a finding that cannot be predicted at the time of enrollment.  

Respect Through Protections for Research Participants 

 Respect for research participants requires protecting their dignity, integrity, and right to 
self-determination; this includes, at a minimum, compliance with applicable regulations and 
ethical standards for the conduct of clinical trials and handling of the resulting data. Respect for 
research participants has historically been understood to require specific informed consent from 
participants (including consent for how their data will be used) before they enroll in a clinical 
trial in which the intervention will be carried out at the individual participant level (Childress 
et al., 2005; CIOMS, 2002; WMA, 2013).11 In addition, it could be argued that respect for 
clinical trial participants requires a broader concept of sharing information with participants and 
obtaining their ongoing consent or concurrence throughout the trial. For example, clinical trial 
staff might educate participants about the condition being studied, provide more information 
about study interventions over the course of the trial, and offer additional opportunities for 
participants to learn more. In addition, respect for participants might require that clinical trialists 
offer to inform participants of the overall results of the trial, in language that they can understand 
(Brealey et al., 2010; Fernandez et al., 2003, 2009); studies indicate that this information is 
desired by most clinical trial participants. Respect for participants also requires that professional 
staff in a clinical trial prevent serious and imminent harms that they are uniquely situated to 
identify and prevent (NRC, 2005).  
 For existing trials, data sharing (particularly sharing beyond other investigators in the 
trial) may not have been discussed explicitly with participants during the consent process. 
Sharing of data without specific participant consent may be ethically acceptable and legally 
permitted in certain instances. If the shared data are anonymized, for example, current U.S. 
federal regulations on human research protections and U.S. health information privacy 
regulations (e.g., the Health Insurance Portability and Accountability Act [HIPAA])12 allow 
other researchers to use the data for research under certain conditions without consent from the 
original participants.13  
 Respect also suggests a need to protect the confidentiality and privacy of trial participants 
when data are shared. For example, additional protections may be needed when participant 
identifiers cannot be removed from data or must be included in shared data in order to address an 
important research question.  

                                                 
11 Specific informed consent is not necessarily required for trials at the group level, such as certain cluster 
randomized trials (Weijer and Emanuel, 2000), or for certain comparative effectiveness trials (Faden et al., 2013). 
12 Health Insurance Portability and Accountability Act of 1996, Public Law 104-191, 104th Cong. (August 21, 
1996). 
13 The U.S. example has been described here for illustrative purposes. The European Union also has strong data 
privacy protections that must be observed when clinical trial data are shared by its member states (European 
Commission, 2013). 
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Respect Through Engagement 

 Respect also can be demonstrated and advanced through efforts to engage participants 
and their representatives in the development of the processes for sharing of clinical trial data, 
so as to build public trust in the value and importance of data sharing (CTSA, 2011). It is 
important to remember that individuals participating in clinical trials come from cultures and 
communities around the world in which power may be unequally and perhaps unfairly 
distributed (NRC, 2005). Representatives of communities and groups from which clinical trial 
participants are recruited can provide insight into the cultural and societal values and concerns 
pertinent to sharing of clinical trial data. Proactive input and feedback on plans for sharing 
clinical trial data can be obtained from representatives of research participants, disease 
advocacy groups, community advisory boards, and the public (Jiang et al., 2013). Such 
engagement also can help sponsors and investigators explain the rationale for data sharing to 
participants and the public in an accessible and understandable manner. The act of seeking and 
obtaining such input does not in itself constitute surrogate consent or authorization for data 
sharing. Rather, it demonstrates respect for participants by actively soliciting their concerns 
about data sharing, identifying its unappreciated benefits and risks that were not previously 
taken into account, and allowing participants or their advocates to suggest how the data sharing 
process might be improved (Stiles and Petrila, 2011).  

Increase Public Trust in Clinical Trials and the Sharing of Trial Data 

Public trust is an intrinsic value undergirding the biomedical science and health research 
enterprise, which is fundamentally aimed at improving human health. At a more instrumental 
level, trust also is essential for ensuring continued public support for clinical research and for 
fostering participation in clinical trials. The concept of public trust in clinical trials encompasses 
trust both in the scientific process of generating the data (i.e., that there is accountability for how 
the trials are carried out) and in the validity of the trials (i.e., that the reported findings are an 
accurate representation of the underlying data) (IOM, 2013). Sharing of clinical trial data could 
either enhance or reduce public trust in clinical research. The process used for data sharing 
should therefore be undertaken in a manner that enhances public trust in both the clinical trial 
process and the data sharing process. 

Trust in Clinical Trial Data 

 By increasing the transparency of how a trial was designed and carried out and of the 
pathway to the conclusions derived from the trial, sharing of clinical trial data could increase 
public trust in the outcomes of that particular trial and of trials generally (Loder, 2013). Data 
sharing also could increase the usefulness and trustworthiness of clinical trial data and analyses 
of the data because clinical researchers who know that others will be using their data may be 
more thorough and more careful in their methodology and its documentation. Such additional 
attention to detail could also help reduce bias in the data and findings (Mello et al., 2013). 
 Sharing clinical trial data could enhance public trust by facilitating secondary analyses 
that could determine whether the final conclusions and summaries of clinical trials are robust, 
valid inferences from the original evidence, although this must be done in a credible and fair 
manner (Laine et al., 2007). Whether the inferences drawn from a particular trial are strong or 
called into question, efforts to demonstrate the widespread applicability of the study findings 
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could enhance overall trust in the scientific process and result in more evidence-based 
recommendations for clinical care.  

Trust in clinical research could further be enhanced if sharing of clinical trial data were 
accompanied by public outreach and engagement to help the public understand that numerous 
judgments are needed to transform source data into analyzable data (CTSA, 2011), and that 
highly trained researchers may take different approaches to answering a research question or to 
analyzing a given data set. Discrepancies in researchers’ analytical approaches and 
interpretations are an expected part of scientific processes and discussions. Such outreach also 
could help the public better understand that findings from early clinical trials (i.e., phase I and 
early phase II trials) often are not definitive, and that attempts to reproduce original analyses or 
to conduct meta-analyses using pooled data from multiple clinical trials can strengthen, modify, 
refute, or extend the original reports from a trial.  

Trust in the Data Sharing Process 

Sharing clinical trial data could carry the risk of undermining public trust in clinical trials 
under certain circumstances, for example, if multiple analyses were to yield conflicting 
conclusions (Califf, 2013). Public trust in clinical trials whose data are shared could be 
undermined unless the processes for sharing the data are clear, transparent, and accountable. To 
this end, established criteria for sharing clinical trial data, procedures for fairly adjudicating 
requests for data against those criteria, and accountability for both data holders and requesters in 
adhering to those standards are necessary. Clear, transparent, and accountable processes for data 
sharing also must include protection of participant privacy and respectful handling of individual 
participant data.  
 Sharing of clinical trial data should be carried out in such a manner that it does not 
repeat, in the data sharing context, well-documented historical examples of imposing 
disproportionate risks of clinical research on vulnerable groups and thereby undermining the 
trust of those groups in the overall clinical trial process (Bioethics Commission, 2011; 
Emanuel et al., 2008; Jones, 2008; Wertheimer, 2008). For example, data sharing ought to 
include protections for participant subgroups that are particularly vulnerable to breaches of 
confidentiality or other adverse consequences of data sharing. Clinical trial participants may be 
particularly vulnerable to harm if they have conditions, or are members of groups, that are 
commonly stigmatized (Bioethics Commission, 2011; Emanuel et al., 2008; Jones, 2008). In 
this regard, there may be justifiable and ethical reasons for handling some types of clinical trial 
data differently with respect to sharing so as to reduce the potential for unfair treatment of 
participants. For example, whole genome sequencing data could be identifiable (Gymrek et al., 
2013), which might be viewed as putting participants at heightened risk and warranting 
additional safeguards or protections for participants whose genomic data could be shared. As 
another example, persons with mental illness, communicable diseases such as HIV infection, 
injection drug use, and other conditions suffer severe stigma and discrimination in some 
communities and societies (Bierer et al., 2013; Emanuel et al., 2008).  

Further, public trust could be increased if the public saw evidence that their perspectives 
had been incorporated into the data sharing process (whether by employing the mechanisms 
described above or by addressing specific community concerns). If analyses of shared data used 
methods and statistics that were not scientifically valid and led to biased conclusions, they could 
inappropriately undermine patient trust in valid conclusions about the trial intervention. Such 
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mistrust could ultimately lead to seriously flawed clinical care decisions, unwarranted patient 
concerns about the quality of care, or avoidable patient anxiety.  

Conduct the Sharing of Clinical Trial Data in a Fair Manner  

 Fairness, broadly articulated, is a core ethical principle that is applicable to the sharing 
of clinical trial data. In general terms, fairness entails persons receiving what is due to them or 
what they deserve (Beauchamp and Childress, 2009). Fairness requires similar treatment of 
people (whether as individuals or as part of groups, entities, processes, etc.) unless there are 
justifiable reasons to treat them differently. Where disagreements arise is in specifying what an 
individual or group is due or deserves, identifying sufficient reasons for differential treatment 
under what might be perceived by some as similar circumstances, and determining whether 
inequity (i.e., unfairness, unethical conduct) has occurred. Participants, sponsors, and 
investigators, in particular, have a stake in the fairness of data sharing.  
 Clinical trial participants could perceive fairness as including equitable distribution of 
the benefits of clinical research across different groups of participants and different 
communities. Pooling of shared data from several clinical trials could, for example, benefit 
groups that have been enrolled in clinical trials in such small numbers that the statistical power 
to draw valid inferences about risks and benefits for them in any single trial is limited. Among 
the underserved groups for whom data sharing might accelerate research are individuals with 
rare conditions or rare subtypes of common conditions and members of certain ethnic groups 
that historically have had low enrollment in clinical trials. Underrepresentation of these groups 
in clinical trials can lead to a weaker evidence base for clinical care decisions, as well as health 
disparities and discrimination (IOM, 2002). 
 Clinical trial sponsors and investigators who design and carry out clinical trials might 
believe that fairness includes appropriate recognition and reward for their work and protection 
of their legitimate interests. Investigators who make substantial investments of intellectual 
capital, time, and resources in a trial have an interest in carrying out additional analyses of the 
data they have collected and in receiving due credit when other researchers take advantage of 
those data. Sponsors that bring a new therapy to market have an interest in competitors not 
using shared data to gain an unfair competitive advantage or as the sole means of obtaining 
licensing in other countries without carrying out any original clinical studies. Appropriate 
protection of these interests could help provide incentives (or reduce disincentives) to share 
data and to conduct future clinical trials.  

THE COMMITTEE’S APPROACH TO APPLYING THE PRINCIPLES 

The committee next considered its approach for practical application of the above 
principles to the issues entailed in sharing clinical trial data. If each principle were to be given 
equal weight, many issues would be unresolvable, as the principles would be in conflict. For 
example, the principle of maximizing benefits to society could conflict with the principle of 
respecting participants in addressing the issue of whether participants should be given the 
opportunity to opt out of data sharing in the consent process. Therefore, the committee needed to 
develop a practical approach for weighing the principles, particularly in cases in which two or 
more are in tension.  
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To develop this approach, the committee returned to the original question posed in the 
Framework document: “To whom do the benefits of clinical trial data belong?” Note that this is a 
separate question from who has ownership of the data (described in Box 2-2). The benefits of 
clinical trial data could be regarded as belonging primarily to the public: the data benefit patients 
and the public through the advancement of science and clinical knowledge that leads to improved 
patient care. From this perspective, some might argue that sharing clinical trial data ought to be a 
prima facie obligation. That is, the default policy—the presumption—should be sharing, with 
justification needed to restrict or recognize an exception to sharing.  

 
BOX 2-2 

Ownership of Clinical Trial Data 
 

With respect to ownership of clinical trial data, academic institutions that receive 
research grants might claim ownership over the data collected during the research in order to 
comply with regulatory requirements (Drazen, 2002). Private funders of clinical trials might claim 
they own the resulting data, particularly if the data will form part of a submission to the U.S. 
Food and Drug Administration (FDA) for regulatory approval. The language of research grants 
and contracts and the wording of informed consent forms signed by participants in clinical trials 
also could delineate ownership or disposition of the data. For example, the National Institutes of 
Health (NIH) includes data sharing requirements in the terms and conditions of research grants 
(NIH, 2003).  
 It is also important to note that the owner of property does not always have absolute 
dominion over it; others may have legal access to it under certain conditions for certain 
purposes. Moreover, property may be taken for public use without consent of the owner, subject 
to constitutional requirements for due process and fair compensation (Evans, 2011). Ultimately, 
the question of who owns the data is less important than the question of the rights and 
responsibilities of data holders. 

 
On the other hand, the benefits of clinical trial data could be regarded as belonging 

primarily to the organizations and individuals who invested resources and time to plan and carry 
out the clinical trial and analyze the data. The rationale here could be providing fair rewards for 
investment and work, or it could be instrumental: new tests and therapies would not be 
developed if organizations and individuals lacked appropriate incentives to do so. From this 
perspective, the policy presumption could be that sharing of clinical trial data should be 
undertaken only if those who carried out the trial are appropriately incentivized and their 
interests and rights are protected. Some might argue that sharing of clinical trial data should be 
optional and voluntary, at the discretion of the organization and individuals who invested 
resources and time in conducting the trial.  

The committee’s position is that the benefits of data sharing belong primarily to the 
public in the form of valid scientific knowledge and improvement of clinical practice and public 
health. However, these benefits are not necessarily best attained by full open transparency. 
Rather, transparency is a means to these goals of scientific knowledge and improvements in 
clinical care and public health, not a goal in and of itself (Schauer, 2011). The legitimate 
interests of stakeholders—particularly their concerns about the potential risks and costs of data 
sharing—need to be recognized and addressed in a fair manner. If full open transparency of 
clinical trial data carries on balance more risks than benefits, it does not serve the public good  
Rather, the public good is served by policies that seek to attain the benefits of data sharing to 
advance science and improve clinical care while mitigating its risks to stakeholders.  
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Finally, the committee was mindful that its estimation of the balance of benefits and risks 
will likely change over time.  As discussed in Chapter 1, the clinical trial ecosystem—the 
methods and technologies for conducting and reporting trials; the expectations of participants 
and the public for increased involvement and transparency; and the attitudes of clinical trial 
investigators, sponsors, and funders toward sharing clinical trial data—is rapidly evolving. 
Consideration of the benefits and risks of data sharing needs to be forward looking, and take into 
account not only the risks of sharing but also the potential harms of not sharing in this changing 
environment.   
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3 
The Roles and Responsibilities of Stakeholders in the  

Sharing of Clinical Trial Data 

This chapter describes the roles and responsibilities of the key stakeholders involved in 
the sharing of clinical trial data: (1) participants in clinical trials, (2) funders and sponsors of 
trials, (3) regulatory agencies, (4) investigators, (5) research institutions and universities, 
(6) journals, and (7) professional societies (see Box 3-1). These parties have differing 
perspectives on the benefits, risks, and challenges associated with sharing clinical trial data. 
Further, all stakeholders have a role and responsibility in helping to maximize the benefits and 
minimize the risks of data sharing for others, as well as themselves.  

 
BOX 3-1 

Key Stakeholders involved in Sharing Clinical Trial Data  
 

• Participants in clinical trials 
- Individual patients and healthy volunteers*  
- Research Ethics Committees (termed Institutional Review Boards [IRBs] in the United 

States) 
- Data Monitoring Committees (DMCs), also called Data and Safety Monitoring Boards 

(DSMBs) 
- Disease advocacy organizations 

• Funders and sponsors of trials 
- Public and nonprofit funders/sponsors (including disease advocacy organizations in this 

role) 
- Industry sponsors (including large and small private sponsors of pharmaceutical, device, 

and biologic clinical trials) 
• Regulatory agencies  

- European Medicines Agency (EMA) 
- U.S. Food and Drug Administration (FDA)  

• Investigators  
- Clinical trialists  
- Secondary users (e.g., reanalysts, meta-analysts) 

• Research institutions and universities 
• Journals 
• Professional societies 
_________________ 
*Individual participants in a clinical trial (who are the initial “providers” of data to researchers) may hold 
data to the extent that they self-generate the data and transmit them (from self-quantifying devices), 
retain copies of their data, or receive information from investigators. Participants may, in turn, share their 
data with organizations that aggregate data from many participants (e.g., disease advocacy groups, 
research platforms such as PatientsLikeMe, Reg4ALL, or Sage Bionetwork’s Bridge). 
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PARTICIPANTS 

As outlined in Box 3-1, participants in clinical trials include individual patients and 
healthy volunteers. Research Ethics Committees (called Institutional Review Boards [IRBs] in 
the United States), Data Monitoring Committees (DMCs)/Data and Safety Monitoring Boards, 
and disease advocacy organizations—which oversee the informed consent process, help recruit 
participants for trials, and monitor the quality and safety of trials during the course of participant 
recruitment and follow-up—are integral to the participant experience and hence are discussed in 
this section as well. 

Individual Patients and Healthy Volunteers 

Clinical trial participants are the initial “providers” of data to investigators in clinical 
trials; they may be either patients or healthy volunteers, depending on the condition being 
studied. Without willing participants, sponsors and investigators would be unable to carry out 
clinical trials to advance science and improve clinical care. Thus, it is vital to the clinical trials 
enterprise that participants be respected, that trust be maintained, and that data sharing not 
become a barrier (and ideally that it become an incentive) to broad participation in clinical trials 
(Terry and Terry, 2011).  

Participants’ attitudes toward data sharing are mixed for a variety of reasons. First, 
participants are not monolithic, and certain individuals and groups are more or less supportive of 
data sharing than others. Second, individual participants may have positive attitudes toward some 
types of data sharing and negative attitudes toward others. Third, individuals’ attitudes may 
change over time with changes in real or perceived benefits and risks.  

In its October 2013 public workshop, the committee heard testimony from Sharon 
Hesterlee, Vice President of Research for Parent Project Muscular Dystrophy, which focuses on 
this rare fatal disease that affects boys. Ms. Hesterlee stated that this group of participants and 
their families have expressed the belief that it would be “morally repugnant to not share that data 
given the burden of participating in trials” and the urgency to find treatments (Hesterlee, 2013). 
On the other hand, healthy participants may not feel the same urgency and may therefore place 
greater weight on the protection of their data (Hesterlee, 2013).  

According to Deborah Collyar, founder of the Patients Advocates in Research (PAIR) 
International Communication Network (primarily a cancer patient advocate network), “it is very 
clear that people volunteer their time, their effort and the[ir] bodies into clinical trials so that we 
can get better results. They are hoping better results for themselves, but if not, certainly for other 
people” (Collyar, 2013). However, many participants and their advocates also have concerns 
about increased sharing of individual participant data in particular. They are concerned that data 
sharing will lead to privacy breaches or that their data will be used for a purpose (or by 
individuals or organizations) that they do not sanction (IOM, 2009). If concerns about data 
sharing make participants less willing to enroll in clinical trials, the benefits gained by the public 
from clinical trials will be reduced. 
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Informed Consent 

Informed consent is required when individuals volunteer to participate in a clinical trial. 
It often is the primary vehicle for both informing potential subjects about the risks and benefits 
of a trial and documenting their agreement to participate (see Box 3-2). The informed consent 
process entails having research participants sign a document that describes the study, including 
the potential risks and benefits, and the participants’ rights and responsibilities. It usually 
involves a conversation with an investigator about the study as well (CIOMS, 2002). 

 

 
Sharing clinical trial data was not envisioned for many of the trials for which the data 

have already been collected. Consent forms for these legacy trials may be silent with respect to 
data sharing, expressly disallow any sharing, limit sharing to specific entities or uses, allow open 
sharing, or be uninterpretable or internally inconsistent (O’Rourke and Forster, 2014). Problems 
associated with consent for data sharing for legacy trials may be compounded because different 
sites in a multisite clinical trial may have altered the consent forms in accordance with local 
values and Research Ethics Committee requirements. 

For most prospective trials, however, the informed consent process provides an 
opportunity to obtain participants’ approval for planned data sharing and to be transparent about 
potential future data sharing. Although the initial consent process is unlikely to provide full 
details of future data sharing, investigators and sponsors can explain what data will and will not 
be shared with the individual participant during and after the trial, as well as under what 
conditions data might be shared beyond the investigators’ organization or research institution. 
The consent process also provides a good opportunity to educate participants on the benefits and 
risks of data sharing so they can factor these into their decision to participate.  

 
BOX 3-2 

Overview of Informed Consent Laws 
 

Informed consent is fundamental to the ethical conduct of clinical trials, and regulations 
governing human clinical trials both in the United States and internationally typically require the 
informed consent of research participants. This is particularly the case when the trial is testing 
an intervention that may place the subjects at some risk (EMA, 2014a; FDA, 2014; HHS, 
2014b). 

Concern has been raised that informed consent forms for research often are filled with 
legal or technical language and are difficult for subjects to understand (Dawson and Kass, 2005; 
O’Rourke and Forster, 2014). Informed consent processes also focus on the individual and 
frequently fail to take community norms into account; in some developing countries, for 
example, individuals defer to or rely on the views of family members or community leaders 
(Benatar, 2002; Dawson and Kass, 2005; Molyneux et al., 2005).  
 When research involves identifiable data on individuals, regulations allow a waiver of 
informed consent processes if the research poses no more than minimal risk to the data 
subjects and could not practicably be conducted without the waiver,* and when appropriate, if 
individuals are provided with additional information after participation (HHS, 2014a). Some 
cluster randomized trials and some large simple trials may qualify for a waiver of informed 
consent.  
___________________ 
*45 C.F.R. § 164.512(i)(2)(ii) (2006). 
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Debate exists among researchers and participant representatives about whether consent 
for data sharing should be a condition of trial participation, or consent forms should include a 
separate provision for opting out of subsequent data sharing while still being able to participate 
in a trial (called “compound consent”) (Bierer, 2014). On the one hand, the argument for 
including data sharing as a condition of trial participation (i.e., not allowing choice) is that if data 
from some participants are not shared, differences between the original and shared data sets will 
lead to discrepancies between analyses carried out by the primary team and by secondary users 
and inhibit the ability to reproduce analyses and conduct meta-analyses. This is a concern not 
only for investigators wishing to perform reanalyses or meta-analyses but also for participants 
who want their shared data to be of the greatest value. On the other hand, there is an argument to 
be made for allowing people to participate in a clinical trial without sharing their data. Under 
compound consent, people need not choose between sharing data they are uncomfortable with 
releasing and not enrolling. If large numbers of people from a specific demographic, cultural, or 
ethnic/racial group do not participate in clinical trials, the results will not apply to that group, 
weakening the evidence base for clinical decisions for the group. Proponents of compound 
consent argue that at least initially, data sharing needs to be approached cautiously (particularly 
with sensitive conditions and populations that are vulnerable with respect to a particular clinical 
trial) so as to strengthen trust among participants. This issue requires further consideration in the 
context of specific clinical trials.  

Concerns About Privacy  

Clinical trial participants have concerns about their privacy being breached during data 
sharing (i.e., information about them being made public or released to individuals or 
organizations that could cause them harm). Participants can be vulnerable to privacy breaches in 
many ways. Some breaches may cause tangible harms, such as stigma or discrimination directed 
at persons identified as having sensitive conditions (e.g., mental illness, HIV infection, and other 
sexually transmitted infections), being at risk for such conditions, or engaging in illegal or 
stigmatized activities (e.g., use of alcohol or injection drugs, commercial sex work, or certain 
reproductive practices). Often such vulnerable persons have suffered discrimination in the past 
(Corbie-Smith et al., 1999). Those who are vulnerable based on these medical conditions often 
are also vulnerable because they are poor, poorly educated, and politically powerless (Benatar, 
2002). The level of stigma and discrimination varies by culture and country, a fact that needs to 
be kept in mind because clinical trials are increasingly conducted in nations and communities 
around the world.  

The committee examined the current landscape of international privacy protection laws to 
see how they provide protection against privacy breaches, and whether they would offer 
sufficient protection in an environment of increased transparency of clinical trial data.  

International laws protecting personal data—commonly referred to as data protection 
laws—regulate the collection and use of personal data and are commonly based on fair 
information practices (Privacy International, 2014). In general, fair information practices help 
ensure that data are collected only for specified and legitimate purposes, that individuals are 
informed about data collection, that data are kept secure and accurate, and that appropriate 
remedies exist should data be breached (Privacy International, 2014). In the case of personal 
health data, a variety of approaches to protection are taken across jurisdictions (see Box 3-3). 
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BOX 3-3 
International Protections for Health Data  

 
In Europe, protections for sensitive data—typically defined as including data on health or 

medical conditions—commonly require the consent of the subject prior to data access, use, or 
disclosure; however, there are public policy exceptions (Retzer et al., 2011). When data are 
used for scientific purposes, for example, most European countries exempt those activities from 
some or all of the data protection obligations.  

Countries often impose various additional requirements on the use of health data. Italy 
and Austria have security measures specific to the health sector: Italy requires researchers to 
follow the data protection authority’s guidelines, while Austria requires encoding of health data. 
Belgium requires data anonymization and approval from the data protection authority. Ireland, 
Slovakia, Poland, and the United Kingdom mandate that use of the data not adversely affect 
individuals. Germany permits secondary use of data for research purposes “if the scientific 
interest significantly outweighs the individual’s interests.” Finland and the Netherlands impose 
no additional safeguards for such secondary use (Retzer et al., 2011).  

Failure to comply with these data protection laws can jeopardize a clinical research 
project. Although not all laws are actively enforced, violations can lead to administrative and 
criminal penalties, and in some cases even to imprisonment (Retzer et al., 2011).  

Although data protection laws are proliferating globally, not all countries have enacted 
them. In the United States, for example, laws govern research uses of health data in some 
contexts but not universally (IOM, 2009). Many countries in Asia have considered data 
protection laws but have failed to implement them, or where they have been implemented, 
regulators lack adequate powers to enforce them (Privacy International, 2014).  

 
Data protection laws often apply only to identifiable data. For example, European data 

protection laws cover only information that relates directly or indirectly to an identified or 
identifiable individual (Retzer et al., 2011). In the United States, HIPAA and the Common Rule 
apply only to identifiable data. As discussed in Chapter 5, however, there are no uniform 
international standards for determining when data have been sufficiently anonymized or de-
identified to be exempt from regulatory requirements. Similarly, pseudonymized data—data for 
which personal identifiers have been replaced with a pseudonym or code—are subject to less 
onerous restrictions in some European countries (and under HIPAA in the United States), but 
other countries apply the full range of data protection requirements even to such data (Retzer 
et al., 2011).  
 As big data analytics becomes more widespread, even data that have been de-identified 
may lead to violations of privacy. “Big data” is characterized by the quantity and scope of data 
that can be analyzed, as well as the large scale of the analysis. Combining rich data from various 
sources into a data set increases the likelihood of being able to re-identify individuals in the data 
set or determine whether they belong to a subgroup with certain characteristics (Barocas and 
Nissenbaum, 2014).  

Concerns About Unsanctioned Uses of Data 

 For participants from vulnerable populations who historically were victims of unethical 
research, the possibility that if data sharing becomes obligatory, their data will be used for 
purposes or by individuals or organizations they do not sanction (IOM, 2009) may be a particular 
concern. The history of human subjects research is sullied by several scandals in which 
vulnerable participants were enrolled in trials without their knowledge or ethically valid consent. 
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In the United States, these scandals included the Tuskegee Syphilis Study, drug clinical trials 
carried out on prisoners, and research on institutionalized persons with mental disabilities or 
psychiatric illnesses. Many participants in these unethical trials were poor, poorly educated, or 
members of racial and cultural groups that suffer discrimination.  
 In the African American community, the Tuskegee study and other examples of unethical 
research have led to ongoing mistrust in research generally. Partly because of such mistrust, 
fewer African Americans than Caucasians enroll in clinical research. In turn, this low 
participation rate results in a weaker evidence base to guide the clinical care of this population, 
potentially contributing to health disparities in the United States (Corbie-Smith et al., 1999).  
 Internationally, violations of informed consent in clinical research involving vulnerable 
populations have created mistrust toward research sponsored or directed by entities from wealthy 
developed countries. Recent examples include unethical research on sexually transmitted 
infections in Guatemala and alleged violations of consent in HIV prevention trials of pre-
exposure prophylaxis with tenofovir (Singh and Mills, 2005). 

While this topic has not received extensive empirical study, this evidence of mistrust 
suggests that certain vulnerable populations—those that have been the victims of unethical 
research, are disadvantaged socially or economically, or have been discriminated against—might 
also mistrust sharing of clinical trial data. This possibility might be addressed, strengthening 
engagement in clinical trials, if representatives of such vulnerable populations were included in 
the design and implementation of trials and if effective ways of helping participants understand 
the benefits of data sharing and protecting the subjects of trials were developed. 

Research Ethics Committees 

Research Ethics Committees are tasked with reviewing, revising, and approving clinical 
investigations involving humans, with the goal of protecting research participants and ensuring 
they are treated ethically as a result of their participation. The committees pay close attention to 
the informed consent process for a particular study (EUREC, 2014; WHO, 2009).  

As noted, in the United States, Research Ethics Committees are called IRBs.14 Testimony 
provided during the course of this study revealed that currently, IRBs generally do not approve 
informed consent documents that require sharing of individual participant data, citing their 
charge to protect participants and minimize the harms of research participation (Bierer, 2014). 
Many countries follow the International Conference on Harmonization’s (ICH) Guideline for 
Good Clinical Practice (GCP) (ICH E6), which is similar to the U.S. Food and Drug 
Administration’s (FDA) regulations on IRBs and consent (O’Rourke and Forster, 2014). 

FDA regulation 21 Code of Federal Regulations (CFR) § 50.25(c), which requires 
disclosure to prospective trial participants that trial results will be posted on ClinicalTrials.gov, 
includes mandated consent language specifying that only summary results (i.e., no individual 

                                                 
14 A uniform U.S. federal policy for the protection of human subjects (i.e., the Common Rule) applies to proposed 
research involving human subjects funded by federal departments and agencies that have adopted the Common 
Rule. Under this framework, research institutions formally file a commitment (i.e., Federalwide Assurance, or 
FWA) with the federal government to protect participants in federally funded research at their institution by 
adhering to the Common Rule requirements. IRBs are responsible for implementing these protections at the 
institutional-level and reviewing each proposed research study protocol and the associated informed consent 
document to ensure compliance with federal rules, institutional policies, and community expectations. IRB members 
are not associated with the proposed research they review. One academic institution may have multiple IRBs 
organized by areas of expertise (e.g., biomedical and nonbiomedical research). 
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participant data) will be posted publicly on that site. This regulatory provision also requires that 
informed consent forms include statements about the “extent, if any, to which confidentiality of 
records identifying the individual will be maintained.” This language might be interpreted in 
different ways. One interpretation is that data sharing, even of individual participant data, is not 
prohibited. On the other hand, some might suggest that because ClinicalTrials.gov is the only 
data sharing platform mentioned in the regulation and only summary data are to be shared there, 
sharing of individual participant data in any form is precluded or at least discouraged.  

Research Ethics Committees play an important role in protecting research participants 
and giving due consideration to the interests and values of communities. For example, there is 
always some level of risk that individual participant data, even if de-identified, could be used to 
re-identify a research participant, particularly if other auxiliary information were linked with the 
clinical trial data set (Dwork, 2014). In addition, using auxiliary information, it may be possible 
to infer or learn information about individuals in a research data set—for example, whether they 
have a sensitive condition such as alcoholism or mental illness—even without specifically re-
identifying them (Dwork, 2014). Chapter 5 examines these privacy challenges in greater detail, 
as well as appropriate protections and controls that reduce these risks.  

Research Ethics Committees can establish policies that allow and promote responsible 
sharing of individual participant data in the clinical trials they review. To this end, they can 
ensure that investigators discuss with research participants during the informed consent process 
both the prospective benefits and the risks, including privacy risks, of sharing clinical trial data. 
When reviewing trials, Research Ethics Committees also can ensure that the risks of data sharing 
are minimized and that they are acceptable in light of the anticipated benefits.  

Data Monitoring Committees 

DMCs/DSMBs have broad responsibilities for monitoring data quality and assessing the 
risk/benefit ratio during the course of participant recruitment and follow-up (Ellenberg et al., 
2002). Initially, the DMC reviews the trial protocol to gain familiarity with the details but 
generally not to approve it. The DMC also must review the draft DMC Charter carefully in order 
to execute it as requested by the sponsor and/or the investigators, and make suggested 
modifications as necessary before final approval. During the conduct of the trial, the DMC 
typically reviews a detailed report on interim data by intervention arm, usually unblinded to 
intervention assignment. This review encompasses recruitment progress, baseline data describing 
the participants’ characteristics, comparison of baseline data, concomitant medications or 
interventions, adverse event data, serious adverse events, primary outcome data, secondary 
outcome data, and a small list of prespecified subgroups. In addition, DMCs typically request 
additional analyses motivated by trends in interim data. Interim DMC reports are strictly 
confidential until the trial is completed. Throughout the conduct of the trail, DMCs are on the 
alert for signals regarding inadequacies in data integrity and data quality and may ask for specific 
follow-up reports to clarify or rectify these inadequacies. DMCs usually complete their work 
with the last participant’s last visit, and may be asked by the sponsor and investigators to share 
their view or interpretation of the results when the data files are absolutely complete and locked 
down. However, their role is not to review or approve papers presenting final results, although 
their input is often solicited. 

DMCs indirectly facilitate data sharing because they commonly ask the trial’s data 
management and biostatistics teams to modify their presentation of data in interim reports so as 
to make the data clearer and more comprehensible. The DMCs’ directions likely lead to 
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improvements in data organization and presentation that are helpful not only to the clinical trial 
team but also to other investigators who later analyze shared data sets.  

While DMCs are likely to be strongly in favor of data sharing, they are not in a position 
to enforce that practice any more than they can enforce registration of trials on ClinicalTrials.gov 
and completion of the uploading of summary results. To give DMCs any responsibility for 
enforcing data sharing would substantially increase their responsibilities and require them to 
remain operational for some time beyond completion of a trial. 

Disease Advocacy Organizations  

  Disease advocacy organizations are groups of individuals with a common condition or 
disease that share resources and knowledge to support clinical research, patient education, and 
clinical care. These organizations are active in the United States (e.g., American Cancer Society, 
American Heart Association, National Kidney Foundation) and are becoming more common 
around the world, including in developing countries (Landy et al., 2012). Traditionally, disease 
advocacy organizations have been involved primarily in promoting and facilitating participation 
in clinical trials and raising money to fund research. More recently, their roles have expanded to 
encompass  

 
• collaborating with investigators on the study design and review of clinical trial 

protocols; 
• developing and managing clinical trial networks; 
• incorporating into clinical trials data collected directly by participants, such as from 

personal devices or sensors, as well as reports of participant-centered outcomes; and 
• creating online platforms for patient engagement, such as PatientsLikeMe, 

Chronology, and CureTogether (American Cancer Society, 2014; CFF, 2013, 2014; 
Davidson, 2010; Greenwald, 2013; JDRF, 2014; Marcus, 2012; Olivas, 2014). 

 
Furthermore, disease advocacy organizations, through online networks, have acted as a 

conduit for the expression of participant frustrations regarding the lack of data sharing by 
investigators. In many online forums, participants often express frustration about the lack of 
communication from investigators at the conclusion of a clinical trial (Terry and Terry, 2011). A 
recent study in the cancer community (Ramers-Verhoeven et al., 2014) reinforces these 
expressions of participant frustration. According to the authors, 

 
Unfortunately, this feeling of being special in many cases vanished when 
participation was over. Although all participants were appreciative of the care 
they received during the trial, there was a very clear sense of feeling that they 
were no longer a priority when the trial ended. “You are extremely well informed, 
but once you come off the trial there is not one letter. Nothing.... This is the major 
problem I had with it.” (French respondent/patient) 
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Many participants also expressed frustration at never being told the results of the clinical trial in 
which they participated: 
 

The clinical trial experience was similar to how I had imagined it, but I was surprised that 
I didn’t get more information about it all as it progressed and when I was withdrawn. 
(UK respondent/participant) 
 
Will the results of the clinical trial be provided? That’s what preoccupied me the most. 
(Japanese respondent/participant) 

 
Disease advocacy organizations are uniquely positioned to address these frustrations—both as a 
conduit for the expression of concerns and as a potential partner with investigators to create 
frameworks for continual engagement with trial participants.  

An increasing number of patient groups have responded to this frustration by bypassing 
traditional investigator- or company-initiated clinical trials and organizing themselves to conduct 
their own trials of experimental agents. For example amyotrophic lateral sclerosis (ALS) patients 
have banded together to develop homemade versions of an experimental agent and test it on 
themselves (Marcus, 2012). When acting in this capacity, disease advocacy organizations share 
many of the same concerns, roles, and responsibilities as those of other nonprofit funders and 
sponsors of clinical trials with regard to data sharing.  

Whether through direct financial support (either alone or as part of a funding syndicate) 
or other forms of assistance (e.g., participant recruitment, clinical research networks), disease 
advocacy organizations make significant contributions to the development and execution of 
clinical trials. These efforts give these organizations an opportunity to influence policies and 
strategies so as to encourage responsible sharing of clinical trial data.  

FUNDERS AND SPONSORS 

Both funders and sponsors of clinical trials have significant leverage to set standards and 
to encourage data sharing for the trials they fund. When considering data sharing, however, it is 
important to consider the context for each clinical trial in terms of the remit of the organization 
that has funded the work and the type of organization or institution that is the sponsor of the trial.  

Public and nonprofit organizations (e.g., the National Institutes of Health [NIH], the 
Wellcome Trust, the Bill & Melinda Gates Foundation, the European Clinical Trial Development 
Platform, and disease advocacy organizations such as the ALS Association) often will support 
clinical trials by providing a research grant to a university or other research organization, such as 
a hospital or charity. The recipient organization is required to take on the role of sponsor, or may 
delegate this role to an appropriate organization or group that has the capacity to act as sponsor. 
The trial sponsor is defined by ICH GCP as the organization that has specific responsibilities for 
trial conduct, such as ensuring that the trial is scientifically robust, that its conduct and 
procedures comply with safety and ethical standards, and that participants will be compensated 
for any harm that may result from their participation (ICH, 1996). Sponsors also are required to 
ensure that the trial is listed on a recognized clinical trial registry. Alternatively, a private 
company (e.g., a pharmaceutical or device company) may directly sponsor a clinical trial for one 
of its products. Contract research organizations also may work with private companies and 
research institutions/universities to conduct clinical trials.  
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Public and Nonprofit Funders 

U.S. National Institutes of Health 

In the United States, NIH is by far the largest public funder of clinical trials. Currently, 
NIH supports more than 3,000 open trials (10 percent of all open trials registered on 
ClinicalTrials.gov), and the agency has expressed support for ensuring that data from every trial 
are made public to improve the reproducibility of research results and ultimately facilitate their 
use to improve health (Hudson, 2013). Currently, however, the results of only 46 percent of 
NIH-funded trials are published within 30 months of trial completion (Ross et al., 2012). As the 
primary funder of translational and clinical science, NIH has been a crucial force behind major 
innovations designed to transform and restructure research. First, during the Human Genome 
Project, NIH was a key driver of researchers’ sharing of genome sequencing data soon after they 
discovered the sequence so that other scientists could benefit from this knowledge to make 
further discoveries (NIH issues genomic data sharing policy, 2014). The U. S. Department of 
Health and Human Services’ (HHS’) regulation on “intangible property” generated through 
federal awards (which is part of a comprehensive set of HHS administrative rules on awards) 
states that the federal government has the right to  

 
1) Obtain, reproduce, publish, or otherwise use the data first produced under an 

award; 
2) Authorize others to receive, reproduce, publish or otherwise use such data for 

Federal purposes.15 
 

In line with this regulation, NIH on numerous occasions has adopted policies requiring 
investigators working on large-scale genome projects to deposit the data they have generated.16,17 

Second, to promote broader dissemination of the results of the trials it sponsors, NIH 
requires investigators applying for new funding to link the publications in their biosketch to the 
ID number in PubMed Central or similar platforms for sharing articles (NIH, 2014c). Most 
recently, in November 2014, HHS proposed a rule to clarify and extend the requirements of the 
Food and Drug Administration Amendments Act of 2007 (FDAAA). The FDAAA originally 
required that summary-level results of trials of FDA-approved products (including demographic 
and other baseline participant characteristics, primary and secondary outcomes, and adverse 
events) be shared on the ClinicalTrials.gov registry within 12 months of study completion. The 
proposed rule extends the requirement to register and share summary-level results so that it 
covers trials of unapproved products. Also in November 2014, NIH proposed a draft policy to 
require registration and summary results reporting of all interventional clinical trials (i.e., 

                                                 
15 34 CFR § 74.36 (c)(1-2). 
16 Of interest, patent law may somewhat constrain public release of publicly funded data. Were public funders to 
mandate data sharing on an extremely compressed time schedule (for example, within 24 hours, as was done with 
the effort surrounding the NIH-funded Human Genome Project), grantees could argue that such rapid public release 
interfered with their ability to file patent applications, in violation of the Bayh-Dole Act of 1980, which allows 
recipients of federal funding broad discretion to patent products of federally funded research. Indeed, although they 
never brought legal action based on these concerns, certain university technology transfer offices associated with the 
Human Genome Project did note tensions between immediate data release and patenting. 
17 See, e.g., Jorge Contreras, Bermuda’s Legacy: Policy, Patents, and the Design of the Genome Commons, 12 
Minn.J.L.Sci. & Tech. 61-125 (2011); Rebecca Eisenberg and Arti Rai, Harnessing and Sharing the Benefits of State 
Sponsored Research, 21 Berkeley Tech.L.J. 1187-1213 (2006). 
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surgical and behavioral trials, phase 1 trials) funded by NIH (Hudson and Collins, 2014). To 
facilitate such reporting of results, ClinicalTrials.gov is increasing one-on-one staff support. 
Failure to comply with these requirements could result in civil penalties of up to $10,000 per day 
(assessed by the FDA) and withholding of funding for federally funded trials (Hudson and 
Collins, 2014). NIH also is taking timely reporting of clinical trial results into account during the 
review of subsequent funding applications.  

Third, through the Clinical and Translational Science Awards (CTSA), NIH has provided 
funding and leadership to promote team-oriented scientific research and collaborative research 
among different institutions and research teams (NIH, 2014a).  

Finally, the recent NIH Genomic Data Sharing Policy sets forth the responsibilities of 
NIH-funded researchers for sharing genomic data (including clinical trial data) and, notably, 
“encourages researchers to get consent from participants for future unspecified use of their 
genomic data” (NIH, 2014b).  

NIH could be a driver for the sharing of clinical trial data by making it a requirement in 
the grant approval process and funding stipulations. Currently, NIH requires grantees to have a 
plan for data sharing if they request direct costs of $500,000 or more in any budget year, but does 
not require data sharing, monitor whether data are shared as planned, or expressly allow a line 
item for expenses due to data sharing activities (NIH, 2003). 

NIH’s experience with the legal and policy justification for requirements to share 
publicly funded genomic data has implications for the sharing of clinical trial data. In the context 
of human genome data, NIH has sometimes implemented controlled access to accommodate 
concerns about participant privacy and informed consent.18 However, the requirement that 
investigators must deposit data free from claims of trade secrecy/commercially confidential 
information has not changed. This experience with policies on genomic data could inform 
policies that NIH and other agencies adopt with respect to publicly funded clinical trial data.  

Resolution of the issue of whether and how NIH might enforce data deposition 
requirements against violators similarly could be informed by the experience with genomic data. 
For its policies regarding genomic data deposition, NIH generally has refrained from articulating 
legal enforcement mechanisms. But NIH’s most recent genomic data sharing policy does refer to 
potential sanctions under 45 CFR Section 74.62,19 which addresses enforcement of the terms and 
conditions of a grant. Such sanctions include withholding of future research awards and even 
suspension of an entire institution from receipt of federal funding.  

The Wellcome Trust 

 The Wellcome Trust is a charitable foundation based in the United Kingdom that 
provides funding for research in the United Kingdom and low- and middle-income countries 
(The Wellcome Trust, 2014a). The foundation supports increased transparency and sharing of 
clinical trial data from the research it funds by (1) requiring a data management and data sharing 
plan for all applications for funding, regardless of whether the investigation is taking place in a 
resource-poor country or the United Kingdom; (2) requiring any research papers published in 
peer-reviewed journals to be made available through PubMed Central (PMC) and Europe 
PubMed Central (Europe PMC)) within 6 months of publication and providing funding to cover 
open access charges; and (3) requiring authors and publishers that receive open access payments 
                                                 
18 For a recent articulation of the NIH approach to addressing issues of informed consent and privacy for human 
genome data, see Final NIH Genomic Data Sharing Policy, 78 F.R. 51345, August 27, 2014. 
19 Id. 
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to license research papers to be freely copied and reused with proper attribution to the original 
authors, using the Creative Commons Attribution license (CC-BY) (The Wellcome Trust, 
2014b). 
 In addition, the foundation supports a number of major initiatives that promote data 
sharing, such as MalariaGEN—the Malaria Genomic Epidemiology Network, a community 
established in 2005 comprising more than 20 countries and 100 researchers. MalariaGEN serves 
as the main driver of collaborative research and genomic data sharing for malaria research, both 
of which play a crucial role in researchers’ efforts to work to develop and improve tools for 
controlling this disease (MalariaGen, 2014a). MalariaGEN receives funding from a variety of 
nonprofit sources, including The Wellcome Trust, the Foundation for the National Institutes of 
Health, and the Bill & Melinda Gates Foundation (MalariaGen, 2014b).  

The Bill & Melinda Gates Foundation 

 The Bill & Melinda Gates Foundation is a global foundation that supports clinical 
research and other projects in resource-poor countries. It has joined the International Aid 
Transparency Initiative (IATI), which works to improve the transparency of aid, development, 
and humanitarian resources by establishing a common standard for the publication of aid 
information and providing an online repository for all raw data published to the IATI standard. In 
March 2014, the Gates Foundation began publishing open data on its development activities in 
accordance with IATI standards (Aid Tranparency Index, 2014).  
 Starting in January 2015, the Gates Foundation will require grantees to make 
publications, and the underlying data sets, available for free immediately upon publication and 
with no restrictions on use. The foundation will pay open access fees for publication. The 
foundation is allowing a phase-in period: until 2017, open access to publications and to 
underlying data may be delayed for 12 months (Bill & Melinda Gates Foundation, 2014; Van 
Noorden, 2014).  

Industry Sponsors 

In the past, the culture of clinical research in industry did not include proactively sharing 
clinical trial data. There are several reasons for this culture, including concerns about incorrect or 
conflicting analyses generated by secondary users; concerns about participant privacy; and the 
desire to allow participating researchers and investigators the unique opportunity to publish data 
from trials in which they participated, which is important for their careers. Moreover, clinical 
research generated in support of marketing applications generally was considered to be 
commercially confidential information. Sponsors spend significant time and effort in developing 
drugs, clinical and regulatory strategies, and clinical research protocols and analysis plans. These 
plans and documents may include considerations based on confidential interactions with 
regulatory authorities and internal scientific expertise and on strategic ideas. Data gathered from 
studies often are used in the development of subsequent studies or products, and are part of the 
institutional knowledge base in research and development (R&D) units within companies. 
Access to this information could give competitors a significant competitive advantage. Thus 
sharing clinical trial data could shorten the time between the marketing of a first-in-class product 
and the marketing of similar products. This interval, a key driver of return on investment for 
R&D, has already decreased significantly over time (Lanthier et al., 2013). Further decreases 
could discourage future investment in new product development.  
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Appendix C provides additional legal analysis, conducted by the committee, of industry 
intellectual property concerns. This legal analysis focuses on small molecules and biologics. Of 
course, clinical trial data also are generated in medical device trials. With medical devices, 
however, issues regarding data exclusivity, even in jurisdictions like the United States, are less 
clear cut. Indeed, according to a submission to this committee from the trade group AdvaMed, 
release of data associated with receiving FDA clearance through the expensive premarket 
approval process could facilitate market entry for competitors using the so-called 510(k) pathway 
for approval (AdvaMed, 2013).20 Under the 510(k) pathway, an applicant must prove that its 
device is “substantially equivalent” to a device already on the market. Proving substantial 
equivalence requires showing that the new device has the same intended use and technological 
characteristics as the predicate. 

In the past, secondary users requesting access to individual participant data or study 
reports from industry-sponsored studies would approach individual investigators and/or authors 
of study manuscripts to request access, just as in academia. Many times, if both parties agreed, 
secondary users requesting access could be asked, for example, to share hypotheses and data 
analysis plans and/or sign confidentiality agreements, and access would be granted. Some 
companies had procedures and review committees for external proposals (Rosenblatt, 2014), 
while others did not.  

Independent researchers who have obtained clinical study reports (CSRs)21 and individual 
participant data from industry-sponsored trials have identified significant problems with 
underreporting of negative results and serious adverse events and with failure to publish results 
of negative trials for widely prescribed therapies and a vaccine (Doshi et al., 2013). These 
claims, however, have been disputed by sponsors. In several cases, the ensuing scientific and 
public debate has led to changes in labeling and marketing of drugs, legal settlements, and 
further clinical trials to address contested clinical hypotheses (see Table 3-1). The results of these 
additional trials have showed a more complex and nuanced picture than either the original 
clinical trial results or the first independent analyses. This back-and-forth debate is part of the 
scientific method, which leads to ongoing clarification of scientific issues. Although complex 
and sometimes confusing to the public, this process illustrates how scientific knowledge 
generally progresses through debate, new data and analyses, and further debate.  
 

                                                 
20 In contrast to Advamed’s point about data exclusivity, its arguments about the relative weakness of medical 
device patents or the purported exemption of medical devices from the FDAAA appear to lack foundation. 
21 A CSR is an “integrated full report of an individual study of any therapeutic, prophylactic or diagnostic agent 
…conducted in patients. The clinical and statistical description, presentation, and analyses are integrated into a 
single report incorporating tables and figures into the main text of the report or at the end of the text, with 
appendices containing such information as the protocol, sample case report forms, investigator-related information, 
information related to the test drugs/investigational products including active control/comparators, technical 
statistical documentation, related publications, patient data listings, and technical statistical details such as 
derivations, computations, analyses, and computer output” (FDA, 1996, p. 1). 
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TABLE 3-1 Examples of Effects of Independent Analyses Carried Out on Clinical Trial Data 
 Concerns Raised by Independent Analyses 

of Clinical Trial Data Effects 
Oseltamivir • Trials with 60 percent of patient data not 

reported 
• Full study reports inaccessible for 29 

percent of trials 
• Missing modules for 16 of 17 available 

full study reports 
• Discrepancies between published 

articles and full study reports 
• Independent analysis showed that 

oseltamivir did not necessarily reduce 
hospital admissions and pulmonary 
complications in patients with influenza 
and that it had unclear harms; this 
analysis was contested (Chan et al., 
2014) 
 

• Public and scientific debate about 
the decision to stockpile oseltamivir 
as part of pandemic preparedness 
(Godlee, 2009) 

• Further reanalyses of existing 
clinical trial data carried out by 
additional investigators, with 
conflicting conclusions (Cochrane 
Neuraminidase Inhibitors Review 
Team, 2011; Hernán and Lipsitch, 
2011a,b; Michiels et al., 2013) 

Rosiglitazone • Independent meta-analysis of 56 
rosiglitazone trials, which included 36 
unreported trials for which data were 
obtained from the sponsor’s trial 
registry, showed significantly increased 
risk of myocardial infarction (Nissen 
and Wolski, 2007); the methodology of 
this meta-analysis was subsequently 
challenged (Diamond et al., 2007) 

• In 2010 the U.S. Food and Drug 
Administration (FDA) restricted 
prescribing of rosiglitazone to 
patients with type 2 diabetes who 
cannot control their diabetes on other 
medications  

• In 2013 the FDA removed 
prescribing restrictions based on 
reanalysis of data carried out by an 
independent scientist (Tucker, 2013) 

 
Gabapentin • Selective outcomes reporting for trials 

for off-label uses, with 8 of 20 trials not 
published; in 5 of 8 published trials 
reporting a significant advantage for 
gabapentin, primary endpoint in 
publication differed from that described 
in protocol (Vedula et al., 2009) 
 

• In 2004, manufacturer agreed to 
plead guilty and pay $430 million in 
fines to settle civil and criminal 
charges regarding the illegal 
marketing of gabapentin for off-
label purposes (DOJ, 2004) 

Selective 
Serotonin 
Reuptake 
Inhibitors 
(SSRIs) 

• The U.K. Medical and Health Products 
Regulatory Agency, after requesting 
unpublished clinical trial data and 
reviewing all data, concluded in 2003 
that the risks of SSRIs for treatment of 
major depression in children and 
adolescents outweighed the benefits 
(except for fluoxetine) (MHRA, 2003) 

• In 2004, the FDA issued a black-box 
warning that antidepressants increase 
suicidality in children and adolescents; 
this decision was controversial (Brent, 

• In 2012 the manufacturer pleaded 
guilty to marketing paroxetine to 
treat patients under age 18, which 
was not an FDA-approved 
indication; the manufacturer also 
paid $3 billion in penalties to settle 
allegations, among others, that it 
“misreported that a clinical trial of 
Paxil demonstrated efficacy in the 
treatment of depression in patients 
under age 18, when the study failed 
to demonstrate efficacy,” and that it 
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2004; Newman, 2004) 
• A 2006, the FDA’s meta-analysis of 

clinical trial data submitted to it showed 
that use of antidepressants in adolescents 
was associated with a mild increase in 
suicidality (Hammad et al., 2006); this 
publication was criticized by a professor 
with many contracts with industry  

• Independent review in 2008 showed that 
94 percent of publications from clinical 
trials of antidepressants had positive 
results, although 51 percent of all trials 
submitted to the FDA had positive 
results (Turner et al., 2008); this analysis 
was contested by the sponsor 

• A meta-analysis using longitudinal data 
and depressive symptoms concluded in 
2014 found no significant effects of 
fluoxetine and venlafaxine treatment on 
suicidal thoughts and behavior in youth 
(Gibbons et al., 2012) 
 

did not make available data from 
two other studies in which Paxil 
also failed to demonstrate efficacy 
(DOJ, 2012) 

• A study using health claims data 
showed that after the FDA issued 
its black-box warning in 2003, use 
of antidepressants among youth 
decreased by 31 percent; during the 
same period, suicide attempts 
involving overdoses of 
psychotropic drugs increased by 22 
percent in adolescents (Lu et al., 
2014), and there was no change in 
completed suicides 

 

In 2002, about 900,000 prescriptions 
(costing $55 million) were written 
for children with mood disorders in 
the United States for a drug with 
potential harms and poor evidence 
of efficacy (Chan et al., 2014) 

Rofecoxib • Sponsor’s internal meta-analysis of two 
trials showing increased mortality in 
Alzheimer’s disease not reported; 2-year 
delay in reporting of the results to 
regulators (Psaty and Kronmal, 2008) 

• Selective exclusion of placebo-
controlled trials from three reported 
meta-analyses conducted by the sponsor, 
which showed no overall increase in 
cardiovascular events; subsequent 
independent meta-analysis that included 
all trials (made available through 
litigation) showed an increase in 
cardiovascular events  

• Inappropriate analysis of short-term 
cardiovascular harms in clinical trials of 
the drug (Lagakos, 2006) 

• Manufacturer voluntarily withdrew 
the drug from the market in 2004 

• Manufacturer agreed to create a 
$4.85 billion fund to settle a product 
liability class action suit 

• A 2014 meta-analysis showed that 
nonselective nonsteroidal anti-
inflammatory agents diclofenac and 
possibly ibuprofen increased major 
vascular events similarly to selective 
COX-2 inhibitors such as rofecoxib; 
naproxen is associated with less 
vascular risk (Coxib and Traditional 
NSAID Trialists’ [CNT’s] 
Collaboration, 2013)  
 

 
Cases in which requests for access by independent investigators were repeatedly denied 

or delayed have sparked calls for a more systematic and transparent approach to the sharing of 
industry clinical trial data. In addition, as discussed in the section below on regulatory agencies, 
the European Medicines Agency (EMA) has generated a great deal of discussion on its mandate 
to share clinical trial data after marketing approval (EMA, 2013). In parallel with these 
discussions, recent HIPAA guidance has led to increased comfort with sharing de-identified 
clinical trial data for scientifically important analyses (HHS, 2012). Thus over the past several 
years, the culture in industry has been changing, so that, as noted in Chapter 1, industry now is 
often leading data sharing initiatives. Several new initiatives launched by pharmaceutical 
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companies and two device companies have significantly changed the paradigm for sharing of 
clinical trial data (see Appendix D) (Krumholz et al., 2014). In addition, in 2013, the 
Pharmaceutical Research and Manufacturers of America (PhRMA) and the European Federation 
of Pharmaceutical Industries and Associations (EFPIA) announced a commitment from all of 
their member companies to develop a process for and commit to sharing clinical trial data 
(PhRMA and EFPIA, 2013).  

Currently, the costs of sharing clinical trial data (see Box 3-4) are borne by trial sponsors 
that agree to share the data. According to Shoulson (2014), a substantial portion of this cost is for 
redacting commercially confidential information and participant identifiers from the data 
manually—for example, handwritten notes in CSRs that identify participants or reveal a 
company’s strategy for future research or for interactions with regulators (Shoulson, 2014). 
 

 

BOX 3-4 
Costs of Sharing Clinical Trial Data 

Costs associated with current data sharing activities among private sponsors of clinical 
trials may include the following: 

 
• Protections for privacy, including de-identification of data* 
• Redaction of documents  
• Setting up databases/participating in data sharing sites (e.g., SAS®)  
• Setting up and maintaining websites/portals 
• Payments for review panel/steering committee as required 
• Payments for third-party administrator  
• Solicitation of external experts 
• Due diligence assessments—finding data, getting data in the correct format, working 

with partners to assess data sets, etc.  
• Compliance and auditing efforts—registry and publication 
• Creation of lay summaries/synopses for posting on external sites (over and above 

clinicaltrial.gov requirements)  
• Work to create templates for informed consent forms, clinical study reports, etc. to 

allow for greater data sharing 
• Data sharing coordinators—independent roles assigned to manage the intake and 

fulfillment of requests  
 
______________________ 
*The committee was unable to find estimates of the costs associated with anonymizing or de-identifying 
health data in the published literature. However, the authors of the commissioned paper on de-
identification (see Appendix B), both of whom are external consultants who de-identify health data sets, 
estimate that costs for de-identifying a particular data set can range from $10,000 to $100,000, depending 
on the amount of effort required. When the work to de-identify data sets goes from being episodic to more 
routine or ongoing, it may make sense to develop in-house expertise. A de-identification course offered 
by Privacy Analytics, for example, costs about $2,000 per person. Developing the capacity to automate 
the de-identification of data sets could cost between $100,000 and $500,000, but these costs would be 
spread over a number of data sets and years. 
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Small companies that account for a significant proportion of new therapeutic discoveries 
have stated that they currently do not have the revenue to support sharing clinical trial data. In 
2012, 42 percent of new drug approvals were for emerging sponsors (FDASIA, 2013). There are 
precedents for reducing fees for small companies. For example, when small companies seek drug 
approval from the FDA, they have reduced application fees (FDA, 2011b, p. 9). Sharing clinical 
trial data may be an analogous situation in which small companies should not pay the same costs 
as large companies.  

REGULATORY AGENCIES  

Submission of clinical trial data to regulatory authorities to gain approval for a new 
product or indication is an important consideration in the sharing of clinical trial data. Although 
health authorities exist around the world,22 this section focuses primarily on the EMA and FDA 
because many other countries worldwide rely on those agencies’ review of products instead of 
conducting their own.  

The EMA has been a pioneer in the sharing of clinical trial data; its plan for sharing data 
submitted to it and its engagement with stakeholders and the public on the issue have stimulated 
international discussions of data sharing. In the United States, the FDA plays a special role in the 
review of submitted applications. It obtains the entire database of studies conducted on products 
submitted for approval: protocols and all amendments, data analysis plans, case report form, 
summary data, and individual participant data (FDA, 2011a). In addition to a comprehensive 
review, the FDA conducts its own analyses and produces its own summaries. The EMA also 
conducts its own extensive reviews of submitted applications (although it does not usually obtain 
individual participant data), as do agencies in several other countries, most notably the 
Pharmaceuticals and Medical Devices Agency (Japan) and the China Food and Drug 
Administration.  

It is important to keep in mind that only a small proportion of all clinical trial data is 
submitted to regulatory authorities. Most academic and publicly funded trials do not have a 
regulatory goal, and indeed many industry trials will not automatically generate data that are 
submitted in a regulatory file or for other reasons are ever submitted to an authority. Therefore, 
while there may be benefit in regulatory agencies’ release of the data that have been submitted to 
them, which are the basis for regulatory decisions, these data do not represent all the clinical trial 
data that are being generated internationally.  

European Medicines Agency (EMA)  

As noted, the EMA has been a key promoter of greater transparency in sharing of clinical 
trial data. The agency receives detailed CSR and selected individual participant data from 
pharmaceutical and device companies, which are used in making decisions to approve or reject 
products for marketing authorization.  

The EMA’s policy23 on sharing the data it receives has evolved over the last 4 years, 
beginning in November 2010 when it began to release CSRs and other documents on a case-by-
                                                 
22 It is important to note that regulatory agencies in different jurisdictions differ in the types of data they hold and in 
what authority they have to provide access to data submitted to them or to other parties. 
23 The policy relates to clinical trial data submitted under the centralized procedure after the “effective” date. The 
policy does not relate to legacy data submitted under arbitration/referral procedures or the centralized procedure. 
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case basis in response to a formal freedom-of-information request (EMA, 2014c). Then in June 
2013, the EMA published a draft policy proposing to publish proactively both CSRs and de-
identified individual participant data at the time of regulatory decisions (EMA, 2013; Wathion 
and EMA, 2014). In that document, the EMA noted that CSRs do not contain commercially 
confidential information and therefore could be released with no redactions. The draft policy 
received more than 1,000 comments from more than 150 organizations (EMA, 2014d). 
According to the EMA, the comments were centered on three main issues: (1) protection of 
patient privacy, (2) whether information contained in CSRs could be considered commercially 
confidential and be used by competitors for commercial advantage, and (3) the legality and 
enforceability of the data sharing agreement between the EMA and data users. The draft policy 
also faced legal challenges from pharmaceutical companies AbbVie and Intermune (Adams, 
2014; Mansell, 2014).  

In October 2014, after extensive deliberations and discussions with industry sponsors, 
academic researchers, journals, patient representatives, and others, the EMA finally approved a 
policy to make available CSRs redacted for commercially confidential information, protocols, 
and documentation of statistical methods after a regulatory decision to either grant or refuse 
marketing authorization has been made (EMA, 2014e). Any member of the public may view this 
information online after registering and agreeing to terms of use. Persons who provide 
identifying information, including their passport or ID card number, may download and save 
these data. Downloaded data will have a watermark to emphasize that they may not be used for 
commercial purposes (EMA, 2014b). The policy applies to products submitted for approval after 
January 1, 2015, with the data likely to be released around July 2016. The EMA plans to make 
individual participant data available at a later date after further consultation and discussion; the 
agency acknowledges that such sharing would need to be consistent with the European Union 
regulations protecting individual privacy.  

U.S. Food and Drug Administration (FDA) 

The FDA is currently examining the possibility of releasing “masked” nonsummary 
data—nonsummary data from which information has been removed so that the data will not 
identify any specific product or application.24 In response, various commentators have urged that 
“masking” is likely to be ineffective (AdvaMed, 2013; Gaffney, 2013). Absent further detail 
regarding how masking will be accomplished, it is difficult to parse these arguments. 
Furthermore, critics have objected that effective masking of products would limit the usefulness 
of the data for secondary analyses of individual clinical trials and meta-analyses.  

The power of U.S. regulatory agencies over data submitted by clinical trial sponsors is 
governed by two statutes: the Freedom of Information Act25 (FOIA), which addresses disclosure 
in response to citizen requests; and the Trade Secrets Act26 (TSA), which addresses the limits of 
affirmative disclosure by the government. In the case of the FDA in particular, a relevant 
regulation that essentially mirrors the constraints of these two statutes is 21 CFR 20.61(c). This 
regulation provides that “data and information submitted or divulged to the Food and Drug 
Administration which fall within the definitions of a trade secret or confidential commercial or 
financial information are not available for public disclosure.” Moreover, these statutes, together 

                                                 
24 68 Fed. Reg. 3342, June 4, 2013. 
25 5 U.S.C. § 552. 
26 18 U.S.C. § 1905 (1982). 
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with case law interpreting them, generally prohibit regulatory agencies such as the FDA from 
releasing information that is likely “to cause substantial harm to the competitive position of the 
person from whom the information was obtained.” Courts have, however, required that those 
who might allege competitive harm make arguments that go beyond the “conclusory and 
generalized.”27 For practical purposes, this means that any regulatory steps the FDA might take 
in the direction of making nonsummary clinical data publicly available would have to take into 
account (as the EMA has) redaction of information regarding potential new uses, as well 
restrictions against copying full data sets for purposes of seeking marketing approval in other 
jurisdictions. 

One important open question is the extent to which the FDA may have the authority to 
issue regulations that override the ordinary constraints of the TSA. The TSA does allow agencies 
to disclose trade secrets/commercially confidential information to the extent that such disclosure 
is “authorized by law.”28 Moreover, under standard principles of administrative law, substantive 
regulations that the FDA (or any agency) has authority to promulgate constitute “law.” Further, 
some legal scholars have argued that the FDA potentially has the power to disclose trade secrets 
for public health reasons, and cited the provision in the Hatch-Waxman Act stating that the FDA 
is supposed to release clinical trial data after Hatch-Waxman data exclusivity expires, absent 
“extraordinary circumstances.”29 

Section 301(j) of the Food, Drug and Cosmetic Act (FDCA) does specifically prohibit the 
FDA from releasing to the public information “concerning any method or process which as a 
trade secret is entitled to protection.”30 Thus the FDA presumably would not have the authority 
to issue regulations that disclosed this specific subcategory of trade secrets. However, under 
section 501(i) of the FDCA,31 the FDA does have expansive authority to impose on regulated 
parties “other conditions” that “relat[e] to the protection of the public health.” Moreover, in 
January 2001, the FDA did rely in part on this authority to propose disclosure rules with respect 
to clinical data concerning human gene therapy.32 The proposed FDA rules invoked section 
505(i) in the context of arguing that “several significant public health goals” would be served 
through greater disclosure of data. Although these proposed rules were never finalized, they 
represent an important precedent to consider in thinking through questions of FDA power in the 
context of disclosure of clinical trial data. 

INVESTIGATORS 

Two types of scientific researchers are vitally involved in sharing clinical trial data: 
(1) the researchers who are key figures in the clinical trial design and at the participant interface, 
and (2) the researchers who analyze data collected by projects and processes—such as clinical 
trials, disease registries, and clinical care—in which they were not involved. In this report, the 
term “trialist” is used to refer specifically to researchers who design and conduct clinical trials, 
while “investigators” is used for all researchers. Among investigators, the term “secondary 

                                                 
27 5 U.S.C. § 552(b)(4). 
28 18 U.S.C. § 1905 (1982) (emphasis added). 
29 Drug Price Competition and Patent Term Restoration Act, Public Law 98-417, 98th Cong., (September 24, 1984).  
30 21 U.S.C. § 331(j) (1982). 
31 21 U.S.C. § 355(i). 
32 See FDA “Proposed Rule on Availability for Public Disclosure and Submission to FDA for Public Disclosure of 
Certain Data and Information Related to Human Gene Therapy or Xenotransplantation,” 66 Fed. Reg. 4692 (2001). 
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users” refers to investigators who use clinical trial data for purposes including reanalyses, novel 
analyses, and meta-analyses but were not involved in generating the primary data. 

Clinical Trialists 

Traditionally, trialists are people whose careers are built on conducting clinical trials that 
provide the evidence base needed for the high-quality practice of medicine. Because trialists 
have expertise in the condition to be studied by a trial, in the science of designing and conducting 
trials, or both, they are able to frame the research questions, study the key variables, perform 
state-of-the-art outcome measurements pertinent to the study question, and determine how best 
to gather that information. They may be based in academia; in the pharmaceutical, 
biotechnology, or device industries; in clinical practice; in contract research organizations 
(CROs); or in nonprofit organizations. In recent years, patients and disease advocates also have 
increasingly been involved in the design and conduct of trials out of personal interest and not as 
a career.  
 Trialists play the key roles in trial design, participant recruitment, and data accrual. 
Often, the success or failure of a clinical trial hinges on specific aspects of the trial design. 
Knowledge of how to design trials is thus a critical skill; successful trialists have the experience 
and expertise to create a design that is simple enough to be practical, comprehensive enough to 
be informative, and rigorous enough for results to be convincing (Anturane Reinfarction Trial 
Policy Committee, 1982; Anturane Reinfarction Trial Research Group, 1980; Baron et al., 2008; 
Bresalier et al., 2005; Canner, 1991; The Coronary Drug Project Research Group, 1980; May et 
al., 1981; Nissen, 2006; Temple and Pledger, 1980; Thackray et al., 2000; Wedel et al., 2001).  

Once a trial has been designed, trialists identify eligible participants, train members of the 
trial team, organize recruitment, obtain informed consent, and either gather the key outcome data 
themselves or arrange to have the data gathered by others. For trialists based in CROs or clinical 
practice, participant recruitment and enrollment may be their only role in the trial. Finally, it is 
trialists who have the understanding and expertise to interpret the trial data and give them 
clinical meaning. Thus without motivated and knowledgeable trialists, the clinical trial process 
would come to a halt.  

Clinical trials are the most rigorous approach to assessing the efficacy and safety of an 
intervention. Thus clinical trialists play an essential role in developing the evidence base on 
which clinical care rests. However, being a successful clinical trialist is a long and arduous 
career path. To attract talented young people to clinical investigation, a clear career path and 
rewards for this path are needed. Since most clinical trials are carried out in a time frame of 
years, if not decades, within one’s career, an investigator may participate in a relatively small 
number of trials and lead only a handful of them. In contrast, basic science investigators, 
epidemiologists, health services researchers, and other types of scientists may complete many 
studies in the time it takes to perform one clinical trial.  

Because of the time and skill set needed to design a trial, enroll the participants, and 
accrue and interpret the data, many trialists view the data gathered in a trial as their intellectual 
property, even if it technically “belongs” to a third party (Royal Society, 2012). Typically, 
trialists intend to carry out and publish a number of secondary analyses of the collected data. 
Often the prospect of such secondary analyses helps academic senior clinical trialists recruit 
trainees and junior faculty members to their research group. Because academic and industrial 
success depends on published output, and because only a small fraction of the accrued data is 
published in the primary report of a trial, many academics have been reticent to share data. A 
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principal concern is that others will use the data to publish findings in a data set—and gain the 
accompanying recognition and academic prestige—before those who labored to design the trial 
and gather the data have had the opportunity to fully examine and analyze the data.  

Clinical trialists also may be concerned that third parties who do not fully understand the 
subtleties of the trial design and data accrual may draw erroneous conclusions that could cloud or 
even vitiate the published findings. Thus trialists want to protect their data from misuse by 
others. In addition to the potential career benefits of this more restricted approach, many trialists 
believe it is important and feel a responsibility to limit data access both to protect the research 
participants from having their data misused and, more broadly, to protect the public from 
misinterpretation of the data based on flawed analyses by nonexperts. Clinical trialists also fear 
that responding to invalid challenges to their publications will consume large amounts of time 
and effort, taking them away from their own work (Wallentin et al., 2014). 

Since it takes decades to create seasoned clinical trialists and since people at the outset of 
their careers make choices for the future based in part on the possibility of long-term success, 
data sharing may be a disincentive to choosing a career as a clinical trialist. Indeed, many trialists 
may view people who use their data for structured reviews and meta-analyses as “parasites” on 
the system and as antagonists to the medical progress resulting from their work (Reidpath and 
Allotey, 2001; Share alike, 2014). Thus there is a cultural gap that needs to be bridged. This 
bridge will best be built when trialists see the value to them in sharing data. For example, 
trialists’ examination of a data set accrued by others may help in designing future trials or 
interpreting data gathered by others. Funders can accelerate this process by providing tangible 
rewards to trialists for data sharing activities.  

Finally, clinical trialists rely on third parties (e.g., industry, public funding entities, 
private charities) to fund their work. Therefore, they respond to priorities and direction from 
these organizations. Trialists are concerned that if data sharing becomes an unfunded mandate, 
the costs of sharing will reduce the funding available for new grants, which in turn would result 
in fewer new trials. This concern is particularly cogent for trialists working in low-resource 
settings such as those affected by neglected global diseases, where funding for new clinical trials 
is already scarce. According to a recent World Health Organization (WHO) report (WHO, 2013), 
unless there is more research, there will be no real improvements in public health in the world’s 
poorest regions. The report emphasizes that these regions “need to be the generators and not the 
passive recipients of data” (The Global Health Network, 2014; WHO, 2013). However, data 
sharing also could potentially increase the long-term return on grants by catalyzing secondary 
data analyses and helping to avoid future research that is redundant or based on an unpromising 
approach. Furthermore, making clinical trial data shareable could make future clinical trials more 
efficient in the long run since new research could build on secondary analyses of the shared data. 
New models for funding the sharing of clinical trial data may alleviate some concerns if the costs 
of sharing are spread more equitably among the various stakeholders.  

Secondary Users 

Only a small minority of clinical investigators are trialists conducting interventional trials 
(Nussenblatt and Meinert, 2010). Other researchers conduct observational studies (e.g., disease 
registries, cohort studies) or secondary analyses of existing data from such sources as electronic 
health records, administrative data, and clinical trials. Meta-analysts are the investigators most 
interested in sharing clinical trial data, for they analyze and synthesize results from multiple 
trials to arrive at the overall findings from the evidence base (Stewart and Tierney, 2002). Meta-
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analysts are critical for advancing summary understanding of a body of research, and meta-
analytic results are highly valuable for informing the design of new clinical trials. Presently, 
relatively few investigators analyze publicly available results of clinical trials for new hypotheses 
and findings, simply because trial results currently are not widely shared, but this type of 
investigator is likely to be more prevalent if responsible data sharing becomes more widespread. 
Trialists, of course, can also be involved in these other types of clinical research.  

Clinical investigators who do not conduct trials themselves may generate numerous 
publications by analyzing preexisting data sets in less time than it takes clinical trialists to 
generate even their initial results (IOM, 2010). However, just because data are accessible does 
not mean that they are usable. Data are usable if an investigator can search and retrieve them, can 
make sense of them, and can analyze them within a single trial or combine them across many 
trials. Given the large volume of data anticipated to become available from the sharing of clinical 
trial data, the data will have to be in a computable form amenable to automated methods of 
search, analysis, and visualization (the committee discusses this challenge further in Chapter 6).  

In contrast with the foregoing disincentives for investigators to share data, the incentives 
for investigators to share data are almost universally regarded as insufficient (EAGDA, 2014; 
Tenopir et al., 2011). At least four parties—research institutions and universities, research 
funders, biomedical journals, and professional societies—could provide meaningful incentives 
for investigators to share data.  

RESEARCH INSTITUTIONS AND UNIVERSITIES 

Universities can influence data sharing activities through infrastructure support, 
incentives, training, and scientific review.  

Infrastructure Support 

Academic centers typically provide infrastructure in support of investigators who conduct 
clinical trials and generate new data. This infrastructure can consist of data managers, research 
coordinators, biostatistical and informatics support, and other clinical trial coordinating center 
expertise. By contrast, academic centers provide comparatively sparse support for data curation, 
archiving, and sharing. High-quality data curation and management are required to prepare for 
data sharing, so that investigators must both recognize this need and have appropriately skilled 
personnel available to them. However, the level of such support varies widely among 
institutions, as can investigators’ recognition of how much of this support may be necessary. 
Academic centers also often provide insufficient recognition of the time, effort, and value of 
sharing clinical trial data (Bonham, 2014; Dickersin, 2013; IOM, 2013). Further, few universities 
have transitioned to being “digital enterprises” (Bourne, 2014) that manage their digital assets to 
full advantage, although the NIH CTSA program’s continuing emphasis on informatics has 
substantially improved clinical research informatics capacity at CTSA institutions (Kahn and 
Weng, 2012) and through common tools such as i2b2 (i2b2, 2014). For sharing of clinical trial 
data in particular, institutions continue to face challenges, including supporting faculty in sharing 
data or ensuring that trials are registered on ClinicalTrials.gov as required (Hudson and Collins, 
2014). Better overall support of the clinical trials enterprise within most institutions is needed to 
support the kinds of data structuring and documentation that will be needed for data sharing.  
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Incentives 

In the eyes of performance review and promotion committees, the primary criteria for 
academic success rest on publications, funding, leadership, and teaching. Data sharing is not an 
activity that receives attention from promotion committees, and there is insufficient recognition 
of the intellectual effort involved in designing, accruing, curating, and completing a clinical trial 
data set. In this way, the lack of incentives for sharing clinical trial data is analogous to the 
recognized dearth of incentives for team science within university settings (Chan et al., 2014; 
NRC, 2012). Positive examples of promotion committees’ acknowledging the important 
contributions of investigators in creating high-quality, widely used data sets and sharing them 
with others are currently lacking. Appropriate recognition of data sharing activities in the 
promotion process would provide incentives for sharing data and obtaining maximal value from 
completed trials. Other promotion-related incentives for data sharing would exist if promotion 
committees took into account secondary publications by others based on clinical trial data 
produced and shared by their faculty. 

Training 

Most of the workforce that would be involved in activities related to the sharing of 
clinical trial data are trained in universities. Currently, there is little or no training within 
traditional clinical research education in the procedures and structures needed to share data. The 
development of such modules, either online or in classroom settings, could be instrumental in 
helping to move the field of data sharing forward. 

Scientific Review 

Many academic institutions perform some form of internal scientific review for studies 
that are not reviewed externally or that fall within certain areas in which internal review is 
required (e.g., cancer studies in cancer centers designated by the National Cancer Institute). 
Including an assessment of data sharing plans in such reviews, together with trial registration and 
results reporting, would both serve as an incentive to create such plans and potentially provide 
valuable technical guidance in how to do so in that institution. 

JOURNALS 

 Biomedical journals serve as an intermediary between investigators who gather data and 
write research reports and readers, including clinicians, clinician-scientists, scientists, and 
laypeople. Journals play an essential role in providing peer review, evaluating research claims 
for scientific accuracy, and preparing reports for publication in a clear and lucid fashion. They 
provide a measure of assurance that the claims made by authors have validity and value. In this 
role as an intermediary between author-investigators and readers, journals want to be sure that 
the ideas reported under their imprimatur are correct. Journals often are perceived as the arbiters 
of the scientific and societal value of research in that their decision whether to publish submitted 
research results determines whether that research reaches an audience. The trialists who 
conducted the research also have a great interest in the publication decisions of journals, which 
are the gatekeepers for the academic credit and prestige that accompany being a lead author on 
research published in a high-impact journal.  
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The core goal of biomedical journals is to connect people (e.g., physicians, other 
researchers, patients, policy makers) with valid and important scientific research to improve 
scientific knowledge, patient care, and health outcomes. This goal is aligned with responsible 
sharing of clinical trial data. Broad sharing of clinical trial data also would advance the interests 
of journals in helping to ensure that published research findings are reproducible (Collins and 
Tabak, 2014).  

Although responsible sharing of clinical trial data is consistent with the goals of 
biomedical journals, journals in general cannot take on data sharing responsibilities that are 
beyond their scope of work and resources. It is not feasible for journals to assume the 
responsibilities entailed in serving as the repository of data for the studies they publish, 
adjudicating who will have access to the data, and negotiating interactions between authors of 
primary research reports and investigators whose secondary analyses reach different conclusions. 
Biomedical journals can, however, leverage their role as evaluators and publishers of research 
results, implementers of academic standards, and gatekeepers of academic credit and prestige to 
create and enforce policies that require sharing of clinical trial data (IOM, 2013; Laine et al., 
2007). 

Biomedical journals have an important role to play in advancing the creation of an 
environment in which sharing of clinical trial data is a standard and an expectation for 
publication in the scientific literature. Journals could require and enforce data sharing as a 
condition of submission and publication, with the goal of increasing the transparency and 
validity of clinical trial results they publish. Biomedical journals previously have played 
important roles in setting and enforcing important standards for clinical research. In 2004, for 
example, member journals of the International Committee of Medical Journal Editors (ICMJE) 
adopted a position that they would publish only clinical trials that had been registered in an 
appropriate, publicly accessible database prior to the enrollment of the first participant in the 
study (De Angelis et al., 2004). There was some initial pushback from the research community, 
but when the date for trial registration arrived on September 13, 2005, there was a spike in new 
trial registrations at ClinicalTrials.gov, the largest ICMJE-compliant website, as academic and 
industrial researchers rushed to bring their trials into compliance with this mandate (Zarin, 
2013). Similarly, journals could provide leadership in setting minimal requirements for data 
sharing that would have a great impact on clinical trial investigators and sponsors. The Annals of 
Internal Medicine, the British Medical Journal, and the family of journals belonging to the 
Public Library of Science (PLOS) have already promulgated positions that they will publish only 
articles whose authors indicate willingness to share data (Annals of Internal Medicine) or agree 
to share data (British Medical Journal, PLOS) (Godlee and Groves, 2012; Laine et al., 2007; 
Silva, 2014). The challenge with these statements is that the specifics of what data will be 
shared, with whom, and by what means have not been clearly delineated. As recommended in 
this report, these details are key to the success of any data sharing program. 

In addition, medical journals could help address challenges to responsible sharing of 
clinical trial data, particularly concerns about the usefulness and validity of secondary analyses 
of shared data. Journals could require authors of papers using shared clinical trial data sets to 
agree to make the analytic data set supporting their findings, tables, and figures available, similar 
to requirements for authors of primary analyses of clinical trial data. In addition, journals might 
require authors submitting secondary analyses for publication to explain how their analytic 
approach differs from that of the primary analysis. Such an explanation would help reviewers 
and editors of submitted manuscripts and readers of published articles assess the validity of the 
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secondary analyses and compare them with the primary analysis by the clinical trial team. 
Moreover, this requirement would discourage secondary analyses based on scientifically invalid 
analysis plans—for example, because they entail carrying out multiple analyses using 
statistically inappropriate methods.  

PROFESSIONAL SOCIETIES 

Physicians’ professional societies can play a role in setting standards and establishing 
norms for data sharing. Most societies have an official journal (e.g., the American Medical 
Association’s Journal of the American Medical Association, the American College of 
Physicians’ Annals of Internal Medicine, and the American Heart Association’s Circulation), 
and investigators commonly present abstracts of clinical trials at the societies’ annual meetings. 
“Late-breaking” abstracts of clinical trials often attract considerable press coverage, as occurred 
with the recent clinical trial of the use of ezetimibe plus simvastatin in patients with acute 
coronary syndrome (Kolata, 2014; Peck, 2014; Vaczek, 2014). Moreover, professional societies 
often convene committees to develop evidence-based clinical practice guidelines, consistent with 
their mission to improve the evidence base upon which members make clinical decisions for 
patients. 

Professional societies could require that authors in their official journals follow the 
recommendations in this report for responsible sharing of clinical trial data and that investigators 
submitting and presenting abstracts at their meetings agree to do so when they publish their 
clinical trial findings. Members of professional societies commonly take the lead in designing 
and carrying out clinical trials in their specialty. At annual meetings, professional societies could 
hold workshops on the sharing of clinical trial data. In these ways, professional societies could 
set expectations for responsible sharing of clinical trial data in their professional codes for 
members. Finally, professional organizations could help develop common data elements for 
clinical trials in their specialty and advocate for the use of those data elements in clinical trials. 

RECOMMENDATION 

The committee concluded that although no one stakeholder alone can achieve the benefits 
of the sharing of clinical trial data and minimize its risks, all stakeholders have a role and 
responsibility in responsible sharing of clinical trial data. 
 

Recommendation 1: Stakeholders in clinical trials should foster a culture in 
which data sharing is the expected norm, and should commit to responsible 
strategies aimed at maximizing the benefits, minimizing the risks, and 
overcoming the challenges of sharing clinical trial data for all parties. 
 
Funders and sponsors should 

• promote the development of a sustainable infrastructure and mechanism by which 
data can be shared, in accordance with the terms and conditions of grants and 
contracts; 
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• provide funding to investigators for sharing of clinical trial data as a line item in 
grants and contracts; 

• include prior data sharing as a measure of impact when deciding about future 
funding; 

• include and enforce requirements in the terms and conditions of grants and 
contracts that investigators will make clinical trial data available for sharing under 
the conditions recommended in this report; and 

• fund and promote the development and adoption of common data elements.  
 
Disease advocacy organizations should 

• require data sharing plans as part of protocol reviews and criteria for funding 
grants; 

• provide guidance and educational programs on data sharing for clinical trial 
participants; 

• require data sharing plans as a condition for promoting clinical trials to their 
constituents; and 

• contribute funding to enable data sharing. 
 
Regulatory and research oversight bodies should 

• work with industry and other stakeholders to develop and harmonize new clinical 
study report (CSR) templates that do not include commercially confidential 
information or personally identifiable data; 

• work with regulatory authorities around the world to harmonize requirements and 
practices to support the responsible sharing of clinical trial data; and 

• issue clear guidance that the sharing of clinical trial data is expected, and that the 
role of Research Ethics Committees or Institutional Review Boards (IRBs) is to 
encourage and facilitate the responsible and ethical conduct of data sharing 
through the adoption of protections such as those recommended by this committee 
and the emerging best practices of clinical trial data sharing initiatives. 
 

Research Ethics Committees or IRBs should 
• provide guidance for clinical trialists and templates for informed consent for 

participants that enable responsible data sharing; 
• consider data sharing plans when assessing the benefits and risks of clinical trials; 

and 
• adopt protections for participants as recommended by this committee and the 

emerging best practices of clinical trial data sharing initiatives. 
 

Investigators and sponsors should 
• design clinical trials and manage trial data with the expectation that data will be 

shared; 
• adopt common data elements in new clinical trial protocols unless there is a 

compelling scientific reason not to do so; 
• explain to participants during the informed consent process 
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− what data will (and will not) be shared with the individual participants during 
and after the trial, 

− the potential risks to privacy associated with the collection and sharing of data 
during and after the trial and a summary of the types of protections employed 
to mitigate this risk, and 

− under what conditions the trial data may be shared (with regulators, 
investigators, etc.) beyond the trial team; and 

• make clinical trial data available at the times and under the conditions 
recommended in this report.  

 
Research institutions and universities should  

• ensure that investigators from their institutions share data from clinical trials in 
accordance with the recommendations in this report and the terms and conditions 
of grants and contracts; 

• promote the development of a sustainable infrastructure and mechanisms for data 
sharing; 

• make sharing of clinical trial data a consideration in promotion of faculty 
members and assessment of programs; and 

• provide training for data science and quantitative scientists to facilitate sharing 
and analysis of clinical trial data.  

 
Journals should 

• require authors of both primary and secondary analyses of clinical trial data to  
− document that they have submitted a data sharing plan at a site that shares data 

with and meets the data requirements of the World Health Organization’s 
International Clinical Trials Registry Platform before enrolling participants, 
and 

− commit to releasing the analytic data set underlying published analyses, 
tables, figures, and results no later than the times specified in this report; 

• require that submitted manuscripts using existing data sets from clinical trials, in 
whole or in part, cite these data appropriately; and 

• require that any published secondary analyses provide the data and metadata at 
the same level as in the original publication. 
 

Membership and professional societies should 
• establish policies that members should participate in sharing clinical trial data as 

part of their professional responsibilities; 
• require as a condition of submitting abstracts to a meeting of the society and 

manuscripts to the journal of the society that clinical trial data will be shared in 
accordance with the recommendations in this report; and 

• collaborate on and promote the development and use of common data elements 
relevant to their members. 
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4 
The Clinical Trial Life Cycle and When to Share Data 

During the course of a clinical trial, different types of data are collected, transformed into 
analyzable data sets to address specific research questions, and used to generate various 
publications and reports for different audiences (Drazen, 2002).  

Publication in peer-reviewed scientific journals is currently the primary method for 
sharing clinical trial data with the scientific and medical communities, as well as the public 
(often through media coverage of published findings). These publications, however, contain only 
a small subset of the data collected, produced, and analyzed in the course of a trial (Doshi et al., 
2013; Zarin, 2013). 

Clinical trial sponsors seeking regulatory approval from authorities such as the U.S. Food 
and Administration (FDA) and the European Medicines Agency (EMA) must submit detailed 
clinical study reports (CSRs) and individual participant data, which form the basis for the 
marketing application for a product. In trials that are not part of a regulatory submission, detailed 
CSRs may or may not be prepared (Doshi et al., 2012; Teden, 2013).  
 Beyond the selected clinical trial data that are disclosed in journal publications, 
individual participant data and metadata (i.e., “data about the data”) have not been shared 
routinely with the broader scientific community or the public. As stated in previous chapters, 
however, an increasing number of organizations are taking the initiative to share their data 
more actively, and the committee believes the time is right to make recommendations for 
responsible sharing of clinical trial data that will increase the availability and usefulness of the 
data while mitigating the risks outlined in Chapter 2. The committee acknowledges that no 
single body or authority in the global clinical trials ecosystem has the power to enforce the 
recommendation offered at the end of this chapter on what data to share and when. Moreover, 
the committee recognizes that no single solution will fit all clinical trials, and there will be 
exceptions to any proposed recommendations. The risks and benefits of sharing data may vary 
depending on the context and purpose of a trial and/or the particular type of data to be shared. 
Thus, there will be instances when it is reasonable for data to be shared either sooner or later 
than would generally be expected. The committee interpreted its charge as helping to establish 
professional standards and set expectations for responsible sharing of clinical trial data, 
together with requirements to be imposed by supporting organizations such as funders, medical 
journals, and professional societies, rather than suggesting new laws and regulations. 
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Many discussions of the sharing of clinical trial data to date have failed to specify which 
of the many clinical trial data elements or data sets might be shared at different time points in the 
life cycle of a trial. To address this shortcoming, this chapter briefly describes the major stages of 
the clinical trial life cycle and then offers specific definitions and descriptions of the individual 
participant data, metadata, and summary data that are generated at each stage. It then examines 
the benefits and risks associated with sharing the various types of data generated and presents the 
committee’s recommendation for when to share specific data packages in common scenarios 
such as after publication or regulatory application, as well as the case of sharing data with 
participants themselves.  

THE CLINICAL TRIAL LIFE CYCLE 

Data are generated at nearly every stage of the clinical trial life cycle, from the initial 
protocol and statistical analysis plan prepared prior to registration, to the collection of baseline 
participant data at participant enrollment, to the analysis of the analyzable data set. To help 
frame the discussion of what data should be shared at what times, the committee conceptualized 
the clinical trial life cycle as consisting of five major stages (see Figure 4-1):  

 
1. Trial design and registration: Clinical trials are carefully designed; the protocol1for 

conducting the trial and the statistical analysis plan (SAP) detailing the planned data 
analyses are developed well before the first participant is enrolled. The protocol and the 
SAP constitute some of the most important metadata of the trial. During the course of a 
trial, the protocols and SAP generally undergo amendments, which should be explicitly 
documented within the protocol and SAP. Since 2004, the International Committee of 
Medical Journal Editors (ICMJE) has required that all trials be registered prior to 
participant enrollment as a condition for consideration of publication (De Angelis et al., 
2004). In 2006, the World Health Organization’s (WHO) International Clinical Trials 
Registry Platform identified a set of 20 data elements for all trials to include in 
registration. These 20 elements, along with narrative summaries of the protocol, make up 
the registration elements in Figure 4-1 (Sim et al., 2006). 

2. Participant enrollment: Clinical trial data originate from patients and healthy volunteers 
who participate in studies. Raw data are collected between the time of first participant 
enrollment and study completion. During the course of the trial, the raw data are 
abstracted, coded, and transcribed. After participant activities have ended, the data are 
cleaned into an analyzable data set. Both the raw data and the analyzable data set are 
individual participant data. 
 

 

                                                 
1 The protocol is approved by a Research Ethics Committee (in the United States, an Institutional Review Board 
[IRB]) and explained to participants through the informed consent process. 
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3. Study completion: For the purposes of this report, study completion is defined as either 
“the study has concluded normally; participants are no longer being examined or treated,” 
or the study has been terminated,1 or “recruiting or enrolling participants has halted 
prematurely and will not resume; participants are no longer being examined or treated” 
(ClinicalTrials.gov, 2012).2 Although study completion is often referred to as “last 
participant’s last visit” (EU Clinical Trials Register, 2011), study completion may in fact 
include measurements that occur without face-to-face interaction between participants 
and investigators (e.g., data may be collected remotely using sensors or from medical 
records or reports by patients, or an endpoint such as death may occur after the last visit). 
After study completion, investigators and/or sponsors clean the data, derive additional 
variables, adjudicate endpoints, lock the data set to create the full analyzable data set, 
carry out prespecified and additional analyses using software programs (the analytic 
code), and prepare manuscripts for publication. Investigators also can use parts of the 
analyzable data set to prepare analyses for presentations, data exploration, and hypothesis 
generation. A biostatistics best practice is to freeze a copy of whatever data were used in 
an analysis so the results can be repeated later if necessary. It is also desirable to store the 
analytic code that generated the results (i.e., the computer program), especially for any 
derived data. 

4. Publication: A subset of the data from the analyzable data set is used to generate the 
tables, figures, and results for published articles. Publication may occur at any time 
during the course of the clinical trial life cycle, although it most often occurs after study 
completion. Several publications may result from one trial.  

5. Regulatory application: Clinical trials are required by regulatory authorities in countries 
around the world before a new medical product can be brought to market, or before a new 
indication, formulation, or target population can be approved for an intervention already 
on the market (ICH, 1995). Analyses prespecified in the SAP form the basis for the CSR, 
which includes a detailed analysis of the study efficacy data and the complete adverse 
event data. After a product’s introduction, additional clinical trials are commonly 
conducted by both industry and academia to further define the product’s efficacy and 
safety. Clinical trials also are used to study interventions that do not involve regulated 
medical products, such as surgical techniques and devices, behavioral interventions, 
means of improving disease management practice, or changes to a health care system 
(Califf, 2013).3 Thus, as the committee examined what clinical trial data should be shared 
and when, it was useful to consider clinical trials in these two broad categories: (5a) those 
intended to support a regulatory application4 and (5b) those not intended to support a 
regulatory application. 

                                                 
1 A study may be completed prematurely for various reasons: a Data Monitoring Committee/Data and Safety 
Monitoring Board may recommend termination to the sponsor on the basis of interim monitoring for ethical and 
scientific reasons, or the sponsor may decide to terminate the study for ethical, scientific, or business reasons. 
2 “STUDY COMPLETION DATE: The date that the final data for a clinical study were collected because the last 
study participant has made the final visit to the study location (that is, ‘last subject, last visit’). The estimated study 
completion date is the date that researchers think will be the completion date for the study” (ClinicalTrials.gov, 
2012). 
3As noted in Chapter 1, the scope of this study is limited to interventional clinical trials, as defined in Box 1-1. 
4 Whether or not the product or indication ultimately receives regulatory approval, is abandoned by the sponsor, or 
licensed to another entity.  
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WHAT DATA SHOULD BE SHARED  

This section further describes each of the above forms of clinical trial data and presents 
the committee’s analysis of the benefits and risks of sharing each.  
 

Individual Participant Data 

Raw Data  

Raw data (sometimes called source data) are observations about individual participants 
used by the investigators. These data may be collected specifically for the study protocol or as 
part of routine care. At the source, these data may be in the form of measurements of participant 
characteristics such as weight, blood pressure, or heart rate, and may be associated with the 
baseline (or initial) visit or subsequent follow-up visits. Raw data may also include a baseline 
description of the participant’s medical history, physical exam information, clinical laboratory 
results (e.g., serum lipid values, hemoglobin levels), whole exome or genome sequences, 
imaging results (e.g., x-ray, magnetic resonance imaging [MRI]), procedure results (e.g., 
electroencephalogram [EKG], endoscopy), or self-reported data (e.g., symptoms, quality of life). 
Some data are derived or calculated from raw data (e.g., change in weight from baseline). Other 
data must be abstracted (i.e., interpreted) according to rules set forth in the protocol—for 
example, reading the x-ray for tumor size or evaluating the electrocardiogram (ECG) for 
evidence of a heart attack. Depending on the study under consideration, demographics, clinical 
outcome data, and other appropriate raw data are entered into case report forms. Some 
observations (e.g., imaging studies) are interpreted by study investigators—a process referred to 
as abstraction—and are entered into case report forms as transcribed narrative data or as coded 
data according to study guidelines (e.g., men may be coded as “1” and women as “0). Abstracted 
data may also include assessments by clinical study staff or adjudication committees to 
determine whether specific clinical endpoints or adverse events (e.g., heart attack, cardiac death) 
meet protocol-specified criteria. In addition to physiologic and clinical measurements, other 
types of health data are increasingly being collected in clinical trials, including quantified sensor 
data (e.g., readings from remote monitoring devices, including smartphone apps), consumer 
genomics data (e.g., 23andMe), and participant-reported outcomes (e.g., PatientsLikeMe). 

After collection, as well as derivation, assessment, abstraction, or adjudication as 
appropriate, data must be entered into an organized data management system (i.e., database) for 
further evaluation and processing. Data typically undergo a process of cleaning, quality 
assurance, and quality control to detect inconsistent, incomplete, or inaccurate entries, and to 
confirm that the data were collected and evaluated according to the protocol and match the 
source data. This process of data transcription continues over the course of the trial as data are 
collected and afterwards.  

The argument for sharing raw data is that raw data most closely reflect the study 
observations. The analyzable data set, by contrast, is the result of many decisions made by 
clinical trialists, as explained above. If there are errors, flaws, or biases in the processing of raw 
data, such problems will not necessarily be identified in the analyzable data set. Examples of the 
value of raw data include the detection of serious errors or biases as well as fraud uncovered by 
detailed and intense audits of raw data conducted by central statistical centers when 
inconsistencies or anomalies have been noted in analyzable data sets (Fisher et al., 1995; Soran 
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et al., 2006; Temple and Pledger, 1980). Secondary researchers who have questions about the 
original analyses may therefore want the raw data to verify how the analytic data set was derived 
or to test alternative ways of deriving the variables in that data set. In other cases, sharing raw 
data can be extremely beneficial for additional research. For instance, the Alzheimer Disease 
Neuroimaging Initiative (ADNI) has published a number of important secondary analyses of a 
shared raw data set of images among a group of neuroscience investigators (ADNI, 2014; 
Bradshaw et al., 2013; Casanova et al., 2013; Haight et al., 2013).  

However, there are strong arguments against sharing raw data routinely. Raw data sets 
are large and complex, include potentially sensitive individual participant data, and are not 
needed for most secondary analyses of shared clinical trial data. For example, raw data from 
MRI and computed tomography (CT) scans or genome sequences may be very large, require 
extensive documentation, and carry inherent privacy risks. The effort and cost of sharing such 
data routinely might better be spent on improved quality control and independent oversight of the 
data processing carried out during the course of a trial such that the analyzable data set can be 
shared with high levels of confidence in its integrity. These quality control processes should be 
documented and made available along with the analytic data set. If questions remained, 
investigators, sponsors, regulatory agencies, or external researchers could request “for cause” 
audits on a case-by-case basis.  

 
Conclusion: For most trials sharing raw data would be overly burdensome and 
impractical; on a case-by-case basis, however, it would be beneficial to share raw 
data in response to reasonable requests.  

Analyzable Data Set 

Typically, after data have been entered in computerized form, new variables are 
generated mathematically to serve as the basis for later analyses. These variables are sometimes 
called “derived” variables. For example, patient age may not be entered directly, but calculated 
by subtracting the birth date from the date of a given clinic visit, while “treatment response” may 
be entered as a mathematical comparison of lesion sizes recorded from two images. After the 
trial has been declared complete and the editing and cleaning process is done, the data are moved 
into an analyzable data file and locked (i.e., no further changes may be made). If the study is 
blinded (or masked), the treatment code file is typically merged with the analyzable data file 
after the latter has been locked, and the data are unblinded to the investigators. Some or all of 
this now-unblinded analyzable data set is then used for data analyses.5 It is called analyzable 
rather than analyzed because a very large percentage of it is never used. The final cleaned and 
locked analyzable data set consists of various components (participant characteristics and 
primary outcome, prespecified secondary and tertiary outcomes, adverse event data, and 
exploratory data). A statistical analysis may involve a composite outcome using any of the 
various components. In addition, when data are missing, values may be imputed using this data 
set. Results are derived from data in the cleaned and locked analyzable data set, which have 
undergone statistical analysis. 

The full analyzable data set is generally the most useful set of data to share from a trial, 
with large and likely important benefits to science and society. First, in most trials, as noted, 
large portions of the full analyzable data set are never analyzed and published. Sharing these data 

                                                 
5 Best practice is to conduct the analyses on blinded data with dummy codes representing treatment arms.  
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may increase the scientific return on the funder's investment in the trial and the benefits to the 
public and future patients. Second, sharing the full analyzable data set allows other investigators 
to reproduce the original analyses and carry out alternative, scientifically valid analyses of the 
primary study aim. Such additional analyses help determine how robust the original analyses are. 
Third, meta-analytic syntheses of the results of similar trials increase the statistical power for 
detecting effects and maximize the evidentiary value of the clinical trial knowledge base. Finally, 
sharing analyzable data allows for further scientific discovery through additional secondary 
analyses, as well as the conduct of exploratory research to general hypotheses for additional 
studies.  

Sharing the full analyzable data set also poses risks, as described in Chapter 2. One risk is 
invalid secondary analyses and use of statistical techniques that are not scientifically accepted. A 
particular concern is that a secondary user will carry out multiple statistical analyses on a 
complex data set without adjusting for the increased likelihood that one association will be found 
to be significant at a p level of 0.05 by chance alone. A second concern is that the clinical trial 
team often plans to publish a series of secondary analyses, particularly in large clinical trials. 
Often junior members of the team who are assigned to be lead author on one of these secondary 
analyses regard this authorship as a key opportunity for career advancement and a quid pro quo 
for the effort they put into working on the trial. The clinical trialists may fear that sharing the full 
analyzable data set will give other investigators who did not contribute to the conduct of the 
study an opportunity to publish additional analyses before the members of the study team have 
done so. A third risk is that the more detailed information is in a data set, the easier it is to re-
identify an individual in that data set, particularly if “side information” is included (Dwork, 
2014). For some situations in which the risk of identification is judged to be too high—for 
example, with sensitive health conditions or when harm may come to identified participants—
sharing may not be advisable. Finally, the risk of re-identification of trial participants increases 
as the scope of data on each person and the number of participants increase. Using “big data” 
analytic techniques on de-identified data, researchers may re-identify participants by combining 
additional information, or determine whether an individual about whom they have independent 
information is a participant in the study and draw inferences about him or her, as discussed in 
Chapter 3.  

 
Conclusion: Sharing the analyzable data set would benefit science and public 
health by allowing reanalysis, meta-analysis, and scientific discovery through 
hypothesis generation.  
 
Conclusion: The risks of sharing individual participant data are significant and 
need to be mitigated in most cases through appropriate controls. In certain 
circumstances, the risks or burdens may be so great that sharing is not feasible or 
requires enhanced privacy protections. 

Metadata and Additional Documentation 

To use clinical trial data (e.g., to perform the primary analysis or carry out confirmatory 
or exploratory analyses), researchers need metadata (i.e., “data about the data”) and additional 
documentation beyond the individual participant data described above. Currently the trial 
registration data set of 20 items identified by WHO is publicly available for most trials (WHO, 
2014). This data set includes the trial and investigator identification information, names of 
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sponsors and funders, study type, participant enrollment information, and primary and secondary 
outcomes. These 20 items, however, are a small subset of the metadata and additional 
documentation developed for clinical trials, which include the data sharing plan, protocol and all 
amendments, SAP and all amendments, analytic code, and other documents described in Box 4-1 
and below.  

 
BOX 4-1 

Metadata and Additional Documentation 
 

• Data sharing plan 
• Clinical trial registration number and data set (available through ClinicalTrials.gov and 

other World Health Organization [WHO] registries) 
• Full trial protocol (e.g., all outcomes, study structure), including first version, final 

version, and all amendments 
• Manual of operations describing how a trial is conducted (e.g., assay method) and 

standard operating procedures, including names of parties involved, specifically 
- names of persons on the clinical trial team, trial sponsor team, data management 

team, and data analysis team; and  
- names of members of the steering committee, Clinical Events Committee (CEC, 

which adjudicates endpoints), and Data and Safety Monitoring Board (DSMB)/Data 
Monitoring Committee (DMC), as well as committee charters 

• Details of study execution (e.g., participant flow, deviations from protocol) 
• Case report templates describing what measurements will be made and at what time 

points during the trial, as defined in the protocol 
• Informed consent templates describing what participants agreed to, what hypotheses 

were included, and for what additional purposes participants’ data may be used 
• Full statistical analysis plan (SAP), which includes all amendments and all 

documentation for additional work processes (including codes, software, and audit of the 
statistical workflow) 

• Analytic code describing the clinical and statistical choices made during the clinical trial 
 

Data Sharing Plan 

The data sharing plan describes what specific types of data will be shared at various time 
points and how to seek access to the data. According to the National Institutes of Health (NIH),  

 
The precise content of the data-sharing plan will vary, depending on the 
data being collected and how the investigator is planning to share the data. 
Applicants who are planning to share data may wish to describe briefly the 
expected schedule for data sharing, the format of the final data set, the 
documentation to be provided, whether or not any analytic tools also will 
be provided, whether or not a data-sharing agreement will be required and, 
if so, a brief description of such an agreement (including the criteria for 
deciding who can receive the data and whether or not any conditions will 
be placed on their use), and the mode of data sharing (e.g., under their own 
auspices by mailing a disk or posting data on their institutional or personal 
website, through a data archive or enclave). (NIH, 2003) 
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Sharing the data sharing plan publicly before the first participant is enrolled allows the 
public, Research Ethics Committee, and potential participants to know what the sponsor and 
investigator are planning to do. As noted in Chapter 3 and Box 4-1, the data sharing plan should 
be discussed during the informed consent process. Disclosure of the data sharing plan also helps 
identify cases in which the sponsor changed its plan for data sharing after the trial began.  

To be useful to potential secondary users of a clinical trial data set, the data sharing plan 
needs to be publicly available and readily accessible. One means of accomplishing this goal is to 
make data sharing plans a 21st element in the WHO trial registration data set.  

In the interests of full transparency, the data sharing plan should include a comprehensive 
justification for any intent not to share data. In some situations, an exception to sharing the 
analyzable data set may be appropriate, or additional controls over access may be required. This 
may occur, for example, because of exceptional privacy risks. Such exceptions to usual data 
sharing plans should be made publicly available.  

Trial Protocol 

The trial protocol provides the overall experimental design. It describes the rationale for 
the trial, the eligibility and exclusion criteria for participants, the primary and secondary 
hypotheses and the corresponding primary and secondary outcome measures, the methods used 
to identify and adjudicate adverse events, and other measures intended for use in evaluating the 
intervention, as well as a full description of the entire study and all interventions and tests and 
how they are to be administered. An SAP should also be part of the protocol. When registering a 
trial, investigators and sponsors must provide both a brief summary and a detailed description of 
the protocol (see Box 4-2).  

 
BOX 4-2 

Required Descriptions of Trial Protocols 
 
According to ClinicalTrials.gov, the following descriptions of the protocol for a trial are 

required: 
 
Brief Summary  
Definition: Short description of the protocol intended for the lay public. Include a brief 
statement of the study hypothesis. (Limit: 5,000 characters)  
 
Example: The purpose of this study is to determine whether prednisone, methotrexate, 
and cyclophosphamide are effective in the treatment of rapidly progressive hearing loss 
in both ears due to autoimmune inner ear disease (AIED).  
 
Detailed Description  
Definition: Extended description of the protocol, including more technical information 
(as compared to the Brief Summary) if desired. Do not include the entire protocol; do 
not duplicate information recorded in other data elements, such as eligibility criteria or 
outcome measures. (Limit: 32,000 characters) 
 

SOURCE: ClinicalTrials.gov, 2012. 
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Over the life of a clinical trial, the protocol usually is modified a number of times. All 

amendments to the initial protocol should be dated and saved. To replicate or reproduce a study, 
other investigators need the version of the protocol in effect when the first participant was 
enrolled, as well as all modifications and the full protocol version in force when the data set was 
locked (and before unblinding). This should be the final protocol, as revisions made after the 
data set has been locked and unblinded are fraught with bias.  

 Sharing of protocols promotes protocol quality improvement efforts (e.g., Standard 
Protocol Items: Recommendations for Interventional Trials [SPIRIT]) (Chan et al., 2013), 
complements trial registration in identifying trials that were initiated, allows future auditing of 
data sharing, facilitates meta-analyses and systematic reviews, promotes greater standardization 
of protocol elements (e.g., interventions, outcomes), and may help reduce unnecessary 
duplication of studies. The full protocol with all amendments (see Figure 4-1) should be shared 
to help other investigators understand the original analysis, replicate or reproduce the study, and 
carry out additional analyses. 

Statistical Analysis Plan 

An SAP also is prespecified before the start of a trial. It may be amended during the trial 
while the data are blinded, but is finalized before the analysis is completed and the data are 
unblinded. The SAP drives the primary analyses of the analyzable data set. It describes the 
analyses to be conducted and the statistical methods to be used, as determined by the protocol. 
The SAP includes, for example, plans for analysis of baseline descriptive data and adherence to 
the intervention, prespecified primary and secondary outcomes, definitions of adverse and 
serious adverse events, and comparison of these outcomes across interventions for prespecified 
subgroups. These SAP-defined analyses are often extensive and can result in several dozen tables 
and figures.  

For many clinical trials, the SAP-defined analyses may not use all of the data available in 
the analyzable data set. Moreover, as discussed earlier, publications of clinical trials in peer-
reviewed journals generally draw on only part of the analyzable data set. Supplemental data 
often are collected to permit exploration of ancillary questions not directly related to the primary 
purpose of the protocol, and researchers may conduct exploratory and post hoc analyses not 
defined in the SAP to answer additional questions.  
  The full SAP describes how each data element was analyzed, what specific statistical 
method was used for each analysis, and how adjustments were made for testing multiple 
variables. The full SAP includes all amendments and all documentation for additional work 
processes from earlier versions. If some analysis methods require critical assumptions, data users 
will need to understand how those assumptions were verified.  

Sharing the SAP enables additional scientific discoveries by allowing other investigators 
to carry out alternative or additional analyses to test the robustness of published findings, such as 
post hoc subgroup analyses or composite endpoints; to compare outcomes from other trials; to 
plan meta-analyses; and to carry out exploratory studies to generate new hypotheses. In addition, 
sharing the SAP allows other investigators to replicate or reproduce the original analysis. 
Reproducibility of results is discussed in more detail below.  
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Analytic Code 

The analyzable data set from a clinical trial is transformed into scientific results through 
an analytic process that involves many steps and many clinical and statistical choices. These 
choices include, but are not limited to, which and how many analyses to conduct, which 
variables to include in an analysis, which statistical procedures to use, and whether and how to 
adjust analyses statistically for confounders. Some of these choices are detailed in the study’s 
SAP, while other choices are necessarily made during the process of data analysis. Regardless, 
these choices are reflected in the statistical programming code used to produce the study results. 
Another researcher attempting to reproduce the findings of a trial will need access to the 
statistical programming code, as well as the version of the software used.  

To promote overall scientific validity and trust in the clinical research enterprise, there 
has been an increasing focus on ensuring the reproducibility of research (Collins and Tabak, 
2014; IOM, 2014; Jasny, 2011). Reproduction requires access to the original analytic code, 
which reflects the investigators’ clinical and statistical choices, detailed earlier, that may not 
have been included in any data analysis plan or publication. Access to the analytic code also 
allows for verification of the correctness of the code, and should be coincident with the 
availability of the data. Recent examples of coding errors in widely quoted economic reports 
have come to light because independent researchers had access to the data and the analytic code 
(Giles, 2014; Krugman, 2013). In a highly publicized example, external scientists raised 
concerns about the validity of gene-expression tests that were used to assign treatment arms in 
three NIH-sponsored cancer clinical trials. The study team did not respond to requests by 
external scientists to obtain the analytic code for the studies presenting the tests; when external 
biostatisticians obtained access, they identified serious errors (IOM, 2012). Arguably, had the 
analytic code and full analytic data set of the publications been shared, serious harms to 
participants in the cancer clinical trials—including misclassification of patients as being at low 
or high risk of recurrence—could have been averted. Such examples illustrate the importance of 
demonstrating statistical reproducibility. Sharing of the analytic code along with the analytic data 
set also aligns with the principles of transparency and accountability that underlie effective 
sharing of clinical trial data. At the same time, licensing models for reproducible research are 
needed to protect the rights of investigators over their code and associated products (IOM, 2012; 
Laine et al., 2007; Sandve et al., 2013; Stodden, 2009, 2013). 

 
Conclusion: The clinical trial protocol, SAP, amendments, and other metadata 
need to be shared along with the analyzable data set so that secondary 
investigators can plan and carry out analyses rigorously and efficiently.  
 
Thus, a “full data package”—which the committee defines as the full analyzable data set, 

the full protocol (including first version, final version, and all amendments), the SAP (including 
all amendments and all documentation for additional work processes), and the analytic code—
will allow for the majority of secondary analyses that other investigators may wish to carry out, 
including systematic reviews and meta-analyses of individual participant data.  
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Summary Data 

Box 4-3 lists some of the documents that are that are commonly generated based on 
analysis of the data from a clinical trial. These include publications describing the primary and 
major secondary outcomes specified in the protocol, summaries for registries, lay summaries, 
and CSRs for regulators. 

 

Publications 

 Several scientific journal publications are commonly derived from the prespecified 
analyses driven by the SAP and from post hoc analyses. Typically, a primary publication will 
address the primary and possibly the leading secondary outcome measures specified in the 
protocol. The primary publication will also include the baseline measures to demonstrate the 
comparability of participants in the different intervention arms and comparisons across the 
intervention arms of any adverse events of major interest or frequency. Subsequent journal 
publications may address in greater detail a specific aspect of the primary analysis that was not 
included in the primary publication or analyze outcomes in particular prespecified subgroups of 
participants. Each journal publication is supported by a specific analytic data set corresponding 
exclusively to the data used to generate the tables and figures in the publication (which will be a 
subset of the full analyzable data set). A snapshot of each analytic data subset is typically stored 
in a separate set of data files to document the data used for each journal publication.  

The committee appreciates that many clinical trialists plan to publish a number of papers 
from the data collected during a trial, particularly a long and complex trial. Other important 
secondary analyses may become apparent only after the trial team has become familiar with the 
data. As noted earlier, particularly for junior members of the clinical trial team, the prospect of 
being lead author on a secondary analysis is viewed as their fair professional reward for their 
work in planning and carrying out the trial. Understandably, these investigators might feel 
distressed and demoralized by the possibility that other investigators who did not put effort into 
collecting the data would gain priority in publishing secondary analyses on the basis of shared 
data. On this issue, the committee shares the view of a previous National Research Council 
committee (addressing the more general context of life science research):  

 
Community standards for sharing publication-related data and materials should 
flow from the general principle that the publication of scientific information is 
intended to move science forward. More specifically, the act of publishing is a 
quid pro quo in which authors receive credit and acknowledgment in exchange for 

BOX 4-3 
Documents Based on Analysis of Clinical Trial Data  

 
• Publications (including those in peer-reviewed scientific journals) 
• Summaries of results for registries (e.g., for ClinicalTrials.gov)  
• Lay-language summaries 
• Clinical study reports (CSRs) 

- Full CSR, with or without appendixes 
- CSR synopsis (executive summary) 
- Redacted CSR  
- Abbreviated CSR 
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disclosure of their scientific findings. An author’s obligation is not only to release 
data and materials to enable others to verify or replicate published findings (as 
journals already implicitly or explicitly require) but also to provide them in a form 
on which other scientists can build with further research. All members of the 
scientific community—whether working in academia, government, or a 
commercial enterprise—have equal responsibility for upholding community 
standards as participants in the publication system, and all should be equally able 
to derive benefits from it. (NRC, 2003) 

 
The committee agrees that sharing the analytic data set supporting a publication is an 

integral part of the process of communicating results through publication. Once a study finding 
has been published, the scientific process is best served by allowing other investigators to 
reproduce the findings and carry out additional analyses to test the robustness of the published 
conclusions. Robust conclusions increase confidence in the validity of the publication’s findings. 
For example, repeating the prespecified analysis and obtaining identical results will provide 
evidence that the results of the study, given the approach taken to data collection and analysis, 
are accurate. If alternative analyses addressing the research questions in the publication also 
yield the same findings, the reported findings can be considered robust. By contrast, if the 
published results do not hold when analytic approaches other than the prespecified approach are 
used, the report’s findings may need to be qualified, modified, or discussed further. In this case, 
readers of the publication will have reason to be cautious in applying the reported results to 
clinical practice or the design of future trials. Access to data that allow replication of the 
published results can therefore benefit the public by strengthening the evidence base on which 
physicians draw when making clinical recommendations.  

Turning to what data should be shared after publication of a manuscript, the committee 
advocates sharing all the data that are needed to support the results reported in a manuscript, 
including those presented in tables, figures, and supplementary material. The committee refers to 
this as the “post-publication data package,” which consists of the analytic data set and metadata, 
including the protocol, SAP, and analytic code, supporting published results. 

 
Conclusion: It is beneficial to share the analytic data set and appropriate 
metadata supporting published results. 

Results Summary for Registries and Lay-Language Summary  

Many clinical trials are subject to a requirement that their results be reported to one or 
more registries, in formats specified by the particular registry. These summaries, which are 
publicly available on the registry website, are generally limited to major outcomes and adverse 
events.6 As mentioned in Chapter 3, the Food and Drug Administration Amendments Act of 

                                                 
6 Adverse events are “unfavorable changes in health, including abnormal laboratory findings, that occur in trial 
participants during the clinical trial or within a specified period following the trial” (ClinicalTrials.gov, 2014). 
Generally, two types of adverse event data sets are generated at the conclusion of a trial, described as follows by 
ClinicalTrials.gov:  
 

Serious Adverse Events: A table of all anticipated and unanticipated serious adverse events, grouped by 
organ system, with number and frequency of such events in each arm of the clinical trial. 
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2007 (FDAAA) requires results of trials of FDA-regulated products to be reported to 
ClinicalTrials.gov within 12 months of study completion. However, a 2012 study found that the 
results of 30 percent of 400 clinical trials had neither been published nor reported on 
ClinicalTrials.gov 4 years after study completion (Saito and Gill, 2014). Following this study and 
others showing a similar dearth of reporting of results for registered trials, HHS has proposed a 
new rule requiring that results of trials of unapproved products. NIH has also proposed a new 
policy calling for all NIH-funded trials not subject to the FDAAA (e.g., trials of surgical or 
behavioral interventions and phase 1 trials), also be reported to ClinicalTrials.gov within 12 
months of study completion (Hudson and Collins, 2014). In support of this proposed rule, Drs. 
Hudson and Collins state in an editorial in the Journal of the American Medical Association 
(JAMA), 

 
When research involves human volunteers who agree to participate in clinical 
trials to test new drugs, devices, or other interventions, this principle of data 
sharing properly assumes the role of an ethical mandate. These participants are 
often informed that such research might not benefit them directly, but may affect 
the lives of others. If the clinical research community fails to share what is 
learned, allowing data to remain unpublished or unreported, researchers are 
reneging on the promise to clinical trial participants, are wasting time and 
resources, and are jeopardizing public trust (Hudson and Collins, 2014). 

 
The committee strongly endorses this reasoning and agrees that public reporting of 

clinical trial results is an ethical mandate. As noted above, although sharing of clinical trial 
results has been a requirement, not all investigators and sponsors have fulfilled it. In conjunction 
with the proposed new requirement, NIH recently announced a multipronged approach to 
increasing the reporting of public summaries of clinical trial results (NIH, 2014). As a positive 
incentive, ClinicalTrials.gov is increasing one-to-one support for the posting of these summaries. 
As an enforcement mechanism, NIH will begin to withhold funds from grantees who do not 
comply and will take reporting of results into account when reviewing future grant applications 
(Kaiser, 2014). The committee appreciates that in a similar manner, adoption of 
recommendations for sharing clinical trial data (beyond public posting of summary results) may 
well face challenges in implementation and acceptance. The committee notes that, in support of 
the requirement to post summary results, ICMJE has modified its statement on registration of 
clinical trials to make clear that reporting summary results in tabular form in a registry or with a 
500-word descriptive abstract is not considered prior publication (ICMJE, 2014). 

Additionally, clinical trial participants are interested in knowing the aggregate results of 
the trial in lay language. A lay-language summary is a brief, nontechnical overview written for 
the general public and trial participants. Lay summaries of the clinical trial protocol are often 
required by Research Ethics Committees to assist their nonscientist members in the protocol 
review and approval process. Sponsors or investigators commonly prepare lay-language press 
releases after publishing articles or making presentations at professional meetings. However, 
sending lay-language summaries of clinical trial results to participants is uncommon (Getz et al., 

                                                                                                                                                             
Other (Not Including Serious) Adverse Events: A table of anticipated and unanticipated events (not 
included in the serious adverse event table) that exceed a frequency threshold within any arm of the clinical 
trial, grouped by organ system, with number and frequency of such events in each arm of the clinical trial. 
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2012). A recent study suggests that trial participants would value such summaries and that 
providing them is feasible (Getz et al., 2012).  

As a matter of public transparency and respect for participants, the committee supports 
publicly sharing summaries of results for registries and lay-language summaries with participants 
after publication of an article, presentation at a professional meeting, issuance of a press release, 
or disclosure to the Securities and Exchange Commission, or no later than 1 year after 
completion of the trial.  

Clinical Study Report  

When a clinical trial is submitted to regulatory agencies as part of an application for 
marketing approval of an intervention or new indication, the trial sponsors usually submit a 
detailed CSR. Specifications for CSRs have been defined by the International Conference on 
Harmonisation (ICH) and adopted by the FDA, the EMA, and the Japanese Ministry of Health, 
Labor, and Welfare in an effort to simplify the application process for new interventions globally 
(ICH, 1995). According to the FDA guidance, the CSR is an 

 
integrated full report of an individual study of any therapeutic, prophylactic 
or diagnostic agent … conducted in patients. The clinical and statistical 
description, presentation, and analyses are integrated into a single report 
incorporating tables and figures into the main text of the report or at the end 
of the text, with appendices containing such information as the protocol, 
sample case report forms, investigator-related information, information 
related to the test drugs/investigational products including active 
control/comparators, technical statistical documentation, related publications, 
patient data listings, and technical statistical details such as derivations, 
computations, analyses, and computer output. (FDA, 1996, p. 1) 
 

Although a CSR contains mainly summary data and summary tables and graphs, it also 
usually contains considerable additional information (often thousands of pages), including, as 
described in the definition above, numerous large appendixes. Supplemental information can 
include detailed narratives describing individual participants. In some instances, the CSR and/or 
its appendixes may include identifiable participant information, commercially confidential 
information, or other protected health information or intellectual property. Currently sensitive 
information about sponsor strategy or manufacturing may be contained in the background, 
rationale, and interpretation sections of a CSR because the investigators and sponsor did not 
anticipate that anyone other than the sponsor, regulatory authorities, and the investigative team 
would have access to the CSR. A CSR synopsis (i.e., executive summary) is sometimes drafted 
to accompany a full CSR. Some of the supporting clinical trials included in a regulatory 
submission do not directly contribute to the evaluation of the effectiveness of the intervention; 
for these studies, sponsors may be permitted to submit an abbreviated CSR (FDA, 1999). CSRs 
must be carefully reviewed and manually redacted of any personally identifiable and 
commercially confidential information before they are shared with persons other than regulatory 
authorities.  

Sharing CSRs, which provide far more information than is contained in published 
articles, allows other investigators to carry out meta-analyses and systematic reviews that 
combine data from a number of trials. Because a large proportion of clinical trial data is never 
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published, critical reviews and meta-analyses that do not draw on unpublished data in CSRs may 
be biased (Doshi et al., 2013). Furthermore, there can be discrepancies between published results 
and CSRs (Doshi and Jefferson, 2013; Jefferson et al., 2014), so access to CSRs allows other 
investigators to correct errors or understand discrepancies in the published literature. In addition, 
sharing CSRs allows other investigators to gain new insights by analyzing the spectrum of data, 
including data on efficacy and safety, among different subgroups of patients. Therefore, a “post-
regulatory data package” will consist of the full data package, including the full analyzable data 
set, the full protocol (including the initial and final versions and all amendments), the SAP 
(including all amendments and all documentation for additional work processes), the analytic 
code, and the CSR (redacted for commercially or personal confidential information).  

 
Conclusion: Sharing the CSR will benefit science and public health by allowing a 
better understanding of regulatory decisions and facilitating use of the analyzable 
data set. 
 
Conclusion: CSRs may contain sensitive information, including participant 
identifiers and commercially confidential information. The risks of sharing CSRs 
are significant and may need to be mitigated in most cases through appropriate 
controls. 

Legacy Trials  

The benefit of sharing data from legacy trials (i.e., trials initiated before this report was 
issued) is similar to the benefit of sharing data from future trials: other researchers can reproduce 
the original findings and carry out secondary analyses and meta-analyses, and this additional 
knowledge benefits the public and patients. Many treatment decisions are based on evidence 
from past clinical trials, and thus the potential benefits from sharing those data should not be 
ignored.  

However, sharing data from legacy clinical trials also presents particular risks and 
challenges, which need to be balanced against the potential benefits. One concern is the higher 
cost of preparing the data for sharing relative to future trials. Data collected during older trials 
may not be as easily redacted for sensitive information; for example, CSRs can contain 
commercially confidential information about further analyses, studies, or strategies for regulatory 
approval or data or narratives that allow participants to be identified. Such CSRs need to be 
redacted by hand to remove commercially confidential information and identifiable participant 
information—a laborious and expensive process. In contrast, future clinical trials can design 
CSRs to exclude such sensitive information prospectively.  

A second concern is that after a trial has been completed, staff who are most familiar with 
the data set generally move on to other research projects or organizations and therefore are not 
available to answer questions about the data set from secondary users. Even if the staff can be 
located and are available, they may have forgotten key features of the data set. While staff 
turnover and loss of familiarity are an issue after the conclusion of any clinical trial, the problem 
becomes more serious as the time since study completion becomes longer.  

A third challenge is the marked variability in how consent forms for older clinical trials 
address data sharing (O’Rourke and Forster, 2014). Some consent forms expressly exclude the 
type of data sharing that is being considered here, while others may be ambiguous or silent on 
the matter. Although it is legally acceptable to share the trial data without the consent of the trial 
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participants (for example, if the data have been de-identified), Research Ethics Committees may 
or may not allow data sharing that is contrary to the consent form even if the data are de-
identified. Moreover, in a multisite trial, consent forms from different sites may differ. If data 
from only some sites are available for sharing, secondary analyses will be carried out on a 
different data set from that used by the original clinical trialists, and inconsistencies between 
secondary and original analyses will result.  

Finally, the results of some completed trials may be viewed as having little scientific or 
clinical import, for example, because the trial was poorly designed, the intervention was not 
approved, or if approved is not widely used in clinical care. For such legacy trials, the costs and 
effort of data sharing may better be spent on creating infrastructure and processes for data 
sharing for future clinical trials, when data collection can be designed with data sharing in mind. 
However, the committee believes great benefit would be gained from sharing data from legacy 
trials that continue to influence decisions about clinical care, and sponsors and investigators are 
encouraged to make every effort to share those data when requested to do so.  
 

Conclusion: Sponsors and principal investigators will decide, on a case-by-case 
basis, whether they will share data from clinical trials initiated before the 
recommendations in this report are implemented. They are strongly urged to do 
so for major and significant clinical trials whose findings influence decisions 
about clinical care.  

WHEN DATA PACKAGES SHOULD BE SHARED  

As discussed previously, vast amounts of data from clinical trials currently are never 
made public or shared beyond the original investigator team or company, although, as noted in 
previous chapters, this situation is beginning to change. This section presents the committee’s 
findings and conclusions regarding when the various types of clinical trial data detailed above 
should be shared. As noted earlier, the committee acknowledges that currently no single body or 
authority is capable of enforcing its recommendations for all stakeholders; rather, the committee 
interpreted its charge as helping to establish professional standards and set expectations for 
responsible sharing of clinical trial data. Given the complexities of the issues surrounding data 
sharing, the committee found it helpful to separate the consideration of when data should be shared 
from that of how they should be shared. This chapter focuses on the former question; the terms, 
conditions, and operational strategies for how data should be shared—including whether data should 
be made available to the public or access should be controlled in some manner—are discussed in 
detail in Chapter 5.  

The committee appreciates the wide variation in clinical trials with regard to the clinical 
conditions and interventions studied, trial designs, and populations of participants. Given this 
variation, the recommendations regarding the timing for the sharing specific types of data 
detailed at the end of this chapter need to be implemented with discretion and a willingness to 
consider exceptions to general rules. Justifiable exceptions should be permitted, particularly 
when there are compelling public health reasons for doing so. The committee believes that 
agreement regarding common exceptions will develop over time.  

The committee expects that standards for responsible sharing of clinical trial data will 
evolve. The implementation of data sharing will require new infrastructure and will be facilitated 
by changes in how clinical trials are carried out and analyzed, as well as changes in the culture of 
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the clinical trials enterprise. As this occurs, the committee expects that data will be shared in a 
more timely manner than its current recommendations, particularly with respect to the analytic 
data set supporting a publication.  

Finally, the committee hopes that the evolution of responsible sharing of clinical trial data 
will be guided by evidence. There are many unknowns, opportunities, and controversies entailed 
in sharing clinical trial data that could be clarified with empirical data. For example, it is not yet 
known what actual benefits will flow from sharing clinical trial data and what adverse 
consequences will occur. Comparisons of different approaches to implementing data sharing will 
be enlightening, helping to identify challenges, ways of overcoming them, and best practices that 
could be more widely adopted. It would be desirable for stakeholders in clinical trials to convene 
after some experience with sharing clinical trial data has been gained, perhaps in 3 to 5 years, so 
they can reconsider, based on evidence, the timing of data sharing and the conditions under 
which various types of data should be shared.  

In deliberating on when the various types of clinical trial data should be shared, the 
committee found it helpful to summarize the benefits and concerns, discussed in detail in 
Chapter 3, associated with the timing of data sharing from the perspectives of key stakeholders:  

 
• Benefit patients and future research participants. An essential step in science is 

verification and replication of investigators’ claims. Once investigators have published 
their findings, as responsible scientists they should allow other researchers to subject 
those findings to scrutiny. Allowing timely verification and reproduction serves the 
public good by preventing other researchers or clinicians from building upon findings 
whose validity cannot be established and by preventing patients from receiving 
recommendations for clinical care that are based on invalid information. Moreover, 
sharing clinical trial data benefits patients by allowing other investigators to carry out 
additional analyses that provide valid scientific information about the effectiveness and 
safety of the study intervention. In addition, sharing clinical trial data prevents 
participants in future research from being placed at unwarranted risk because the 
benefits of an intervention are smaller or the risks greater than claimed in a publication. 
Furthermore, sharing clinical trial data may increase public trust in the scientific and 
clinical trials ecosystem.  

• Protect the professional interests of clinical trialists in gaining fair professional 
rewards for their intellectual effort and time by giving them reasonable time to analyze 
and publish data from a trial they have planned and carried out. In the long run, this 
protection of the interests of trialists will benefit the public and future patients by 
creating incentives for investigators to carry out clinical trials; conversely, failure to 
allow clinical trialists time to publish their findings will discourage investigators from 
proposing and conducting trials.  

• Protect the commercial interests of the sponsors in gaining regulatory approval for a 
product or indication they have developed and tested, so that they can gain fair 
financial rewards for their investment of financial and intellectual capital. If a sponsor 
shares extensive data before a product gains regulatory approval, follow-on developers 
may gain commercial and strategic advantages. In addition, as a matter of fairness, 
other companies should not use shared clinical trial data as the predominant basis for 
their own regulatory submissions—for example, seeking approval for a generic version 
of the product in a country that does not recognize data exclusivity. In the long run, 
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such incentives to sponsors will benefit the public and future patients by incentivizing 
investors and companies to develop new medical products and bring basic science 
discoveries to patients; failure to do so will discourage investments in health care 
innovation and product development that would ultimately benefit future patients.  

• Allow other researchers to access the data in order to reproduce the results of a 
published trial, synthesize results across trials, and carry out additional or exploratory 
analyses. Such secondary uses of the data will increase the benefits to society and 
future patients in terms of knowledge gained from the clinical trial and the 
contributions of the trial participants.  

 
Policies regarding responsible sharing of specific clinical trial data at particular times in 

the life cycle of a clinical trial need to balance these countervailing goals and interests. To strike 
a reasonable balance, the committee proposes releasing specific types of clinical trial data 
“packages” at different time points in the life of a clinical trial (see Figure 4-2). 

As discussed below, the committee determined that most clinical trial data should not be 
shared routinely before study completion. Sharing data before this time would jeopardize the 
integrity of the clinical trial process and risk the scientific validity of the results. As a matter of 
fairness, clinical trialists should have a moratorium that lasts long enough for them to gain fair 
professional rewards from their effort by publishing their work. Similarly, sponsors should have 
a “quiet period” of a reasonable length to allow for the regulatory process of seeking approval for 
a new product or indication. Giving too much weight to the interests of secondary users and 
competitor sponsors in gaining access to data would in the long run present strong disincentives 
for clinical trialists to design and carry out future trials and for sponsors and their investors to 
develop and test new products and indications.  

Notwithstanding this general presumption that clinical trial data should not be shared 
before the conclusion of a trial, and allowing for a reasonable moratorium and quiet period, the 
committee recognizes that exceptions to this presumption are justified. For example, as discussed 
in more detail below, once a clinical trialist and sponsor publish the results of a clinical trial, the 
goal of allowing verification and replication of a public claim regarding the study intervention 
takes on additional importance, and changes how the countervailing goals described above 
should be balanced.  

Publication 

As noted earlier, a publication from a clinical trial is a public statement and discussion 
about the findings of a trial. Rapid publication commonly occurs with findings that are 
considered highly important scientifically or clinically. Thus, clinical trialists may publish the 
results of a trial shortly after its completion. For some trials, trialists may publish the primary 
trial endpoints despite ongoing longer-term participant follow-up; in this case, the last 
participant’s last visit may not occur for some time, and hence the full analyzable data set may 
not be complete at the time of the original publication. Regardless, once a study finding has been 
published, the scientific process is best served by allowing other investigators to reproduce the 
findings and carry out additional analyses to test the robustness of the published conclusions. 
Unless other investigators can reproduce the findings, claims could be made that might mislead 
other researchers working on similar products or create an impression among clinicians that a 
drug is safer or more effective than it really is. Even if a drug is not yet on the market, the “buzz” 
anticipating approval might set the stage for overly enthusiastic adoption. 
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As discussed previously, the committee appreciates that many clinical trialists feel 
strongly that, having put years of effort into carrying out a clinical trial, it is only fair that they 
have the opportunity to write a series of papers analyzing data collected during the trial before 
other investigators have access to the data. Although sharing data after the results of a trial have 
been published benefits the public and the scientific process, trial investigators face risks that 
competitors could publish additional trial findings before they can do so. When reporting the 
primary results of clinical trials, investigators routinely report a variety of participant 
characteristics. Reporting these characteristics enables readers to assess the types of patients to 
whom the results apply, and investigators sometimes use such characteristics to adjust analyses 
for differences among participants across the trial arms. These uses of participant characteristics 
augment the utility of the primary manuscript. On the one hand, sharing the individual 
participant analytic data set supporting the results reported in the publication will allow other 
researchers to scrutinize, verify, and reproduce the conclusions reported to determine their 
validity and robustness. On the other hand, the analytic data set supporting the publication, if 
shared, will also enable other investigators to carry out subgroup analyses, or assessments of 
whether the effects of the intervention differ among different types of patients. Because such 
prespecified subgroup analyses are often the topic of a second paper planned by the trialists, they 
have an interest in maintaining a period of exclusive access to these data following publication of 
the initial manuscript. 

The committee was mindful of these countervailing goals of sharing clinical trial data 
soon after publication, and appreciates that the scientific community is divided over when the 
analytic data set supporting a publication should be shared. It is likely that some trialists believe 
they need 1 year to carry out secondary analyses they were planning. Moreover, clinical trialists 
may fear that preparing the analytic data set for sharing immediately upon publication would 
pose an undue administrative burden. On the other hand, other stakeholders believe that the 
analytic data set should be shared simultaneously with publication so that others can reproduce 
the findings and build on discoveries. As noted previously, for example, the Bill & Melinda 
Gates Foundation recently announced that it will require that “data underlying the published 
research results be immediately accessible and open” (Bill & Melinda Gates Foundation, 2014). 
However, the Gates Foundation will allow a 1-year embargo on this requirement to allow 
investigators to transition to it (Bill & Melinda Gates Foundation, 2014).  

In an ideal clinical trials ecosystem, the committee would favor sharing of the analytic 
data set supporting a publication immediately upon publication. However, the committee 
recognizes that currently, many practical constraints and challenges need to be addressed before 
this can be recommended. For the present, the committee recommends a pragmatic compromise 
time frame of no later than 6 months after publication, with the expectation that in several years 
the standard will become sharing simultaneously with publication. The committee believes that 
at the present time, an expectation of no later than 6 months after publication balances the public 
health benefits of facilitating rapid reanalysis of reported data with the interests of investigators 
in maintaining a deserved competitive advantage in generating subsequent manuscripts. 

In its deliberations, the committee also considered the possibility that an expectation to 
share data within 6 months of publication may cause some investigators to delay publication to 
protect their competitive advantage. The committee believes this is unlikely because 
investigators are strongly motivated to publish important papers rapidly in order to gain credit 
and prestige. The committee also noted that for the vast majority of clinical trials, there is a time 
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period in which a manuscript is under review and in press, during which the trial team can work 
on secondary analyses without competitors having access to any data. 

The committee recognizes that, as with any guideline, there will be justifiable exceptions 
to this 6-month time period; thus it is not intended to be a hard-and-fast, inflexible rule. Case-by-
case exceptions can and should be made with respect to the time period or what data need to be 
shared for trials that adjust for covariates at baseline and for which sharing the underlying data 
supporting the adjustments would allow other investigators to carry out subgroup analyses that 
the clinical trialists had preplanned.  

For trials that are likely to have a major clinical, public health, or policy impact, the 
committee favors sharing the analytic data set sooner than the 6-month window. More rapid 
sharing will allow the results of important trials to be translated more promptly into improved 
clinical care, public health, and public policy after other investigators have scrutinized the data. 
The committee notes that for the majority of trials, sharing the analytic data set will not allow 
other investigators to carry out secondary analyses but only to reproduce the published findings.  

One situation that would justify a shorter time period between publishing the primary 
results and sharing the analytic data set is a publication showing that a drug already marketed is 
effective for preventing or treating an infection causing a public health crisis, such as pandemic 
influenza. In such a case, to enable public health officials to plan guidelines and decide whether 
to stockpile and distribute the drug, it would be desirable to have other investigators analyze data 
from this pivotal clinical trial to ascertain whether its findings were robust. In this situation, 
urgent public health considerations should override the clinical trialists’ interests in protecting 
their advantage in carrying out additional analyses. These additional analyses may supplement 
discussions among government agencies and sponsors around the world as new data are being 
generated.  

Another example of justification for a shorter time period before sharing the analytic data 
set supporting a publication is a trial comparing standard medical practices or therapeutic targets 
in wide clinical use with no implications for regulatory approval of products or indications. If a 
well-designed, adequately powered trial showed that a widely used practice was less effective or 
less safe than another widely used alternative, and if the differences would have great clinical 
significance, the trial findings could strongly influence clinical practice. In such a case, 
shortening the time before clinical trial data are shared would be justified so that other 
investigators could reproduce the published findings or employ different valid analytic 
approaches. These additional analyses could establish more rapidly whether the trial findings 
were sufficiently robust to warrant prompt modifications in clinical practice. Shortening the 
period before data are shared would be particularly warranted if it were highly unlikely that a 
second confirmatory trial of the same hypothesis would be carried out.  

An example of a high-impact pivotal clinical trial comparing clinical interventions and 
therapeutic approaches widely used in practice is the ARDSNet studies showing “improved 
survival with lung protective ventilation and shortened duration of mechanical ventilation with 
conservative fluid management” (NHLBI ARDS Network, 2010). Additional trials suggested 
“no role for routine use of corticosteroids, beta agonists, [or] pulmonary artery catheterization.” 
These trials had an important impact on the clinical care of patients with acute respiratory 
distress syndrome (ARDS). In such a case, the public health interest in major improvements in 
patient outcomes should override the concerns of the clinical trialists that their advantage in 
carrying out secondary analyses might be compromised by sharing data on how outcomes were 
adjusted for covariates. 
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This problem exists not just for publicly funded trials, but also for trials funded privately 
by industry and nonprofit sponsors, and across countries and sizes and phases of trials (Ross 
et al., 2009). Another study found that 29 percent of completed clinical trials had not been 
published or posted 4 years after completion (Saito and Gill, 2014). Further, a body of evidence 
reveals selective publication bias (i.e., publication of positive results at a higher rate) (Bardy, 
1998; Chan et al., 2004; Decullier et al., 2005; Dickersin and Min, 1993; Dickersin et al., 1992; 
Dwan et al., 2008; Easterbrook et al., 1991; Ioannidis, 1998; Krzyzanowska et al., 2003; 
Misakian and Bero, 1998; Stern and Simes, 1997; Turner et al., 2008; von Elm et al., 2008). 

Based on these findings, the committee concluded that steps should be taken to encourage 
timely publication of clinical trial results and sharing of clinical trial data after the study 
investigators have had a fair opportunity to publish their findings. However, if the clinical trial 
team does not publish its findings in timely manner, other investigators should have the 
opportunity to access and analyze the trial data so the public can gain the benefit of knowledge 
produced by the trial and the contributions of participants who volunteered to participate. It is 
important that negative as well as positive clinical trial results be made known and the 
underlying data shared. For several reasons, the committee rejected the option of sharing clinical 
trial data immediately upon the conclusion of a trial. Instead, the committee concluded that the 
moratorium discussed above should be provided, for several reasons. First, the primary 
investigators, who designed the trial, secured funding, implemented trial-related procedures, 
trouble-shot unexpected problems, and carried out data collection, should be given a fair 
opportunity to gain the rewards of publication and professional recognition for their intellectual 
contributions and efforts. Second, the primary investigators have unique insights into the 
strengths, weaknesses, and idiosyncrasies of the trial’s conduct and data, so they may be able to 
complete the planned analyses in the most rigorous and efficient fashion. Third, without having 
some competitive advantage in analyzing and publishing the results of a trial to which they 
devoted years of professional effort, highly trained clinical trialists might shift their careers 
toward other paths. In its public meetings, the committee heard clinical trialists declare that if 
other scientists could publish the results of a trial first, the trialists would have strong 
disincentives for undertaking the arduous process of organizing and conducting trials. If fewer 
scientists became clinical trialists, the production of clinical trial data would decline, and the 
result in the long run could be fewer new therapies and less evidence for important clinical 
decisions. Fourth, junior members of a clinical trial team might expect to be first author on a 
secondary paper from the trial, which would be a major milestone in their career. 

The committee understands that the recommendations presented here apply for the 
current academic reward system. As discussed previously, fair sharing of clinical trial data 
necessitates that sharing be valued independently as a duty of scientific citizenship. Thus as the 
academic reward system recognizes and affords fair credit for sharing data that enable other 
investigators to publish findings, the committee anticipates that the calculus for how much total 
credit can be obtained by sharing data earlier will evolve to favor more rapid sharing.  

 
Conclusion: Once a clinical trial has been completed, a moratorium before the 
trial data are shared is generally appropriate to allow the trialists who have 
planned the trial and generated the data to complete their analyses. 
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 After concluding that clinical trial data should be shared only after a moratorium 
following completion of the trial, the committee considered how long that moratorium should be. 
In addition to balancing the countervailing interests and goals discussed above, the committee 
weighed the following pragmatic considerations. First, as noted above, the available data on the 
time to publication after completion of a clinical trial suggest that the percentage of trials 
published increases continuously over time, with a leveling off between 40 and 60 months after 
completion. Second, the original investigators in the clinical trial have a head start relative to 
secondary users that is longer than the moratorium period because, even after obtaining access to 
clinical trial data, a secondary investigator will require time to become familiar with the data set, 
to plan and run data analyses, and to prepare a manuscript for submission to a medical journal. 
Third, changing the incentives and expectations for sharing data and publishing results of clinical 
trials may change investigator behaviors. If investigators know they will share data at a certain 
time after completion of a trial, they may alter their planning to attempt to obtain appropriate 
levels of funding and staffing or arrange to collaborate so as to publish the primary and some 
secondary analyses within the moratorium period. For junior investigators planning to be lead 
author in secondary analyses, it will be important to carry out those analyses as soon as possible 
so that they can be submitted shortly after the primary paper has been accepted. 

How long the moratorium after trial completion should be is a matter of judgment. 
However, establishing a professional standard for the length of a moratorium is important to give 
all stakeholders in the clinical trials enterprise the same expectations. Sponsors and investigators 
who decide to release data sooner would be encouraged to do so for the sake of more rapid 
completion of secondary analyses. Other sponsors and investigators may have justifiable and 
predictable reasons to delay release beyond the moratorium period recommended here. If such 
circumstances can be anticipated when the trial is designed, it will be appropriate to include the 
expected delay as part of the data sharing plan at registration, and to provide the alternative 
expected time at which data will be shared for the trial.  

The committee also recognizes that what stakeholders consider acceptable for a 
moratorium period may change over time as more experience is gained with sharing clinical trial 
data, particularly if data are collected prospectively on the outcomes of such a data sharing 
policy. Such outcomes might include the Kaplan-Meier curves on the percentage and types of 
trials published as a function of time since trial completion, as well as investigators’ willingness 
to lead or participate in other clinical trials. Taking all these considerations into account, the 
committee reached the following conclusion regarding the best balance of countervailing 
interests and goals, recognizing that some stakeholders will advocate a shorter and some a longer 
moratorium.  

 
Conclusion: It is reasonable to expect clinical trial data that will not be part of a 
regulatory application to be available for sharing no later than 18 months after 
study completion. 

Regulatory Application 

This section addresses when the post-regulatory data package should be shared for those 
clinical trials that are intended to support a regulatory application for a new product or a new 
indication for a product already marketed. The committee considered when data should be shared 
for products and indications that are (1) granted regulatory approval, or (2) abandoned by the 
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sponsor (either before or after a regulatory submission) and/or licensed to another entity for 
further development.  

Regulatory Approval 

Regulatory authorities such as the EMA and the FDA have a more comprehensive view 
of clinical trial data relative to other secondary users of shared data. These two agencies make 
extensive efforts to understand, challenge, and reanalyze submitted data. In addition, both have 
mechanisms for asking questions, requesting new analyses or data sets from the trial sponsors, 
and obtaining external expert advice. Moreover, they have the authority—which they often 
exercise—to audit sponsors, as well as investigational sites. These audits include, for example, 
announced or unannounced visits to the sponsor to review the accuracy and veracity of the 
submitted files, interview staff, and test software and systems. Visits to investigational sites 
allow these agencies to review study documentation and procedures through interviews with 
study and hospital staff and review of administrative documents and patient and study records. 
Therefore, the agencies have the benefit of seeing how the data were collected and how they 
were handled and analyzed by the sponsor and of performing their own independent analysis of 
the data. They have the unique ability to evaluate individual study data in the context of all other 
studies conducted on the product, as well as other products—from other sponsors—in the same 
therapeutic area (especially those with similar mechanisms).  

Regulatory authorities have public health responsibilities. The FDA, for example, is 
charged with “protecting the public health by assuring the safety, efficacy and security of human 
and veterinary drugs, biological products, medical devices,” and “is also responsible for 
advancing the public health by helping to speed innovations that make medicines more effective, 
safer and more affordable, and by helping the public get the accurate, science-based information 
they need to use medicines and foods to maintain and improve their health” (FDA, 2014). 
Regulatory authorities also may have fewer conflicts of interest relative to sponsors and clinical 
trial investigators, by their very nature. The FDA is firewalled from the direct financial conflicts 
of interest that other secondary users of shared clinical trial data may have through research 
grants and contracts, although the FDA does receive funding through user fees. In addition, FDA 
staff are free from the academic need to publish papers to advance their careers.  

Given regulatory agencies’ broad perspective on the data, their public health mandate, 
and their accountability as government agencies, the committee believes, as noted earlier, that it 
is beneficial to allow regulators a “quiet period” as they carry out their review, during which 
clinical trial data need not be shared with other secondary users, even beyond the 18-month 
period after study completion. The committee concludes that a “post-regulatory data package”—
consisting of the CSR (redacted for commercially or personal confidential information), the full 
analyzable data set, the full protocol (including the initial and final versions and all 
amendments), the SAP (including all amendments and all documentation for additional work 
processes), and the analytic code—should be shared either 18 months after study completion or 
30 days after FDA and/or EMA approval, whichever occurs later. If regulatory approval is 
denied and the sponsor continues to pursue approval, the regulatory quiet period should continue 
so that competitors will not have the opportunity to use shared data for their own regulatory 
submissions even before the originator has obtained approval. Sponsors should have the 
opportunity to resubmit their application or have data and information requested by the 
regulatory authority evaluated during a quiet period. As discussed later, there should also be no 
disincentive for secondary sponsors that may want the opportunity to license and repurpose the 
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product even after initial nonapproval from regulatory authorities (see the discussion below 
regarding abandonment).  
 An important exception to the quiet period is if a sponsor chooses to publish a manuscript 
prior to regulatory approval, as commonly occurs with important trials and novel therapies. In 
this case, the sponsor has put the results out for scientific and medical discussion and therefore 
should share the analytic data set supporting the publication—in essence, negating the quiet 
period. Once the scientific and medical community has read a publication with the sponsor’s 
analysis and conclusions, the community should have the opportunity to scrutinize and reproduce 
the analysis and conclusions. Therefore, if the sponsor has elected to publish, the data supporting 
the publication—the post publication data package—should be shared no later than 6 months 
after publication even if the product has not yet been approved.  

Conclusion: It is beneficial to allow a “quiet period” while a product or 
indication is undergoing development for a regulatory application during which 
the full analyzable data set and metadata need not be shared unless the data are 
published.  

Abandonment 

 In some cases, a clinical trial (whether terminated early or completed) may be part of a 
product development program that is abandoned. Products and indications may be abandoned 
either before or after regulatory submission and for a variety of reasons. Sponsors may decide to 
abandon products and indications undergoing development for regulatory application for 
scientific or medical reasons (e.g., a lack of efficacy for the indication of interest or a serious 
safety issue) or for administrative reasons (e.g., business considerations, drug supply) (Paul and 
Lewis-Hall, 2013; Psaty and Rennie, 2003). If a product development program is abandoned,  
 

• the sponsor may continue to seek or already have regulatory approval for the product 
for a different indication, using other clinical trial data; or 

• the sponsor may abandon the new product under development for all indications, in 
which case the sponsor may or may not decide to transfer intellectual property rights 
to another sponsor, either for-profit or nonprofit, that wants to develop the product.  

 
If the sponsor transfers intellectual property rights to another sponsor, the new sponsor 

has an interest in having an exclusive period in which to conduct additional trials, seek additional 
patents, and prepare a regulatory submission (Rai and Rice, 2014). Lack of such an exclusive 
period would be a disincentive for another sponsor to develop the product and seek regulatory 
approval. Indeed, because of the potential importance of this approach to developing new 
therapies, the committee encourages making such decisions to transition abandoned products to 
other interested parties as expeditiously as possible.  

The committee also considered the case in which a sponsor abandons a product or 
indication and does not transfer the intellectual property rights to develop the product to another 
sponsor. In such cases, sharing clinical trial data may help other researchers studying and other 
sponsors developing similar products. The design of trials on these other products may be 
modified by the results of the abandoned trial, for example, if the results suggest safety or 
efficacy endpoints. If a sponsor abandons a new indication for a marketed product, sharing the 
clinical trial data can benefit other researchers, clinicians, and the public. Sharing data on a 
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product approved for other uses will increase general knowledge of the product, including its 
efficacy and safety profile. 
 Taking the above considerations into account, the committee reached the following 
conclusions regarding abandoned trials (whether terminated early or completed) conducted for 
products or indications intended for regulatory application. 
 

Conclusion: If a clinical trial has ended and the sponsor abandons development 
of a new product (and does not transfer rights to develop the product to another 
sponsor), it is appropriate to share the post-regulatory data package 18 months 
after the decision has been made definitively to abandon the product and not 
pursue further development.  

 
In this case, the 18-month moratorium will allow the trial investigators to analyze the data from 
the trial and publish their findings. This 18-month moratorium is similar to the moratorium for 
completed trials, allowing investigators to analyze and publish their work. As with all trial data, 
the analytic data set supporting a publication should be available no later than 6 months after 
publication. 
 

Conclusion: If a product will continue to be developed by the sponsor or if it is 
transitioned or licensed to a new sponsor that is pursuing development and 
approval, it is appropriate to share the post-regulatory data package 30 days 
after regulatory approval of the product or 18 months after study completion, 
whichever occurs later. 
 
Conclusion: If a sponsor will not be seeking regulatory approval of the new 
indication for a marketed product for which a trial was intended to be part of a 
regulatory submission, it is appropriate to share the post-regulatory data package 
18 months after the decision has been made definitively to abandon the 
indication.  

 
 Box 4-4 presents three case examples of the timeline for sharing clinical trial data. 
 

BOX 4-4 
Case Examples: Timeline for Sharing Clinical Trial Data 

 
Case 1: Trial Not for Regulatory Application 
 University X conducts a comparative effectiveness trial that is not intended for 
regulatory approval. The trial starts January 1, 2015, and includes secondary outcomes that 
are 5 years out, with study completion anticipated January 1, 2020. On July 1, 2018, University 
X publishes a paper on early outcomes. It should then release the post-publication data 
package by December 1, 2018. The remainder of the data that constitute the full data package 
should be released by July 1, 2021.  
 
Case 2: Regulatory Application—Approval 
 Sponsor Y runs a trial on a drug intended for regulatory approval. The trial is completed 
on July 1, 2014. Because this is a regulatory trial, the post-regulatory data package should be 
released 18 months after study completion (December 31, 2015) or 30 days after approval, 
whichever is later, if the product is approved, or 18 months after product abandonment if the 
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product is abandoned. Sponsor Y publishes an article on the primary outcome of the trial on 
February 1, 2015. As recommended by the committee, the investigators should then release 
the post-publication data package no later than August 1, 2015 (6 months after publication). 
The product is approved on March 1, 2016. The remainder of the data that constitute the post-
regulatory data package should be released by April 1, 2016.  
 
Case 3: Regulatory Application—Abandonment 
 Sponsor Z runs a trial on a drug intended for regulatory approval. The trial is completed 
on July 1, 2014. Because this is a regulatory trial, the post-regulatory data package should be 
released 18 months after study completion (December 31, 2015) or 30 days after approval, 
whichever is later, if the product is approved, or 18 months after product abandonment if the 
product is abandoned. Although results of the initial phase 2 trial ending on July 1, 2014, are 
encouraging, final analyses of the phase 3 trials reveal new safety issues, and the product is 
abandoned on August 31, 2017. Sponsor Z publishes an article on December 1, 2017. Sponsor 
Z should then release the post-publication data package before June 1, 2018. The remainder of 
the data that constitute the post-regulatory data package should be released by February 28, 
2019. 

Sharing Data with Participants  

 Clinical trial participants are interested in certain types of trial data, sometimes for 
purposes other than carrying out secondary analyses. Table 4-1 summarizes these types of data, 
when they should be shared, and the benefits/risks of sharing them. (Sharing of a summary of 
clinical trial results with participants was discussed earlier in the chapter.)  
 
TABLE 4-1 Timing and Benefits/Risks of Sharing Data with Participants  
Type of Data When Shared Benefits/Risks 
Trial results in lay language 1 year after study completion Benefit: informing participants of 

the trial’s scientific benefits  
Benefit: better public 
understanding of clinical trial 
results 
 

Individual participants’ own 
results of baseline clinical tests 

As discussed during participant 
enrollment and the informed 
consent process 
 

Benefit: potential benefit to 
participants through routine 
screening 

Individual participants’ own 
results of clinical tests obtained 
during the trial 

As discussed during participant 
enrollment and the informed 
consent process—typically after 
study completion 

Benefit: potential personal benefit 
to participants or to inform 
participation in future research 
Risk: concern that if results are 
shared during the trial, the trial 
could be unblinded and its results 
potentially biased through 
differential dropout rates 
Risk: concern that the clinical 
significance of innovative tests 
may be unclear 
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 The committee next turned to the issue of sharing individual participant data with 
participants. Clinical trial participants are increasingly interested in obtaining their own data 
gathered during a trial. In accordance with the conceptual framework for this report, the 
committee considered what individual data might be shared with a clinical trial’s participants and 
at what points during the trial.  
 Baseline individual data. At baseline, data may be collected from physical examinations; 
blood tests; and other tests that are routinely available in clinical practice, such as urine analyses, 
electrocardiograms, and chest x-rays. These data may have implications for participants’ own 
clinical care. For example, abnormal results for blood pressure or cholesterol may need to be 
followed up by a participant and his or her physician. If a participant has a chronic condition that 
requires periodic monitoring with clinical tests, sharing these data can obviate the need for 
duplicative tests. It is already good clinical trial practice to share such clinically actionable data 
with participants in real time. 
 Clinical data collected during the course of the trial. As in the case of baseline individual 
data, some data collected during a trial come from tests that are routinely available in clinical 
practice, such as tests ordered to assess endpoints or monitor adverse events. Abnormal findings 
may require follow-up by the participant and his or her physician in real time—for example, if 
there is evidence of cancer recurrence. In addition, it may be necessary to modify the dose of a 
drug, suspend its use, or carry out additional monitoring tests. The nature of the condition being 
studied and the study intervention will determine the benefits to the patient of sharing data that 
are widely available in clinical care.  
 Sharing some of their individual participant data with participants in real time may 
increase the risk of unblinding the study. For instance, participants may infer which arm of a trial 
they were assigned to if certain laboratory abnormalities are known to be much more likely in 
one arm. (Of course, participants may also infer which arm they are in from clinical signs and 
symptoms, such as a local reaction to an active vaccination or a slower pulse rate from a study 
drug.) Unblinding may alter participants’ behavior, for example, causing higher dropout rates in 
the control arm compared with the active arm. If such behaviors are widespread and differ 
between the arms of a trial bias may result, compromising the scientific validity of the trial and 
thereby undermining the contributions of other participants and the potential benefits of the trial. 
 Participants are increasingly collaborating to pool their individual clinical trial data and 
experiences and using the pooled data. For example, participants may share their symptoms and 
signs, as well as results of laboratory tests obtained as part of or outside the trial. Furthermore, 
clinical trial participants may pool their individual data to analyze the outcomes of a trial before 
its prespecified completion. As a result of such interim analyses, participants may decide to drop 
out of a trial or take additional therapies outside the protocol and its restrictions. Although 
pooling and analyzing individual data may make sense from the perspective of an individual 
participant, dropouts and deviations from the protocol may compromise the power of the trial to 
detect a clinically meaningful difference between the two arms or cause bias in the trial results. 
As a result, the trial may not fulfill its objective of obtaining valid scientific information about 
the benefits and risks of the study intervention. Moreover, there is a risk that such interim 
analyses may be misleading if they do not take into account the variability of outcomes due to 
chance early in a trial and the need to correct statistical analyses for multiple interim analyses of 
the data before a trial’s prespecified conclusion.  
 Novel data that may not be clinically interpretable until after the trial is completed. For 
levels of new biomarkers or the study drug or for innovative tests not yet used in clinical care, 
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individual results may be of uncertain significance and little direct clinical benefit until clinical 
trial data have been analyzed. For example, a trial may be assessing the predictive power of new 
biomarkers or the sensitivity of a new imaging technique. However, some participants may want 
to know their own data even if the clinical significance is unclear, and some clinical trial 
sponsors and investigators may choose to offer participants such data together with appropriate 
information about their clinical significance or lack thereof.  

The committee believes the appropriateness of sharing individual data collected in the 
course of a trial is highly dependent on the particular trial, the condition being studied, the study 
interventions, and the risk of altering adherence to the study protocol and/or unblinding the trial. 
As noted above, the sponsor and investigators often share standard baseline clinical data from 
routine laboratory tests with individual participants shortly after the samples have been collected 
and analyzed. Such sharing increases potential benefits to participants and may incentivize 
enrollment. Moreover, clinically actionable information clearly should be shared with 
participants in a timely manner as appropriate as a matter of exercising good clinical trial 
practice and acting to benefit participants. The protocol should specify what kinds of abnormal 
follow-up test results would be disclosed and how the study interventions would be modified. 
Additional disclosures should be made in the case of unexpected serious adverse events that 
require clinical follow-up.  

Clinical trial sponsors and investigators may also benefit from reaching out to disease 
groups and community groups at various stages of a trial. In addition to strengthening the trial 
design, the consent process, and recruitment, these groups can help draft lay-language summaries 
of trial results, disseminate those summaries through their organizations, and provide 
information and support to trial participants who have received individual participant data. Such 
outreach and collaboration may also increase public understanding of and trust in the clinical 
trial process.  
 

Conclusion: Investigators can help uphold public trust in clinical trials and 
adhere to current best practices and legal standards by 
• explaining to trial participants what data will be shared with them and with 

other interested parties and when as part of the informed consent process; 
and 

• as appropriate, making individual participants’ own data collected during the 
course of a trial available to them following study completion and data 
analysis.  

RECOMMENDATION 

 Drawing together the considerations detailed above, the committee formulated the 
following recommendation for what data should be shared after key points in a clinical trial. The 
committee believes that this recommendation will set professional standards that clinical trial 
data should be shared while mitigating associated risks and concerns.  
 

Recommendation 2: Sponsors and investigators should share the various 
types of clinical trial data no later than the times specified below. Sponsors 
and investigators who decide to make data available for sharing before these 
times are encouraged to do so. 
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Trial registration:  

• The data sharing plan for a clinical trial (i.e., what data will be shared when and 
under what conditions) should be publicly available at a third-party site that 
shares data with and meets the data requirements of WHO’s International Clinical 
Trials Registry Platform; this should occur before the first participant is enrolled.  

 
Study completion:  

• Summary-level results of clinical trials (including adverse event summaries) 
should be made publicly available no later than 12 months after study completion.  

• Lay summaries of results should be made available to trial participants 
concurrently with the sharing of summary-level results, no later than 12 months 
after study completion. 

• The full data package (including the full analyzable data set, the full protocol,40 
the full statistical analysis plan, and the analytic code) should be shared no later 
than 18 months after study completion (unless the trial is in support of a 
regulatory application). 

 
Publication:  

• The post-publication data package (including the subset of the analyzable data set 
supporting the findings, tables, and figures in the publication and the full protocol, 
full statistical analysis plan, and analytic code that supports the published results) 
should be shared no later than 6 months after publication.  

 
Regulatory application: 

• For studies of products or new indications that are approved, the post-regulatory 
data package (including the full analyzable data set and clinical study report 
redacted for commercially or personal confidential information, together with the 
full protocol, full statistical analysis plan, and analytic code) should be shared 30 
days after regulatory approval or 18 months after study completion, whichever 
occurs later.  

• For studies of new products or new indications for a marketed product that are 
abandoned, the post-regulatory data package should be shared no later than 
18 months after abandonment. However, if the product is licensed to another party 
for further development, these data need be shared only after publication, 
approval, or final abandonment.  

                                                 
40 Includes the protocol in place at the start of the trial, any modifications, and the final protocol. 
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5 
Access to Clinical Trial Data: Governance 

 In Chapter 4, the committee offers recommendations for what specific types of data 
should be shared and at what times during the life of a clinical trial. These recommendations are 
intended to strike a balance between benefiting the public through timely access to data and 
allowing investigators and sponsors time to complete planned analyses and obtain regulatory 
approval. This chapter examines with whom the data are shared and under what conditions. 
Potential data recipients may seek access to data for a variety of purposes (see Box 5-1), which 
may present different potential benefits and risks.  
 

BOX 5-1 
Potential Recipients of Clinical Trial Data 

 
• Researchers seeking to carry out additional analyses or explore new scientific 

questions 
• Attorneys, who may be seeking information for use in litigation* 
• Other companies, which may be competitors of the sponsor of the trial; 
• Consultants, whose clients may include investment and financing companies and 

research organizations 
• Participants in the trial, who are interested in its results 
• Journalists writing about a specific treatment or condition or about clinical trials 

generally 
• A disease advocacy groups seeking to provide information to patients, families, and 

the public or to advance research 
• Interested members of the public who wish to know more about the treatment or 

condition studied 
• Research Ethics Committees, Institutional Review Boards, or scientific peer review 

committees reviewing a new study of the same or a similar intervention to obtain a 
more comprehensive safety profile of the intervention 

• The Data and Safety Monitoring Board/Data Monitoring Committee for another 
clinical trial, whose decision to recommend continuing or terminating that trial may be 
informed by the results of a trial that has been completed but not published 

• Educators seeking to use a data set for teaching purposes (e.g., in a biostatistics 
class) 

____________________ 
*In the European Medicines Agency’s (EMA’s) experience with sharing clinical trial data, lawyers, other 
companies, and consultants were the most common data requestors (Rabesandratana, 2013). 
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As previously stated, data sharing is the practice of making data from scientific research 
available to other investigators for secondary uses. The term “open access” was first applied to 
allowing any member of the public with Internet access to read and download for free the full 
text of articles from scientific journals for unrestricted use. In the context of clinical trial data, 
“open access” implies unrestricted and free access to data (Krumholz and Peterson, 2014). An 
example of such open access is the posting of registration information and summary trial results 
on ClinicalTrials.gov, a public website. In Chapter 4, the committee recommends that sponsors 
and investigators publicly share their data sharing plans at registration and summary-level results 
12 months after study completion (as currently required under the Food and Drug Administration 
Amendments Act [FDAAA]). In Chapter 4, the committee concludes that the risks of sharing 
individual participant data and clinical study reports (CSRs) are significant and that these data 
elements may contain sensitive data, a risk that in most cases needs to be mitigated through 
appropriate controls on data access and use. The committee applies the term “controlled access” 
to any arrangement whereby data sharers place certain restrictions on access to or conditions of 
use of data. Controlled access includes a range of models, from relatively light controls, such as 
requiring registration and data use agreements, to more extensive controls, such as review of 
secondary users’ qualifications, research proposals, or data analysis plans.41 Thus controlled 
access can be viewed along a spectrum, from more open to more restrictive models.  

OPEN ACCESS  

The key argument in favor of open access is that removing barriers for those who seek 
access to data and not placing limitations on how data can be used will promote transparency, 
reproducibility, and more rapid advancement of new knowledge and discovery. Proponents of 
open access argue that it is more important to promote this potential for innovation—with the 
accompanying risk of invalid analyses—than to impose barriers that are too restrictive and 
impede potential scientific discovery and progress. Proponents argue that barriers to access in the 
past have led to invalid information in the medical literature, resulting in serious adverse public 
health consequences (see Table 3-1) (Godlee, 2009). Furthermore, proponents of open access 
believe that individuals and organizations with bad intentions could easily find ways to 
overcome the controls instituted by sponsors, and the controls would therefore serve only to slow 
the rate of scientific discovery and advancement without mitigating risks (Butte, 2014; Eichler, 
2013; Wilbanks, 2014). Current proposals for restricted access and conditions of use have been 
criticized as deeply flawed: ambiguous wording and poorly specified provisions have mired 
those seeking secondary access in prolonged delays, legal risks, and lawsuits (Goldacre et al., 
2014). It is also argued that data derived from research that is publicly funded or publicly 
subsidized (for example, through tax incentives or support for public universities) should be 
shared with the public that paid for it.  

The committee believes that open access (to the public with no controls) is appropriate 
and desirable for sharing clinical trial results and that in some cases, no or few controls on 
sharing other types of clinical trial data may be the preferred approach when all stakeholders 
involved in a clinical trial (i.e., sponsors, investigators, and participants) are comfortable with 

                                                 
41 At the extreme is a closed model in which access is available only to persons in an organization or research 
network. The committee viewed this model as so restrictive that for purposes of this report, it is not discussed in 
depth.   
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this approach and believe the benefits outweigh the risks. For example, the Immune Tolerance 
Network (ITN) makes data and analytic code underlying ITN-published manuscripts available 
via the webportal TrialShare after registration and agreement to terms of use (Immune Tolerance 
Network, 2014). In many cases, however, sponsors, investigators, and/or participants may have 
concerns about an open access model for certain clinical trial data, and wish to place some 
conditions on data access or use. 

Some organizations, such as the European Medicines Agency (EMA) and the National 
Institutes of Health (NIH), in its Genomic Data Policy, employ a graded approach to data 
sharing, placing more controls on sharing data that are considered more sensitive (EMA, 2013; 
NIH, 2014). For example, the EMA plans to provide public access to redacted CSRs in a 
nondownloadable format, and will provide the CSRs in a downloadable format only to known 
requesters who commit to using the data for scientific purposes only and to other conditions of 
use (EMA, 2014a). 

The remainder of this chapter analyzes concerns about and the risks of sharing clinical 
trial data and the controls proposed for addressing them. The final section presents the 
committee’s recommendation on operational strategies for addressing these concerns and 
mitigating these risks. In general, the committee believes no single approach to access can be 
recommended at this time for all types of clinical trials. 

APPROACHES TO MITIGATING THE RISKS OF DATA SHARING 

Various approaches to mitigating the risks of sharing clinical trial data are currently being 
implemented according to the interests, concerns, and resources of the organizations and 
individuals involved. As stated above, sharing analyzable data sets and CSRs presents risks. The 
first risk is to participant privacy. Analyzable data sets and CSRs contain identifiable data, and 
participants may be harmed if the data are not adequately de-identified and other appropriate 
privacy protections are not in place. Second, CSRs may be used for “unfair commercial 
purposes,” such as wholesale copying of originator data sets for purposes of receiving regulatory 
approval in jurisdictions with limited regulatory data protection laws (see also Box 5-2). Such 
use of shared data could harm individual companies, the industry as a whole, and ultimately the 
public by reducing incentives to develop new therapies. Third, data recipients may perform and 
disseminate invalid secondary analyses as a result of misunderstanding the analyzable data set 
and its limitations or performing improper data analysis, or even intentionally. Invalid secondary 
analyses may lead to inappropriate conclusions about the safety and effectiveness of therapies, 
which may in turn harm patients. Lastly, investigators who conduct clinical trials want some 
assurance that they will receive appropriate professional credit for their work and publications 
resulting from additional analyses of the data they collected.  
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BOX 5-2 
Use of Shared Data for Another Company’s Regulatory Submission 

 
 Sponsors of clinical trials have serious concerns about competitors copying data 
packages that lack strong regulatory data protection. If competitors can obtain regulatory 
approval primarily on the basis of shared data and not their own work, companies and their 
investors may be reluctant to assume the high costs and risks of developing new therapies and 
carrying out the clinical trials required for regulatory approval. In the long run, patients and the 
public would suffer if the development of new therapies declined. These concerns have some 
empirical basis; the majority of early requests to the European Medicines Agency (EMA) to 
access clinical trial data were made by drug companies, lawyers, and consultants, not academic 
investigators (Rabesandratana, 2013).  
  What types of policies might be implemented to protect data from “unfair commercial 
use” is a difficult question. Some such policies may have unintended adverse effects on 
attempts to reanalyze data and merge data from other clinical trials. As of October 2014, the 
EMA’s data release policy included a contractual provision under which data requestors agree 
not to reuse the data to seek regulatory approval in other jurisdictions (EMA, 2014a). Although 
this provision is unlikely to pose difficulties for researchers, effective enforcement and sanctions 
may be difficult to implement. Additionally, only the person or entity that first accesses the data 
is bound by this contractual provision. If the data become available publicly, those who access 
the data are under no restrictions. Perhaps in recognition of the relatively limited effectiveness 
of a contractual provision, the EMA will place watermarks on published clinical report data “to 
emphasize the prohibition of its use for commercial purposes” (EMA, 2014a). The efficacy of a 
watermark-based approach remains to be seen. Further, according to its October 2014 
statement, the EMA will consider “the nature of the product concerned, the competitive situation 
of the therapeutic market in question, the approval status in other jurisdictions, and the novelty 
of the clinical development” in making determinations regarding redaction (EMA, 2014a).  

By not allowing data to be downloaded or copied, the Yale Open Data Access (YODA) 
agreement with Johnson & Johnson goes a substantial step further, which may make it more 
difficult for researchers to aggregate data sets (for example, for meta-analyses) (YODA Project, 
2014). Thus proposals for such limitations should be approached cautiously, or other provisions 
should be made for providing data sets for meta-analyses. That being said, to the extent that 
data set providers use a common website, some aggregation may be possible. For example, 
although the website for sharing clinical trial data that Bayer, Boehringer Ingelheim, Eli Lilly, 
GlaxoSmithKline, Novartis, Roche, Sanofi, and ViiV Healthcare have agreed to use 
(www.clinicalstudydatarequest.com) does not allow data downloading, researchers working on 
the website are permitted to aggregate data from the different study sponsors.   

The discussion thus far has assumed that a competitor would submit for marketing 
approval precisely the same molecule as that of the originator. However, certain jurisdictions, 
including the United States, allow applicants to submit modified molecules for approval through 
a pathway whereby they rely on approval of the originator product and submit new data relating 
to the modification. In the United States, this is known as the 505(b)(2) pathway (Minsk et al., 
2010). In the United States, data exclusivity regimes adopted with generic molecules in mind 
appear to apply to the 505(b)(2) case, so this route cannot be used until the data exclusivity of 
the originator’s product expires.* However, such exclusivity may be absent in other countries. 
(see also the discussion of data protection and exclusivity laws in Appendix C). Moreover, in the 
case of pathways similar to 505(b)(2) in other countries, these countries may actually require 
detailed clinical trial data, in which case public release of even redacted clinical study reports 
could result in a risk of competitive harm, although how significant this risk might be is unclear.  
_______________ 
*21 U.S.C. § 355(b)(2). 
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The committee is aware that the likelihood or severity of any of these risks will be 
specific to the circumstances of a given trial. For trials involving sensitive or stigmatizing 
conditions, for example, the risk to privacy is great; for trials of innovative first-in-class agents, 
the risk to commercial interests is large. For other trials, these risks may be relatively small. 
Consequently, the committee does not recommend one access model for all trials and types of 
clinical trial data, but instead presents the rationale for using various controls on access to 
clinical trial data and recommends operational strategies for their use. Current practices for 
mitigating the risks of data sharing include the de-identification of data; making data available 
for inspection and analysis but not for downloading; registration and the use of data use 
agreements (DUAs); and review of data requests, including review by an independent third 
party. Box 5-3 lists which specific controls are designed to address the various specific risks; 
further elaboration is provided below.  

 
BOX 5-3  

Approaches to Mitigating the Risks of Sharing Individual Participant Data and 
Clinical Study Reports (CSRs) 

 
Participant Privacy 

• De-identification and application of other privacy-enhancing technologies and 
algorithms 

• Required registration 
• Do not re-identify or misuse clauses in data use agreements (DUAs) 
• Security protections 

 
Unfair Commercial Use 

• DUA clauses 
• Watermarking CSRs 
• Making CSRs nondownloadable 
• Review of data requests/restrictions on who gets access 

 
Invalid Secondary Analyses 

• Review of data requests/restrictions on access based on qualifications and/or merit of 
research proposal 

• DUA clause requiring public posting of analysis plan 
• DUA clause allowing sponsor/clinical trialist to review analyses before publication 

 
Credit for Clinical Trialists/Sponsors 

• DUA clause to credit data generator in any publication  
 

De-identification 

De-identification is commonly used to protect the privacy of participants in a clinical trial 
(see also Appendix B). Various jurisdictions may differ on the degree to which the risk of re-
identification must be reduced for the data to be considered sufficiently de-identified to justify 
more widespread sharing, particularly in the absence of specific informed consent of the data 
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subjects.42 In the United States, the Health Insurance Portability and Accountability Act 
(HIPAA) provides two methodologies for rendering health information “de-identified,” but does 
not set a specific numerical threshold for unacceptable re-identification risk. Similarly, the 
European Union’s (EU’s) Data Protection Directive and similar directives around the world do 
not provide explicit guidelines for how data should be protected through de-identification or 
anonymization.43 In Sweden, any possibility, however theoretical, that data can be re-identified is 
sufficient to render the data identifiable.44 Thus jurisdictions vary considerably in their standards 
for de-identification.  

Frequently, the risk of re-identification depends on the context in which data are released. 
For example, are mitigating controls in place (e.g., release only in controlled environments or to 
recipients with strong data management policies and practices) that would reduce the likelihood 
of re-identification? What is the potential for harm or an invasion of privacy of the data subjects 
(e.g., due to sensitivity of the data) if re-identification were to occur? What are the possible 
motives and capacity of the recipient to re-identify the data? Providing some assurances to the 
public with respect to the risk of re-identification may require more than removing or masking 
direct or potential (quasi) identifiers.45 At a minimum, recipients of data from data sharing 
initiatives should commit to not intentionally re-identifying the data subjects, for example, 
through a DUA (see the section below). In addition, all holders of even de-identified or 
anonymized data should adopt reasonable security safeguards to help prevent inadvertent, 
unauthorized access. 

De-identifying data does not eliminate all risk of re-identification, and reducing that risk 
to zero, as by coarsening the data or combining cells in the data set that contain few individuals, 
often destroys or significantly impairs the utility of the data for subsequent research.   

Protecting privacy is a particular challenge in the era of “big data,” where the variety of 
data, the size of data sets, and the scope of data analysis are unprecedented. Inferences can be 
drawn about an individual even if there are no data about the individual that are traditionally 
considered identifying. Even if overt identifiers are removed from a data set, it may be possible 
to re-identify individuals by bringing auxiliary information from other sources to bear on the data 
set (Dwork, 2014). Moreover, it is possible to detect the presence of genomic DNA from a 
specific individual within an admixture of genomic DNA from many individuals (Homer et al., 
2008).  As one privacy scholar wrote, big data analytics “make certain facts newly inferable that 
anonymity promised to keep beyond reach” (Barocas and Nissenbaum, 2014, p. 56). Similarly, 
The President’s Council of Advisors on Science and Technology (PCAST) declared that 
anonymization is now not “sufficiently robust to be a dependable basis for privacy protection 
where big data is [sic] concerned” (PCAST, 2014).  
                                                 
42 In general, privacy or data protection laws regulate or reserve the most stringent regulations for identifiable 
personal data—data that either directly or indirectly identify the data subjects. In the United States, for example, the 
Health Insurance Portability and Accountability Act (HIPAA) does not regulate health data that are “de-identified,” 
which is defined as “health information that does not identify an individual and with respect to which there is no 
reasonable basis to believe the information can be used to identify an individual” (45 CFR 164.514). The European 
Union’s Data Protection Directive 95/46, Recital 26, states that “the principles of data protection shall not apply to 
data rendered anonymous in such a way that the data subject is no longer identifiable.”  
43 The U.K. Information Commissioner’s Office has published a code of practice providing examples of de-
identification methods and issues to consider when assessing the level of identifiability of data, but does not provide 
a full methodology or specific standards to follow (El Emam and Malin, 2014).  
44 E-mail communication, M. Barnes, B. Bierer, and R. Li, MRCT, to A. Claiborne, Institute of Medicine, regarding 
comments to Institute of Medicine questions on data sharing, April 1, 2014. 
45 Ibid. 
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At the same time, successful re-identification attacks on properly de-identified or 
anonymized health or clinical data are rare.46,47 Reducing the risk of re-identification of data 
subjects is a valuable tool for ensuring that the benefits of data sharing outweigh the risks, but it 
should not be the only tool leveraged to protect the privacy of research participants. Entities 
storing clinical trial data for sharing should take advantage of innovations in data privacy and 
security protections and deploy additional safeguards to bolster protections against residual re-
identification risk—for example, by deploying advanced cryptographic techniques when running 
analyses on encrypted data (Zeldovich, 2014) or relying on distributed data sets for analysis in 
lieu of centralized collection of data (which creates a single target for attack) (The White House 
Office of Science & Technology Policy and MIT, 2014). In addition, holders of clinical trial data 
may need to address differential privacy, such as through techniques that introduce random noise 
into a data set (Dwork, 2014; The White House Office of Science & Technology Policy and 
MIT, 2014). Stakeholders in responsible sharing of clinical trial data need to keep up to date with 
emerging privacy protection techniques being developed by computer scientists.  

Making Data Available for Use but Not Downloadable 

Several data sharing programs are granting some access to clinical trial data to secondary 
users, but not allowing them to download the data to their own computers. The EMA is allowing 
users to view data online after simple registration; to download data, secondary users must agree 
to additional conditions. The consortium of drug companies ClinicalStudyDataRequest.com does 
not allow secondary users to download individual participant data to their computers; analyses 
must be carried out using standard software programs on the website in a secure workspace 
(ClinicalStudyDataRequest.com, 2014a). This approach helps protect sponsors from secondary 
users carrying out analyses beyond those proposed in the data request, compromising participant 
privacy, or using data for their own regulatory submission. Secondary users can combine data 
from different clinical trials that are accessible on the website, for example, to carry out meta-
analyses. However, secondary users may be concerned that this process may make their work 
more cumbersome or take longer.  

Registration and Use of Data Use Agreements  

 Registration and use of DUAs (also called terms of use) can protect against many of the 
risks of data sharing and enhance the scientific value of additional analyses of shared data. DUAs 
are agreements executed between the party sharing the data and the data recipient that bind the 
recipient to certain conditions related to the data. The U.S. Secretary’s Advisory Committee on 
Human Research Protections (SACHRP) has called for the use of DUAs, with penalties for 
violations, “under which the recipient would pledge only to use the data for the purposes 
specified; not to disclose the data to others (except insofar as needed to assure research integrity 
and except under specific publication conditions); and not to try at any point to re-identify  
  

                                                 
46 The well-publicized re-identification of the medical records of the governor of Massachusetts depended on using 
the governor’s birthdate and zip code. These data would need to be removed from a de-identified data set under the 
HIPAA safe harbor requirements (DHS, 2005). 
47 E-mail communication, M. Barnes, B. Bierer, and R. Li, MRCT, to A. Claiborne, Institute of Medicine, regarding 
comments to the Institute of Medicine questions on data sharing, April 1, 2014. 
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subjects” (SACHRP, 2013). Common provisions in DUAs that may reduce risks to various 
parties currently include 
  

• prohibitions on any attempt at re-identification or contact of individual trial 
participants, 

• prohibitions on further sharing of the data unless permitted or required,   
• prohibitions on the use of shared data to support a competitor sponsor’s application 

for licensing of a product or new indication or for “unfair commercial use” (see 
Box 5-2), 

• requirements to acknowledge in any publication or dissemination the trial whose data 
were shared so that the original trialists will gain appropriate professional credit for 
the value of their work for secondary analyses, and 

• assignment of intellectual property rights for discoveries from the shared data. 
 

Other provisions frequently included in DUAs are intended to enhance the scientific value of 
secondary analyses. They include 
 

• requirements that secondary users seek to publish their analyses in peer-reviewed 
publications and make their statistical analysis plan available to other researchers; 

• requirements to send copies of submitted manuscripts and publications to the trial 
investigators or study sponsor, with no right of revision or approval; and 

• restrictions on using the data for purposes other than those originally proposed in the 
application to access the data.  

 
Finally, to ensure that safety signals concerning medical products are used to protect the public 
health, DUAs may include requirements to notify industry sponsors and appropriate regulatory 
authorities of any findings that raise significant safety concerns.  

The committee does not endorse all the above provisions in DUAs, but believes that 
sponsors, funders, and intermediaries that hold and release clinical trial data should consider 
these provisions as potential options for increasing the benefits and reducing the risks of sharing 
clinical trial data. From a legal perspective, it is not clear whether and how these DUAs can be 
enforced if violated by secondary users, and the committee could not find any relevant caselaw. 
Nevertheless, the committee believes the terms in DUAs have a significant normative, symbolic, 
and deterrent value, setting standards for responsible behavior, even if their legal enforceability 
has not been tested in the courts. 

 
Conclusion: DUAs are a useful strategy and best practice for increasing the 
benefits and mitigating the risks of sharing clinical trial data.  

Review of Data Requests 

Thus far, industry sponsors that have established data sharing arrangements have 
employed an additional level of control on data access beyond registration and use of DUAs—
review of data requests, as employed, for example, by GlaxoSmithKline (GSK) and other 
sponsors via ClinicalStudyDataRequest.com (see Box 5-4). Proponents contend that review of 
data requests helps protect against invalid secondary uses of the data, which may occur for a 
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number of reasons, including unfamiliarity with the data set and its limitations, invalid statistical 
methods, the inherent inaccuracy of safety signals obtained without prespecification of adverse 
effects, or analyses aimed at reaching a preconceived conclusion. These data request submissions 
are reviewed either by the sponsor (e.g., Merck and as endorsed in Biotechnology Industry 
Organization [BIO] principles for data sharing), by an independent panel that applies criteria set 
by the sponsor on a case-by-case basis (e.g., the companies signed on to 
ClinicalStudyDataRequest.com), or by an independent intermediary organization to which the 
sponsor has transferred authority and jurisdiction for reviewing data requests (e.g., Johnson & 
Johnson’s transfer of authority to Yale University Open Data Access [YODA]). The criteria used 
in reviewing requests may or may not be stated explicitly, and the review committee may or may 
not be publicly named (see Appendix D for a detailed description of the data sharing policies of 
the 12 largest pharmaceutical companies). Criteria for reviewing requests have focused on 
review of requesters’ qualifications and the scientific merit and validity of the proposed research. 
One sponsor’s independent review committee has published its experience during its first year 
(Strom et al., 2014). 

 

 

Controlling Access Based on Qualifications  

 Sponsors that have implemented data sharing polices suggested to the committee that 
controlling access based on qualifications may help reduce the risk of invalid secondary 
analyses. For example, requiring someone on the team to have expertise in biostatistics may 
reduce the likelihood that multiple analyses will be carried out without appropriate statistical 
correction. For example, Bayer, Eli Lilly, GSK, Merck, and Roche all require that data requesters 
have a biostatistician on their research team before granting requests. However, it is difficult to 

 
BOX 5-4 

ClinicalStudyDataRequest.com 
 

ClinicalStudyDataRequest.com is a multisponsor web system for requesting clinical 
trial data launched in January 2014 by GlaxoSmithKline (GSK). Thus far, in addition to GSK, 
Bayer, Boehringer Ingelheim, Eli Lilly, Novartis, Roche, Sanofi, Takeda, UCB, and ViiV 
Healthcare have agreed to release data through the website.  

The web request system is based on GSK’s Clinical Study Requests, which provided 
de-identified individual participant data from medicines that had received regulatory approval 
(in any country) or whose development had been terminated. As with the earlier system, 
ClinicalStudyDataRequest.com requires investigators to submit a research proposal to an 
independent review panel before a request for data is granted. The review panel (1) assesses 
whether the research proposal has a valid “scientific rationale and relevance to medical 
science or patient care” and (2) considers requesters’ qualifications (e.g., statistical expertise) 
and potential conflicts of interest (Nisen and Rockhold, 2013). Once the review panel has 
accepted a data request and investigators have signed a data sharing agreement, access to 
individual participant data, analyzable data sets, and supporting or metadata documents—
including the protocol, statistical analysis plan, clinical study report, blank annotated case 
record form, and data specifications—is granted through a password-protected secure Internet 
connection. Data are not downloadable. Finally, investigators that analyze shared data are 
required to post their analysis plan publicly, and after the study is completed, to post summary 
results and seek publication in a peer-reviewed journal (Hughes et al., 2014).  
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judge an individual’s qualifications to carry out a proper statistical analysis. Some who are 
qualified to do so may not have a formal degree in statistics, while others who have a degree in 
statistics may lack the training or experience to carry out a rigorous biostatistical analysis of 
clinical trial data. Thus a categorical requirement for formal biostatistics training may exclude 
some data user teams with appropriate expertise. 

To address the problem of unwarranted malpractice claims driven by invalid secondary 
analyses, some have proposed restricting lawyers’ access to clinical trial data (see Box 5-5). As 
noted earlier, the EMA reports that lawyers were among those most frequently requesting 
clinical trial data from the EMA—far more frequently than academic researchers.48 However, 
trying to restrict lawyers’ access to clinical trial data may be impractical. Lawyers can arrange 
with academic researchers to obtain clinical trial data in order to seek evidence that sponsors 
knew about and failed to respond to serious adverse events. Furthermore, a lawyer may be part of 
a data requesting team that has an appropriate research question and analysis plan (Eichler, 
2013).  

 

                                                 
48 Personal communication, Virtual WebEx Open Session, L. Brown and G. Fleming, to Committee on Strategies for 
Responsible Sharing of Clinical Trial Data, Institute of Medicine, regarding clinical trial data sharing: product 
liability, April 9, 2014. 

BOX 5-5 
Use of Shared Data for Malpractice litigation 

 
The benefits and risks of litigators’ use of shared clinical trial data are hotly debated.  
Plaintiffs' attorneys contend that malpractice suits have revealed serious problems with 

medical products that caused widespread harm to patients (e.g., COX-2 inhibitors, gabapentin).a 
From their perspective, lawsuits help protect patients from unsafe drugs and devices. Access to 
clinical trial data would help plaintiffs’ attorneys identify new risks of therapies and obtain further 
evidence through the discovery process. Noting that in U.S. federal courts, the Daubert rule 
excludes invalid scientific evidence from being admitted into trial, these attorneys believe that 
concerns about “rogue science” are misplaced. In their view, moreover, contingency fees 
provide powerful incentives to bring only lawsuits that are based on sound scientific evidence.b  

Defense attorneys have a sharply different perspective on the sharing of clinical trial 
data. Post hoc analyses can significantly overstate the risks of a therapy by including multiple 
subgroup analyses, varying the endpoints of an analysis, or selecting studies for inclusion in a 
meta-analysis in a biased manner. In their view, the Daubert rule does not reliably exclude 
statistically invalid subgroup analyses that identify a group of patients as more likely than not to 
be harmed by a therapy.c Moreover, the Daubert rule is applied differentially by judges and may 
not be used in a state court where a lawsuit is brought. From the perspective of defense 
attorneys, lawyers should not be categorically excluded from access to clinical trial data; like 
other secondary users, they should be able to obtain access to the data under controlled access 
by submitting a sound data analysis plan.d From this perspective, moreover, plaintiffs’ lawyers 
do not need direct access to clinical trial data; they can obtain the data through the discovery 
process. In addition, plaintiffs’ attorneys can draw on published reports by researchers who 
have conducted secondary analyses of the data. 

Restricting litigators from direct access to clinical trial data poses difficult implementation 
challenges. The Yale University Open Data Access (YODA) policy states that that YODA will 
deny access to data sought for purposes of litigation, but it does not address how those who do 
not self-identify as litigators might be identified. Prohibiting the downloading or copying of data 
may deter litigators from using only one result from multiple subgroup analyses without 
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Conclusion: Controlling access to data based on the requester’s qualifications is 
not effective for mitigating risks and may present barriers to some qualified teams 
of requesters. 

Controlling Access Based on Data Access Requests  

Several models for sharing clinical trial data entail reviewing the scientific rationale or 
purpose of data requests and the ability of the proposed research and data analysis plan to 
achieve the scientific objectives. The rationale for such review is to screen out data requests that 
lack a valid purpose or research or data analysis plan and therefore will not produce valid 
scientific knowledge that benefits the public. For example, requiring secondary users to 
prespecify a research question and submit a data analysis plan will reduce the risk of multiple 
comparisons leading to spurious conclusions because these requirements make it possible to 
identify secondary users who report a different analysis from what they originally proposed. 
However, at least one independent review panel does not see its role as performing scientific 
peer review, leaving that task to peer review of publications (Strom et al., 2014).  

Review of a prespecified research question may also exclude secondary users whose 
analysis could benefit the public even though they lack a prespecified data analysis plan. For 
instance, an investigator may request a data set to generate new hypotheses for additional basic 
and clinical research but have no prespecified data analysis plan. As another example, a teacher 
of a biostatistics or evidence-based medicine course may wish to use a data set as a classroom 
exercise, to give students hands-on experience with analyzing clinical trial data.  

Concerns about invalid secondary analyses are controversial. On the one hand, 
proponents of open science, who advocate public access to clinical trial data, argue that a free 
marketplace of ideas and vigorous debate are in the long run the best path to better understanding 
of clinical trial data (Goldacre, 2013a,b, 2014; Goldacre et al., 2014). From this perspective, 
sponsors and the original trial investigators may introduce serious bias into trials by withholding 
unfavorable data, manipulating variables, or carrying out inappropriate statistical analyses (Doshi 
et al., 2013). With some industry-sponsored trials, there is no peer review of the protocol or 
amendments. The resulting bias in the evidence base for clinical decisions harms patients. In this 
view, it is unfair to subject secondary analyses to more scrutiny than that received by the original 
trial. From this perspective, some invalid secondary analyses are an unavoidable side effect of 
sharing clinical trial data and gaining the benefits of correcting invalid original clinical trial 
reports and analyzing unpublished data. Moreover, proponents of open access argue that 
concerns about inaccurate secondary analyses are speculative (Doshi et al., 2013, p. 4), unlike 
documented cases of serious distortion in the evidence base for clinical care caused by biased 

acknowledging the statistical limitations of such use. As discussed earlier, however, such 
prohibitions may also deter useful data analysis and aggregation by researchers. Similarly, 
provisions in data use agreements that the data not be used for litigation are difficult to enforce. 
Nonetheless, there may still be a normative, symbolic, or deterrent value in such restrictions. 
______________________ 
aPersonal communication, Virtual WebEx Open Session, L. Brown and G. Fleming, to Committee on 
Strategies for Responsible Sharing of Clinical Trial Data, Institute of Medicine, regarding clinical trial data 
sharing: product liability, April 9, 2014. 
bIbid. 
cIbid. 
dIbid. 
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published manuscripts and by unpublished data and trials (Doshi et al., 2013; Joober et al., 
2012).  
 On the other hand, proponents of some controls over data access argue that biased 
primary analyses of clinical trial data and failure to publish unfavorable results will be addressed 
effectively by providing data to other investigators under controlled access. In their view, the 
reasonable controls currently being used by some drug manufacturers have not impeded the vast 
majority of requests for access to clinical trial data (Strom et al., 2014). Proponents of controls 
over access contend that with uncontrolled access to CSRs and individual participant data, a 
secondary user of the data could carry out multiple analyses in an invalid manner. At least one 
team of clinical trialists has claimed that repeated challenges and accusations based on erroneous 
data and improper analyses can consume large amounts of time and effort; this team wrote that it 
wished to warn of the “dangers of open access to data when the peer review and editorial 
processes fail to do due diligence” (Wallentin et al., 2014). 

Because a fundamental goal of responsible sharing of clinical trial data is to produce 
additional analyses that are scientifically valid, the committee believes some control over access 
to clinical trial data based on the research proposal may be beneficial, provided that the controls 
are not unduly burdensome for secondary users.  

 
Conclusion: Controlling access based on the purpose and/or scientific validity of 
the research proposal may be an effective strategy for mitigating risk, although 
overly restrictive controls are undesirable because they would inhibit valid 
secondary analyses and innovative scientific proposals.  

Independent Review Panels 

Use of review panels to control access to clinical trial data by reviewing and approving 
data requests raises important questions regarding implementation: Who decides whether data 
requestors gain access to the data, and what criteria are used to make the decision? One option is 
for the trial sponsor or investigator to make decisions about access. However, this arrangement 
may raise concern about conflicts of interest and bias and cause mistrust. Another option is for a 
“trusted intermediary” or “honest broker” to make the decisions. The intermediary may negotiate 
the conditions for data sharing (with the data provider retaining control over the data and their 
release), or take full responsibility for deciding who gets access and delivering the data to 
recipients (Mello et al., 2013). Trusted intermediaries may also accept and facilitate data analysis 
queries from secondary investigators if a model of “bringing the question to the data,” as 
discussed in Chapter 6, is adopted. Moreover, an independent oversight panel could have the 
authority to use its discretion to alter the timing of data release; examples of how an urgent 
public health need might justify earlier release of the analytic data set supporting a pivotal 
publication were offered in Chapter 4. If the review of data requests is carried out by such a 
group that is independent of the sponsor and investigators in the original trial, high-profile 
concerns raised in the past about sponsors placing undue barriers and delays in the path of data 
requests can be avoided (Doshi et al., 2012; Godlee, 2009).  

 
Conclusion: It is best practice to designate an independent review panel, rather 
than the sponsor or investigator of a clinical trial, to be responsible for reviewing 
and approving requests for clinical trial data.  
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The use of independent review panels also raises a number of practical issues that need to 
be resolved, including selection of the panel members, administration, funding, and 
compensation for the panel’s services (ADNI, 2013; MCRT at Harvard, 2013; Nisen and 
Rockhold, 2013; PhRMA and EFPIA, 2013; YODA Project, 2013). Several large drug 
manufacturers have established programs for sharing clinical trial data using an independent 
review panel to determine access to the data. As stated above, GSK and nine additional industry 
sponsors have hired an independent panel of four members to review research requests 
(ClinicalStudyDataRequest.com, 2014b). Johnson & Johnson and Bristol-Myers Squibb have 
taken a slightly different approach and contracted with YODA and the Duke Clinical Research 
Institute, respectively. Currently, large pharmaceutical companies are paying for the cost of these 
services. However, investigators funded by public and nonprofit organizations generally lack the 
resources to establish their own independent review panels. Thus, public and nonprofit funders 
would need to provide support and funding to establish these panels for their investigators to use.  

Composition of Independent Review Panels 

In general, independent review panels are currently composed of persons with expertise 
in clinical research, clinical trials, biostatistics, and clinical medicine who have no conflicts of 
interests in deciding whether a data requester receives access. Some panels also have members 
with expertise in law and ethics, which is helpful if the panel is charged with reviewing whether 
consent forms from legacy trials allow data sharing. 
 Currently, many review panels established by pharmaceutical companies do not include 
representation of clinical trial participants, their communities, disease advocacy groups, or the 
public. But as discussed in Chapter 3, engaging these stakeholders and giving them a meaningful 
voice can help sponsors and investigators better understand their concerns, and suggest 
constructive ways of addressing those concerns and improving the sharing of clinical trial data 
generally.  

There are several examples of how representatives of communities and patient and 
disease advocacy groups can contribute fresh perspectives and constructive ideas to research 
institutions and research projects. Furthermore, some research funders have required that patient 
and community representatives play formal roles in research organizations and projects. The 
2005 Institute of Medicine (IOM) report Ethical Considerations for Research on Housing-
Related Health Hazards Involving Children points out how community-based participatory 
research could enhance the scientific usefulness of such studies, reduce the risks of the research, 
and build trust among the communities being studied (NRC, 2005). The Centers for Disease 
Control and Prevention (CDC) has suggested that community-based participatory research may 
help increase the net benefits of research in cancer prevention and intervention by reducing 
disparities in cancer outcomes and by “addressing many of the challenges of traditional practice 
and research” (CDC and ATSDR, 1997; Simonds et al., 2013). The NIH-sponsored HIV 
Prevention Trials Network requires sites to have community advisory boards. Studies suggest 
that such community advisory boards may help investigators understand community concerns 
about proposed research and improve the informed consent process and consent forms (Morin 
et al., 2008). The California Institute for Regenerative Medicine, which provides public funding 
for stem cell research, has disease advocates serve on both the governing body and scientific 
panels that review grant applications (IOM, 2012). The 2014 NIH working group responding to 
the IOM report on the Clinical and Translational Science Awards (IOM, 2013) recommended 
having community or disease advocacy groups in all stages of planning for the awards and in 
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oversight and administration (NCATS, 2014). In the health care delivery context, patients have 
been called upon to play a key role. Taken together, these examples offer proof of principle that 
stakeholders from disease advocacy groups and communities where research is carried out can 
enhance the mission of organizations funding and conducting clinical research.  

 
Conclusion: Representatives of communities and patient and disease advocacy 
groups can contribute fresh perspective and constructive ideas to the bodies 
responsible for decisions about access to clinical trial data. 

Transparency in Data Processes and Procedures 

Steps can be taken to enhance the trustworthiness of data sharing programs in several 
ways. First, the criteria for data sharing and the process for determining access should be 
publicly available. This transparency allows others to review the criteria and process, compare 
criteria and policies from different sponsors, and identify best practices. For instance, best 
practices regarding DUAs are likely to emerge as experience with different terms is shared. 
Public reporting of the number of requests for data and the number refused and for what reasons, 
as is done in the sharing program established by GSK, would further enhance trustworthiness 
(Strom et al., 2014); for example, the report on the program’s first year of work reveals that the 
vast majority of data requests are granted. Going beyond these summary data, YODA will 
publicly post all data requests; the requester’s research proposal and analysis plan; and, if access 
is denied, the reasons for refusal. This information will allow others to review the reasons for 
refusal and discuss whether they are appropriate.  

 
Conclusion: It is best practice that policy and procedures regarding access to 
clinical trial data be transparent, including 

• public reporting of the policies and procedures for sharing clinical trial 
data (including criteria for determining access and conditions of use), as 
well as the names of individuals making decisions about access and 
serving on the governing body of the unit determining access; and 

• public reporting of a summary of the disposition of data sharing requests, 
including the number of requests and approvals and the reasons for 
disapprovals.  

 

CREATING A LEARNING SYSTEM  

The experiences of early adopters of the sharing of clinical trial data will undoubtedly 
offer lessons and best practices from which others can learn. In fact, programs for sharing 
clinical trial data have already evolved in response to experience and feedback from 
stakeholders. For example, YODA has revised its policies regarding the sharing of clinical trial 
data based on its experience with data sharing for Medtronic and on public comments it solicited 
on its draft policies to share data for Johnson & Johnson (YODA Project, 2013). In another 
noteworthy example, the EMA conducted a series of meetings and solicited public comments on 
draft regulations and revised its policies accordingly (EMA, 2014b). Policies on sharing clinical 
trial data can be expected to continue to evolve in the future. Sponsors will try different 
approaches, and comparing the outcomes of these approaches will provide useful information on 
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what does and does not work in various contexts. Moreover, approaches to data sharing are 
likely to change as new approaches to clinical trials are introduced. Finally, new issues and 
challenges are likely to emerge as more experience is gained with data sharing.  

RECOMMENDATION 

The committee drew together the deliberations detailed in this chapter with the following 
overarching recommendation:  

 
Recommendation 3: Holders of clinical trial data should mitigate the risks 
and enhance the benefits of sharing sensitive clinical trial data by 
implementing operational strategies that include employing data use 
agreements, designating an independent review panel, including members of 
the lay public in governance, and making access to clinical trial data 
transparent. Specifically, they should take the following actions: 
 
• Employ data use agreements that include provisions aimed at protecting clinical trial 

participants, advancing the goal of producing scientifically valid secondary analyses, 
giving credit to the investigators who collected the clinical trial data, protecting the 
intellectual property interests of sponsors, and ultimately improving patient care. 

• Employ other appropriate techniques for protecting privacy, in addition to de-
identification and data security.  

• Designate an independent review panel—in lieu of the sponsor or investigator of a 
clinical trial—if requests for access to clinical trial data will be reviewed for approval. 

• Include lay representatives (e.g., patients, members of the public, and/or 
representatives of disease advocacy groups) on the independent review panel that 
reviews and approves data access requests. 

• Make access to clinical trial data transparent by publicly reporting 
− the organizational structure, policies, procedures (e.g., criteria for determining 

access and conditions of use), and membership of the independent review panel 
that makes decisions about access to clinical trial data; and 

− a summary of the decisions regarding requests for data access, including the 
number of requests and approvals and the reasons for disapprovals.  

• Learn from experience by collecting data on the outcomes of data sharing policies, 
procedures, and technical approaches (including the benefits, risks, and costs), and 
share information and lessons learned with clinical trial sponsors, the public, and 
other organizations sharing clinical trial data.  
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6 
The Future of Data Sharing in a Changing Landscape  

In Chapters 3 through 5, the committee recommends strategies and practical approaches 
for the responsible sharing of clinical trial data, addressing the who, what, when, and how of data 
sharing in the current environment. This chapter envisions the future that would emerge if 
stakeholders committed to responsible data sharing, modified their work processes to facilitate it, 
and possessed the resources and tools necessary to do so. This chapter also looks at the 
remaining infrastructure, technological, workforce, and sustainability challenges to achieving 
this future, and provides the committee’s recommendation for next steps in a path forward.  

LOOKING FORWARD 

The committee intends this report to be the beginning and not the end of discussions 
about how to develop a responsible global ecosystem for the responsible sharing of clinical trial 
data. More public discussions about how best to address the challenges of data sharing will be 
needed, ideally informed by the ongoing experience of data sharing initiatives. To help guide 
such discussion, the committee articulates its vision for the future:  

 
• There are more platforms for sharing clinical trial data, with different data access 

models and sufficient total capacity to meet demand. Stakeholders are able to identify 
the platform that is most appropriate for their needs. The various initiatives are 
interoperable (e.g., data obtained from different platforms can easily be searched and 
combined to allow further analyses).  

• A culture of sharing clinical trial data with effective incentives for sharing flourishes.  
• Best practices for sharing clinical trial data are identified and modified in response to 

ongoing experience and feedback. The sharing of clinical trial data forms a “learning” 
ecosystem in which data on data sharing outcomes are routinely collected and 
continually used to improve how data sharing is conducted.  

• There is adequate financial support for sharing clinical trial data, and costs are fairly 
allocated among stakeholders. 

• Protections are in place to minimize the risks of data sharing (for example, threats to 
valid secondary analyses, participant privacy, intellectual property, and professional 
recognition) and reduce disincentives for sharing.  

 
Existing models described in previous chapters provide an initial foundation for building 

a global ecosystem for sharing clinical trial data. However, challenges need to be addressed if 
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this future is to be realized. The following sections describe these infrastructure, technical, 
workforce, and sustainability challenges in greater detail, as well as the committee’s views on a 
structure for further collaboration that will accomplish important next steps into the future. The 
final section presents the committee’s recommendation for addressing these challenges and 
effecting this collaboration. 

INFRASTRUCTURE CHALLENGES 

If sponsors and investigators are to implement the recommendations in Chapters 3, 4, and 
5, repositories with the capacity to hold and manage the vast amounts of incoming data will have 
to be created. Investigators are not in a position to hold and manage data from trials for an 
extended period of time; therefore, without a place to easily store the data after trials have been 
completed, investigators will have difficulty complying with the committee’s recommendations 
for data sharing.  

In addition to capacity, a data sharing infrastructure will need to be capable of managing 
data access according to the strategies laid out in Recommendation 3 in Chapter 5. As big data 
approaches become more widespread, newer technological solutions to data access may offer 
effective ways of achieving the benefits of sharing clinical trial data while mitigating its risks. 
These newer solutions are predicated on an approach to data query that differs from the 
traditional one with which most clinical trialists are familiar. In the traditional approach, data are 
brought to the query. That is, if a data requester wants to run a query, the requester obtains a 
copy of the data, installs the data on his/her own computer, and runs the query on the 
downloaded data. Because the data requester now holds a copy of the data, the original data 
holder has effectively lost control over access to the data.  

The converse approach is bringing the query to the data: the data requester submits the 
query to the machine where the data reside, the query is run on that remote machine, and the 
results are returned back to the requester. Queries can, of course, be complex computations and 
analyses, not just simple search and retrieval queries. In this model, data holders retain control of 
the data, and the requester never has a copy of or control over the data.  

This basic idea of bringing the query to the data can be implemented through many 
different configurations of databases and query servers. Three example configurations are 
described below to illustrate their representative benefits and challenges; many variations on 
each are possible. The committee makes no recommendation on data query architectures for data 
sharing because detailed consideration of this topic is beyond its charge and expertise.  

Local Data Stores 

In the simplest model, every data holder hosts its own data on its own server. External 
data requesters are allowed to establish user accounts on that server, perhaps with one of the 
access control models discussed in Chapter 5. The requester then can view and analyze the data, 
but cannot download a copy of the data to his/her own machine.  

Variants of this model currently exist for sharing clinical trial data (e.g., Yale University 
Open Data Access [YODA], in which a third party, Yale University, acts as the data holder for 
Johnson & Johnson). However, this model is infeasible for widespread data sharing because it is 
prohibitively expensive and inefficient for multiple data holders to handle access control, data 
provision, and user account services. Moreover, data requesters wishing to query multiple 
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databases—for example, to carry out a meta-analysis—must establish multiple user accounts and 
navigate multiple access policies and procedures. Even after obtaining access to multiple data 
sets, the requester could not merge them.  

One Single Centralized Data Store 

The opposite of having each data holder maintain its own server is to collect all clinical 
trial data worldwide into one central database. This model benefits from economies of scale, and 
data requesters need submit their queries to only one database. However, a single global database 
of clinical trial results is unlikely to be adopted given multiple global stakeholders, interests, and 
sensitivities as discussed in Chapter 3.  

Federated Query Model  

The federated query model combines the approach of bringing the query to the data with 
federated databases. Databases are federated when independent geographically dispersed 
databases are networked in such a way that they can respond to queries as if all the data were in a 
single virtual database. Thus when data requesters submit a query to a federated query service, 
that query is routed to all databases participating in the federation. The provider of the query 
service may or may not be the “trusted intermediary” that adjudicates access control requests as 
discussed above. Federated query services can be purchased as a stand-alone technical service. 
Data holders maintain full control over their data, and neither the data requester nor the query 
service provider ever has direct access to the data. Federated query systems can protect against 
invasions of privacy, as discussed in Chapter 5. The U.S. Food and Drug Administration’s 
(FDA) Mini-Sentinel program is using a federated model to combine data sets for comparative 
effectiveness and outcomes research (Mini-Sentinel, 2014).  

If all databases of clinical trial results were housed in a single global federated system 
that adopted a uniform technical approach to implementing access control, or even in a few 
federated systems, significant economies of scale and technical ease of data access would result. 
However, a large federated system could coexist with multiple trusted intermediaries purchasing 
query services from multiple providers.  

A federated query approach can support access control models in which data requesters 
are able to query multiple databases simultaneously while data holders maintain control of their 
own data at all times. Yet while the technology and methods to implement a global federated 
data access system theoretically exist today, substantial challenges arise in practice. Different 
platforms making up the federated system need to be interoperable. Common data models and 
data exchange protocols that meet the needs of scientific analysts need to be defined and 
adopted. User authentication and authorization processes must be defined across different 
cultures, languages, and legal jurisdictions. Furthermore, secondary users may raise concerns 
that their data analyses will take more time and be more cumbersome than if they had all the data 
on their computers.  
 

Conclusion: Currently there are insufficient platforms to store and manage 
clinical trial data, under a variety of access models, if all sponsors and 
investigators commit to data sharing.  
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TECHNICAL CHALLENGES 

Just because data are accessible does not mean they are usable. Data are usable only if an 
investigator can search and retrieve them, can make sense of them, and can analyze them within 
a single trial or combine them across multiple trials. Given the large volume of data anticipated 
from the sharing of clinical trial data, the data must be in a computable form amenable to 
automated methods of search, analysis, and visualization.  

To ensure such computability, data cannot be shared only as document files (e.g., PDF, 
Word). Rather, data must be in electronic databases that clearly specify the meaning of the data 
so that the database can respond correctly to queries. If data are spread over more than one 
database, the meaning of the data must be compatible across databases; otherwise, queries cannot 
be executed at all, or are executable but elicit incorrect answers. In general, such compatibility 
requires the adoption of common data models that all results databases would either use or be 
compatible with.  

The meaning of the data in a database is specified through two basic mechanisms. The 
first is the data model or database schema, which, like column titles in a data table, describes the 
contents of each data field and defines the kinds of queries to which the database can respond. 
For example, for a database with a table column titled “Body Weight,” all the cells under that 
column contain measures of weight, and this database can respond to queries about weight. A 
trial results database will have a data model that has the equivalent of many tables and table 
columns.49 To be most useful for purposes of scientific reuse of data, this data model must 
include tables and columns for elements of the trial protocol that investigators will want to query 
for when they search for relevant trials, such as intervention names, primary outcomes, and study 
population characteristics (Sim and Niland, 2012). This protocol data model should be robust 
enough to respond to the complexity of typical scientific queries—for example, “Find me trials 
of metformin without exercise and diet for prevention of diabetes mellitus. Then give me access 
to their analyzable data sets.” While ClinicalTrials.gov contains study protocol information, its 
database currently is not robust enough to respond to such detailed queries (Tasneem et al., 
2012). With the high level of investment required to enable sharing of clinical trial results, it is 
imperative that a sufficiently robust common protocol model be defined and adopted to ensure 
that descriptions of trials can be computationally searched, analyzed, and visualized across 
multiple databases. Leading protocol data models include CDISC (CDISC, 2014), the PICO 
ontology from the Cochrane Collaboration (Data.cochrane.org, 2014), and the Ontology of 
Clinical Research (Sim et al., 2013).  

In addition to a common protocol data model, data standardization is required at the level 
of the study variables across trials (also termed the “data dictionary”). For example, if one trial 
collects body weight in kilograms, while another collects it as a categorical variable (e.g., 0-50 lb, 
51-100 lb, etc.), while yet another collects only body mass index, scientific integration is greatly 
hampered if not impossible. If sharing of clinical trial data is to be useful for meta-analysis and 
large-scale data mining, trial protocols should ideally use common data elements for eligibility 
criteria and baseline and outcome variables. These data elements also should be indexed to 
standard clinical vocabularies (e.g., SNOMED) as appropriate. There are many common data 
element initiatives worldwide, from funding agencies (e.g., PROMIS and PhenX from the 
                                                 
49 Relational databases follow a table structure, but there are other types of databases that are not based on tables. 
Relational databases are discussed here for illustrative purposes, recognizing that results databases may be of 
different types.  
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National Institutes of Health [NIH]), professional societies (e.g., the American Heart Association 
and American College of Cardiology Foundation), research collaboratives (e.g., PCORnet), 
industry collaboratives (e.g., CDISC), and nonprofit organizations (e.g., COMET). The adoption 
of common data elements has to date been slow to occur, in part because trialists are not aware of 
these initiatives (HIMSS, 2009) and in part because of a lack of incentives and clear value for 
doing so. Scientific value will accrue from data sharing only if investigators can easily access 
results data and can query, align, compute on, and visualize what will no doubt be a large amount 
of complex, heterogeneous data.  

 
Conclusion: Current data sharing platforms are not consistently discoverable, 
searchable, and interoperable. Special attention is needed to the development and 
adoption of common protocol data models and common data elements to ensure 
the capacity for meaningful computation across disparate trials and databases.  

WORKFORCE CHALLENGES 

An adequate workforce trained in the operational and technical aspects of data sharing is 
essential to meet the goals of responsible sharing of clinical trial data. As outlined in the 2012 
report of the Advisory Committee to the NIH Director, there is a growing gap between the 
supply of trained quantitative research scientists at all levels (e.g., M.D., Ph.D., M.S., and B.S.) 
and the growing demand, stimulated in part by the recent explosion of big data in basic, 
translational, and clinical research (NIH, 2012a). In addition, the data on NIH-funded researchers 
indicate that the clinical trial and more generally the clinical research workforce is aging, and a 
new generation needs to be trained.  

NIH’s training mission has traditionally been focused on training doctoral-level 
researchers, with limited ability to train at the support staff level or to provide non-Ph.D.-level 
graduate training, such as that for a master’s degree in clinical research or clinical trials (IOM, 
2012, 2013b,c; NCATS, 2013; NIH, 2012b; Zerhouni, 2005). The need for the latter research 
support workforce is coupled with another key goal of the Clinical Translational Science Award 
(CTSA) program—training the scientific workforce needed for the translational sciences 
(NCATS, 2013). NIH’s recent funding of CTSAs at more than 60 U.S. institutions offers an 
opportunity for training at various levels, as well as for short courses to address specific technical 
needs (NIH, 2014). Thus, the CTSA program could require CTSA institutions to provide support 
and training for designing clinical trials with an eye toward data sharing and its implementation. 
CTSA institutions could provide technical support and an infrastructure for sharing clinical trial 
data, as well as develop and disseminate best practices for data sharing among the CTSA 
consortium and partner institutions. As the academic homes for advancing innovative clinical 
and translational research, the leader of National Center for Advancing Translational Sciences 
(NCATS) and CTSA institutions have a unique opportunity to create a professional culture 
conducive to sharing clinical trial data. 

 
Conclusion: Training for the sharing of clinical trial data needs to be part of the 
overall mission of funders of research training programs.  
 
Other stakeholders can and should contribute to workforce development as well. Large 

pharmaceutical, device, and biotechnology companies, as well as smaller industry sponsors when 
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feasible, can contribute valuable hands-on, state-of-the-art training in data sharing. Foundations 
that sponsor medical research and training also can enlarge the scope of their programs to 
include data sharing. And international bodies that fund training of the clinical trial workforce 
can make training researchers in data sharing a core component of their initiatives. Making more 
clinical trial data available for analyses will yield few gains if too few data scientists are 
adequately trained to turn these data into knowledge. 

 
Conclusion: A workforce with the skills and knowledge to manage the 
operational and technical aspects of data sharing needs to be developed. 

SUSTAINABILITY CHALLENGES 

To assess the benefits and burdens of sharing clinical trial data, it is essential to have 
sound estimates of the costs of different data sharing models. The only cost information in a 
peer-reviewed publication that the committee could identify is contained in a paper (Wilhelm 
et al., 2014) that breaks down the costs of data sharing in the Alzheimer’s Disease Neuroimaging 
Initiative (ADNI), a longitudinal study, into four components:  

 
• Infrastructure and administration costs include the data repository, storage and 

curation of data, review of informed consent forms, and management of material 
transfer agreements. 

• Standardization costs include efforts to organize data and make them understandable 
to others.  

• Human resources costs encompass building and maintaining the infrastructure, 
providing data access, and responding to queries from potential users. The committee 
notes that responding to queries from potential secondary users is a challenge because 
staff that worked on a clinical trial are assigned to new projects after the trial’s 
completion or leave the sponsor, data coordinating center, or institution that carried 
out the study. Responding to such queries is an important aspect of responsible 
sharing of clinical trial data: if there is no one to answer questions about the data from 
secondary users, the scientific usefulness of the shared data will be compromised. The 
committee also notes that the use of an independent review board to determine access 
to clinical trial data may add further costs.  

• There are opportunity costs associated with not carrying out new research or new 
analyses of existing data.  

 
The authors of this paper report that ADNI investigators estimated that data sharing would 
account for 10-15 percent of the total costs of the program and require about 15 percent of 
investigators’ time (Wilhelm et al., 2014). The authors note problems with determining the costs 
of data sharing: “Meanwhile, there are few benchmarks by which to ascertain the costs of data 
sharing and as yet no prospectively derived metrics by which to reliably estimate the categorical 
costs.” 

While this paper is helpful, the committee notes that it has several limitations. The 
authors examined only one study, a longitudinal neuroimaging study that collected large amounts 
of complex imaging data. Raw data from longitudinal neuroimaging studies may be much more 
extensive than complete analyzable data sets from clinical trials and thus more expensive to 
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prepare, curate, and share. Costs were estimated by the study investigators without direct 
measurement, verification, or audit. The cost estimates did not include the costs of preparing the 
clinical study report (CSR) for a clinical trial that would not be submitted to regulatory agencies 
or manually redacting CSRs from legacy trials for participant identifiers or commercially 
confidential information (Scott, 2013; Shoulson, 2014). The committee notes also that the figures 
in this paper may overestimate future data sharing costs if data collection templates and 
procedures are revised with data sharing in mind, as discussed further below.  

Wilhelm and colleagues (2014) comment on inequities in the current business model for 
data sharing:  

 
The cost categories described are borne by those researchers who originally 
collected the data, with little if any cost to data users. Therefore, cost recovery in 
data sharing is needed and justifiable, especially because the current funding 
milieu provides limited support for data sharing.  
 

The committee heard testimony about the current distribution of the costs of data sharing. 
Representatives of pharmaceutical companies that are carrying out or planning the sharing of 
clinical trial data testified that although they are now paying all the costs of sharing data from 
trials they sponsor, they are not willing to do so into the future. In their view, other stakeholders 
should also contribute, and public sponsors should provide financial support for sharing data 
from trials they fund (Kuntz, 2013; Scott, 2013). In addition, the committee heard testimony 
from a biotechnology firm that for small companies with no revenue stream, the cost of sharing 
clinical trial data would be prohibitive and a serious disincentive to investors (Moch, 2014). 
However, the committee also heard the counterargument from investors that if data sharing is 
carried out with appropriate controls to minimize invalid analyses (e.g., through review of data 
requests and analysis plans by independent review boards; see Chapter 5), investors will have 
greater confidence in promising trials and invest accordingly (Leff, 2014). The committee notes 
that small funders account for a significant proportion of new therapeutic discoveries. According 
to the Small Business Administration, 42 percent of new drug approvals in 2012 were granted to 
emerging sponsors (FDA, 2013). The committee notes further that there are precedents for 
reducing fees for small companies; the FDA, for example, charges small companies reduced 
application fees for new products. Finally, public funders of clinical research such as NIH, 
whose budget has been declining in real dollars, may be reluctant to fund the sharing of clinical 
trial data if doing so would further reduce the funds available for new research grants. Finally, 
from a global perspective, the committee notes that the costs of data sharing may be prohibitive 
for clinical trialists in low-resource countries. 

Based on the above findings, the committee concludes that the current business model for 
sharing clinical trial data is not sustainable. Furthermore, the current model for funding the 
sharing of clinical trial data does not distribute the costs equitably among the various 
stakeholders that participate in and benefit from such data sharing.  

The committee is mindful that it was not constituted to address the issue of the cost of 
sharing clinical trial data and how to distribute those costs. In keeping with its charge to “outline 
strategies and suggest practical approaches to facilitate responsible data sharing,” however, the 
committee presents the following conceptual framework regarding the costs of responsible 
sharing of clinical trial data. 
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First, responsible sharing of clinical trial data benefits the public and multiple 
stakeholders. Data sharing is a public good, as is the original research, leading to additional 
scientific knowledge regarding the effectiveness and safety of therapies, diagnostic tests, and the 
delivery of health care. In addition to patients and their physicians, other stakeholders benefit 
from this additional knowledge. These stakeholders include payers for health care (public 
insurance and health care payers at the state and local levels, private insurers, and employers that 
cover health insurance costs) that determine reimbursement based on evidence regarding the 
benefits and risks of therapies, as well as organizations that establish clinical practice guidelines 
(professional organizations and government agencies) (IOM, 2011).  

Second, as a matter of fairness, those who benefit from responsible sharing of clinical 
trial data, including the users of shared data, should bear some of the costs of sharing. There is 
policy precedent for charging user fees to obtain access to data collected by others. The Health 
Information Technology for Economic and Clinical Health (HITECH) Act explicitly states that 
organizations that share data are entitled to reasonable cost recovery (infrastructure costs plus the 
marginal cost of delivering the data) (Evans, 2014). Any user fees will have to include provision 
for researchers from resource-poor areas, where the burden of disease and potential for benefit 
may be disproportionately great. Additional sources of funding for responsible sharing of clinical 
trial data may be identified; for example, private philanthropies may be interested in funding the 
development of infrastructure and the conduct of pilot projects for responsible sharing of clinical 
trial data or subsidizing data access in resource-poor countries.  

Third, policies on equitably sharing the costs of responsible sharing of clinical trial data 
among stakeholders should be based on accurate information on the costs of data sharing for 
various kinds of clinical trials. Such cost data do not currently exist and would best be collected 
by impartial accounting and economics experts. Furthermore, there are no estimates of the 
potential savings that may result from sharing clinical trial data—which may include lower costs 
for secondary research conducted using shared data sets—for future clinical trials as a result of 
information gleaned from previous trials, or for health care because of lower use of ineffective or 
less effective therapies and reduced complications resulting from better safety data. 

Fourth, the costs of responsible sharing of clinical trial data will decrease in the future if 
data collection and management are designed to facilitate data sharing. As an example, the Open 
Science Framework developed by the Center for Open Science makes transparent virtually all 
the metadata and data required for sharing on an ongoing, real-time basis as the research is being 
conducted (Open Science Framework, 2014). A shareable data set, with audit trails, is created in 
real time. Thus the same technological platform used for both real-time data management and the 
conduct of research can be used for long-term data storage. After a trial has been completed, the 
study data, metadata, and relevant study documents can be made accessible almost immediately 
with minimal additional effort. In addition, as discussed above, another innovation with the 
potential to reduce the cost of data sharing is disease-specific standardized data elements and 
outcomes, as are currently being developed through the CDISC initiative, PCORnet, and other 
collaborative research enterprises. The lesson to be learned is that technological and procedural 
innovations that improve the quality of clinical trials can also reduce the costs of data sharing 
relative to current study procedures and data systems.  

 
Conclusion: Currently, the costs of data sharing are borne by a small subset of 
sponsors, funders, and clinical trialists; for data sharing to be sustainable, its 
costs will need to be equitably distributed across both data generators and users.  
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Conclusion: A market/landscape analysis of the costs of sharing clinical trial 
data and an economic analysis of sustainable and equitable funding options 
would provide an evidence base to facilitate the development of sustainable and 
equitable models for responsible data sharing.  

STRUCTURE FOR COLLABORATIVE NEXT STEPS 

Sharing clinical trial data is a global health priority that is gathering momentum. The 
commissioning of the present study was intended to further the dialogue and begin to build a 
stronger foundation for a robust data sharing culture. But such data sharing is still nascent, and 
the challenges to achieving the vision outlined in this chapter are formidable. The committee has 
proposed guiding principles that need to be balanced in responsible sharing of clinical trial data 
and made recommendations addressing a number of the challenges to data sharing. To attempt to 
suggest how all specific issues should be resolved would, however, be presumptuous, imprudent, 
and beyond the committee’s expertise and charge.  

Several models for sharing clinical trial data exist today, and more can be expected in the 
future. Sponsors will try different approaches, and the outcomes of these approaches will provide 
useful information on what does and does not work in various contexts. New issues and 
challenges are likely to emerge as more experience is gained with sharing clinical trial data and 
as clinical trials themselves change. Thus the sharing of clinical trial data will evolve in ways 
that cannot be predicted today.  

Approaches to data sharing are likely to change and improve if stakeholders learn from 
experience and new approaches to clinical trials are introduced. Chapter 5 describes how 
pioneers in sharing clinical trial data, such as YODA and the European Medicines Agency 
(EMA), have revised their policies and procedures in response to feedback from stakeholders and 
early experience with data sharing. The committee proposes in that chapter (under 
Recommendation 3) that organizations sharing clinical trial data “learn from experience by 
collecting data on the outcomes of data sharing policies, procedures, and technical approaches 
(including the benefits, risks, and costs), and share information and lessons learned with clinical 
trial sponsors, the public, and other organizations sharing clinical trial data.” 

In this chapter, the committee has further developed the idea of improving the sharing of 
clinical trial data by drawing on experience in other areas of biomedical research and health care. 
The sharing of data from biobanks and genomic sequencing projects offers several insights. The 
U.K. Biobank has advocated “adaptive governance” for biobanks, characterized by willingness 
to adapt to unforeseen or emerging issues, flexibility, and nimbleness (Laurie and Sethi, 2013; 
O’Doherty et al., 2011a). Scholars who have consulted for biobanks regarding their governance 
also have advocated for adaptive governance (Kaye, 2014; O’Doherty et al., 2011b). Another 
aspect of adaptive governance in the context of responsible sharing of clinical trial data is using 
discretion to modify timelines for data sharing in exceptional circumstances, as discussed in 
Chapter 5.  

Quality improvement in health care and industry builds on data-driven improvements. A 
“learning health care system” improves the quality of health care and reduces costs (IOM, 
2013a). In the continuous quality improvement model, an opportunity for improvement is 
identified through outcome metrics, a broad-based team suggests how to improve the activity or 
process, and the impact of the intervention is tracked through ongoing monitoring of the metric, 
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leading to a cycle of further improvements. “Learning” organizations have additional 
characteristics that facilitate improvement, including effective leadership, a culture that prizes 
improvement, and an emphasis on taking advantage of digital and Internet-based technology 
(IOM, 2013a). These organizational characteristics complement those advocated by proponents 
of adaptive governance.  
 In addition to individual funders and trusted intermediaries, the committee has considered 
the ecosystem of responsible sharing of clinical trial data as a whole. Although individual 
sponsors and trusted intermediaries can do a great deal within their own organizations to make 
the sharing of clinical trial data more responsible, effective, and efficient, other challenges can be 
addressed only in collaboration with other institutions.  

First, different funders and intermediaries can share outcome data for different data 
sharing models with each other and the public (Strom et al., 2014). Sharing these outcomes will 
give individual organizations incentives to improve, develop common metrics, share lessons 
learned, and consider how to address common challenges.  

Second, some challenges can be met only from a broader perspective than the standpoint 
of an individual funder or intermediary. Earlier in this report, the committee discussed how 
common data elements, interoperability, federated models for sharing data, a data set 
identification system, and sustainable and equitable business models would make the sharing of 
clinical trial data more useful and likely reduce costs as well. None of these elements can be 
developed by a single sponsor or trusted intermediary.  

Third, the ecosystem for sharing clinical trial data consists of many types of 
organizations. In Chapter 3, the committee recommends that disease advocacy organizations, 
regulatory and research oversight agencies, Institutional Review Boards or Research Ethics 
Committees, research institutions and universities, medical journals, and membership and 
professional societies take certain steps do to promote responsible sharing of clinical trial data. 
Many challenges will best be addressed through collaborative efforts involving different types of 
institutions. Chapter 3 presents the committee’s analysis of the need for academic institutions 
and funders of clinical trials to provide incentives for investigators to share clinical trial data. 
One important need is to develop a way of tracking secondary analyses by other investigators 
that use a clinical trial data set so the original clinical trial and its investigators can receive 
appropriate professional recognition. Connecting a shared data set to subsequent publications of 
other investigators is a problem that other fields of science also are addressing (NRC, 2012). Still 
another problem requiring collaborative effort is how academic institutions should give 
appropriate professional recognition to a researcher who produces clinical trial data sets that 
other investigators use for secondary research. Universities might benefit from discussing with 
each other and with pretenure faculty and secondary users of data how to document and assess 
the scholarly contribution due to data that are shared. 

RECOMMENDATION 

This report articulates guiding principles and high-level recommendations to guide 
responsible sharing of clinical trial data. Several early adopters have established proof of 
principle that the sharing of clinical trial data can be accomplished. For responsible sharing of 
clinical trial data to become pervasive, sustained, and rooted as a professional norm, however, 
much additional work will need to be done. Many interrelated issues need to be resolved, and as 
changes occur in how clinical trials are designed and carried out, new issues and challenges 
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undoubtedly will arise. Discussion among stakeholders and the exchange of ideas and empirical 
evaluations of different data sharing models will help best practices, incentives, and areas of 
agreement emerge. To some extent, such discussion is already occurring. However, establishing 
forums for the discussion of issues and experiences among a broad range of stakeholders with 
varied interests can catalyze implementation. Because responsible sharing of clinical trial data is 
so multifaceted, people working on one aspect of data sharing need to be aware of how their 
work interacts with work on other aspects. The committee recommends that a combination of 
public, nonprofit, and industry funders, similar to the sponsors of this project, take the lead in 
convening these stakeholders. However, to ensure broad representation of stakeholder interests, 
including those of participants and investigators, it would be desirable for members of the 
convening body not to have a direct stake in clinical trials as sponsors, funders, or investigators. 
Ideally, the convener should be regarded as impartial and trusted by the multiple stakeholders 
who have countervailing interests in the sharing of clinical trial data. In the United Kingdom, for 
example, the Nuffield Council on Bioethics, the Academy of Medical Sciences, and the Medical 
Research Council each have issued several consensus reports on science and research policy 
(EAGDA, 2014); similar impartial, trusted bodies in other countries (such as the Rathenau 
Instituut in the Netherlands and the Canadian Academy of Health Sciences) could also play this 
role. Collaborations between convening organizations in different countries could help assure a 
global perspective. After a few initial meetings, it is likely that stakeholders most committed to 
responsible sharing of clinical trial data would agree on whether some ongoing forum or forums 
were desirable and if so, how they might be convened.  
 

Recommendation 4: The sponsors of this study should take the lead, together 
with or via a trusted impartial organization(s), to convene a multistakeholder 
body with global reach and broad representation to address, in an ongoing 
process, the key infrastructure, technological, sustainability, and workforce 
challenges associated with the sharing of clinical trial data. 
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Appendix A 
Study Approach 

STUDY PROCESS 

During the course of its deliberations, the committee gathered information through a 
variety of mechanisms: (1) three 1.5-day workshops held in person in Washington, DC, in 
October 2013, February 2014, and May 2014 and one virtual workshop held in April 2014, all of 
which were all open to the public; (2) release in January 2014 of a document presenting a 
framework for discussion, which invited public feedback on a set of issues relevant to this report 
and is described in greater detail in the section below; (3) reviews of the scientific literature and 
commissioning of two papers on special topics, including de-identification of clinical trial data 
(see Appendix B) and drug regulation in selected developing countries50; and (4) personal 
communication between committee members and staff and individuals who have been directly 
involved in or have special knowledge of the issues under consideration.  

FRAMEWORK FOR DISCUSSION AND PUBLIC FEEDBACK 

 As directed by the committee’s charge, a document presenting a framework for 
discussion (“the Framework”) was publicly released in January 2014. The Framework articulated 
the committee’s preliminary observations on guiding principles that underpin the responsible 
sharing of clinical trial data, a nomenclature for data sharing, and a description of a selected set 
of data sharing activities. The Framework did not contain conclusions or recommendations, but 
rather served to elicit feedback from a variety of stakeholders to inform the second phase of this 
study and the conclusions and recommendations contained in this final report. The committee 
invited comments on a set of specific topics for public feedback on difficult issues that were 
likely to be complex and on which the public and stakeholders were likely to have differing 
perspectives.  

In addition to the public release of the Framework, several medical journals wrote 
editorials on the committee’s work and encouraged their readership to send comments. In 
response to these efforts, the committee received 85 written comments from a variety of 
individuals and organizations, including academic researchers from across the globe, industry 
(pharmaceutical, device, and biologic) representatives (from both individual companies and trade 

                                                 
50 The commissioned paper “The Interaction between Open Trial Data and Drug Regulation in Selected Developing 
Countries” was used by the committee in support of its analysis in this report. This paper  is available on this study’s 
website (www.iom.edu/datasharingcommissionedpapers). 
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associations), clinicians and health care organizations, patient/disease advocacy representatives, 
and others. Staff collected and compiled all comments for the committee’s review, calling 
particular attention to cross-cutting themes and unique perspectives. 

CLINICAL TRIALS LITERATURE REVIEW 

Search Parameters: 
• Date range: 2000-present 
• International, English only 

 
Databases: 

• OVID Medline 
• OVID Embase 
• Scopus 
• Web of Science 
• Grey literature reports (NIH, FDA, EMA [European Medicines Agency] WHO) 

 
Email Alerts: 

• Lexis—major newspapers (New York Times, Wall Street Journal, Washington Post) 
• Alerts received on a weekly schedule 

 
Search Strategy: 
 
(“Clinical Trials” or “Clinical Trials as Topic” or “clinical trial (topic)”) 
 
AND 
 
(“data sharing” or “information dissemination”51 or “data-sharing” or “data transparency”) 
 
AND (with the following key words searched individually) 
 

• “Resource constraints” or “resource limitations” 
• “Implementation” 
• “Incentives” or “Disincentives” and “academic”/or “outcome research” or  
• “Changing norms” 
•  “Protection of human subjects “/or” “/” 
• “Patient privacy” or “patient confidentiality” or privacy 
• “Intellectual property” 
• Legal or jurisprudence or “legal issues” or “legal aspects” or law 
• “scientific standards” or “rogue analyses”  
• “data quality” or “quality control” 
• “informed consent” 
• “competition law” or “antitrust” 

                                                 
51 Note that “information dissemination” is the MeSH term for data sharing. 
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• “Liability” 
• “data exclusivity” 
• “Infrastructure” 
• “Governance” 
• “resource poor setting” 
• “public health” 
• “risks” 
• “benefits” 
• “challenges” 

  



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

146 SHARING CLINICAL TRIAL DATA 

PREPUBLICATION COPY: UNCORRECTED PROOFS 
 

COMMITTEE MEETING AGENDAS 

 
Meeting One: October 22-23, 2013 

 
The National Academies 

2101 Constitution Avenue, NW 
 Washington, DC 20418 

 
OPEN Session Objectives 

• Review statement of task with sponsors 
• Receive testimony from invited speakers and the public on attributes of 

responsible data sharing activities  
 
 

October 22, 2013 (Day 1) 
CLOSED SESSION (9:30 AM-2:20 PM) 

 
October 22, 2013 (Day 1) 

OPEN SESSION (2:30 PM-4:45 PM) 
 

National Academy of Sciences Building - NAS 125 
2101 Constitution Avenue, Washington, DC 

 
2:30 PM Welcome and Introductory Remarks (begin open session) 
  Bernard Lo, Committee Chair 
 The Greenwall Foundation 
 
2:40 PM The Charge to the Committee: A Discussion with the Sponsors  
 
Objective: Receive remarks from invited sponsor representatives to discuss background, 
purpose, and context for the study, including needs the study could address. Provide opportunity 
for the committee and sponsors to clarify the study scope and task through question and answer 
and open discussion. 
      

• Kathy Hudson, National Institutes of Health  
• Richard Moscicki, Food and Drug Administration 
• Elizabeth (Betsy) Myers, Doris Duke Charitable Foundation 
• John Orloff, Novartis 
• Nicola Perrin, the Wellcome Trust 

 
4:30-4:45 PM  Closing Remarks (end open session) 
 Bernard Lo, Committee Chair 
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October 22, 2013 (Day 1) 
CLOSED SESSION (4:45 PM-5:45 PM) 

 
 October 23, 2013  

OPEN SESSION (8:00 AM-5:45 PM) 

 
8:00 AM Welcome and Introductory Remarks (begin open session) 
 Bernard Lo, Committee Chair  
 
8:15-8:45 AM  Clinical Trial Data and Challenges to Data Sharing 

 Robert Califf, Duke University (by WebEx) 
 Discussion 

 
8:45-9:15 AM Preparing for Responsible Sharing of Clinical Trial Data 
 Michelle Mello, Harvard University 
 Discussion 
 
SESSION 1 Clinical Trial Data Types and Sharing Activities  
 
Objectives: Characterize the spectrum of “data” generated in the conduct of clinical trials and 
review existing and proposed data sharing activities. Explore the benefits, risks, and burdens 
associated with sharing different types of data. 

 
9:15-9:45 AM Clinical Trial Data: What types of data (and associated materials) might be 
shared? Who holds these data? Under what circumstances are they now shared, and why are 
they shared? What analyses are possible using summary vs. analytic data sets vs. CSRs vs. 
participant-level data? 
 
Panel discussion: Each panelist to briefly introduce himself/herself and provide 5 minutes of 
prepared comments, followed by a moderated discussion.  

 
• Deborah Zarin, National Institutes of Health  
• Pat Teden, Teden Consulting (by WebEx) 

Moderator: David DeMets, University of Wisconsin 
 

9:45-10:00 AM  BREAK 
 
10:00-noon Selected Data Sharing Activities: What are the drivers and goals of 
proposed and existing data sharing activities? What data are shared, with whom, and how? 
What are some of the barriers to and risks, burdens, and benefits of data sharing, and how do 
different data sharing activities address these issues? 

 
Panel discussion: Each panelist to briefly introduce himself/herself and provide 8 minutes of 
prepared comments, followed by a moderated discussion. 
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• Hans-Georg Eichler, European Medicines Agency 
• Joseph Ross, Yale Open Data Access Project 
• Frank Rockhold, GlaxoSmithKline 
• Charles Hugh-Jones, Project Data Sphere 
• Adam Asare, Immune Tolerance Network Trial Share 

Moderator: Joanne Waldstreicher, Johnson & Johnson 
 
Noon-1:00 PM  Lunch 
 
SESSION 2 Principles for Responsible Sharing of Clinical Trial Data 
 
Objectives: Explore the perspectives of those conducting, sponsoring, or participating in clinical 
trials and those disseminating and using clinical trial data. Identify interests, values, and 
concerns to consider in the development of guiding principles for sharing clinical trial data.  
 
Panel discussion: Each panelist to briefly introduce himself/herself and provide 5 minutes of 
prepared comments, followed by moderated discussion. 
 
1:00-2:20 PM Research Community Perspectives 

• Kay Dickersin, Johns Hopkins School of Public Health 
• Louis Fiore, VA Boston Healthcare System 
• Ben Goldacre, London School of Hygiene and Tropical Medicine (WebEx)  
• Rebecca Kush, CDISC 
• Eric Perakslis, Center for Biomedical Informatics, Harvard Medical 

School 
• Lesley Stewart, University of York 
• Madhukar Trivedi, University of Texas, Southwestern  

Moderator: Jeffrey Drazen, New England Journal of Medicine 
 

2:20-2:45 PM Research Participant Perspectives 
• Deborah Collyar, Patient Advocates In Research 
• Sharon Hesterlee, Parent Project Muscular Dystrophy 

Moderator: Deven McGraw, Center for Democracy and Technology 
 
2:45-3:00 PM BREAK 
 
3:00-3:50 PM Study Sponsor Perspectives  

• Elaine Collier, National Center for Advancing Translational Sciences 
• Nicole Hamblett, Cystic Fibrosis Therapeutics Development Network - 

Seattle Children’s Hospital 
• Richard Kuntz, Medtronic (by WebEx) 
• Justin McCarthy, Pfizer 

Moderator: Arti Rai, Duke University School of Law 
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3:50-4:30 PM Scientific and Medical Journal Perspectives  
• Catherine DeAngelis, Journal of the American Medical Association (fmr) 
• Charlotte Haug, Norwegian Journal of Medicine 
• Elizabeth Loder, British Medical Journal 

Moderator: Steven Goodman, Stanford University 
 
4:30-5:30 PM Public Comment Period 
 
5:30-5:45 PM Closing Comments and Discussion (end open session) 

 Bernard Lo, Committee Chair 
 

Meeting Two: February 3-4, 2014 

The National Academies 
Keck Center, Room 208 

500 Fifth Street, NW 
Washington, DC 20001 

 
Workshop Objectives: 

• Seek public comment on the discussion framework document released in January 2014. 
• Discuss the elements and activities of data sharing outlined in the discussion framework 

document, and review the completeness of the set of selected models as a heuristic 
framework for the committee’s analytic process to be undertaken as part of the study. 

• Identify key benefits of sharing and risks of not sharing clinical trial data, and key 
challenges and risks of sharing clinical trial data. 

• Discuss the landscape of laws, regulations, and policies under which data sharing occurs, 
focusing on competition and intellectual property laws and protection of clinical trial 
research participants. 

• Discuss incentives for data sharing and challenges in the implementation and ongoing 
conduct of data sharing activities. 

• Seek public comment on potential strategies and approaches to facilitate responsible data 
sharing. 

 
1:00 PM Welcome and Introductory Remarks (begin open session) 
  Bernard Lo, Committee Chair 
  The Greenwall Foundation 
 
1:05 PM Overview of the Framework for Discussion 
  Bernard Lo, Committee Chair

February 3 (Day 1) – OPEN SESSION 1:00-5:00 PM  



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

150 SHARING CLINICAL TRIAL DATA 
 

PREPUBLICATION COPY: UNCORRECTED PROOFS 

SESSION 1:  CLINICAL TRIAL DATA ELEMENTS AND SHARING ACTIVITIES:  
PUBLIC FEEDBACK 
 
Session Objectives:  

• Identify the key purposes, benefits, risks, and challenges of each model described in the 
discussion framework. Where relevant, explore how each model’s benefits and burdens 
are differentially experienced by research sponsors and investigators, study participants, 
regulatory agencies, patient groups, and the public.  

• Consider whether other models of sharing might be included in the analytic framework. 
 
Series of Panel Discussions  
 
1:20 PM Model 1 – Open Access (25 min)  
 
Moderator: Ida Sim, UCSF School of Medicine 
 
Discussants:  
John Wilbanks, Sage Bionetworks  
Atul Butte, Stanford University School of Medicine  
 
1:45 PM Model 2 – Controlled Access to Individual Company, Institution, or 

Researcher Data (25 min) 
 
Moderator: Steve Goodman, Stanford University School of Medicine 
 
Discussants:  
Joe Ross, Yale University School of Medicine  
Ira Shoulson, Georgetown University  
 
2:10 PM Model 3 – Controlled Access to Pooled or Multiple Data Sources (25 min) 
 
Moderator: Steve Goodman, Stanford University School of Medicine 
 
Discussants:  
Jessica Scott, GlaxoSmithKline  
Laurie Ryan, Alzheimer’s Disease Neuroimaging Initiative 
 
2:35 PM Model 4 – Closed Partnership/Consortium (25 min) 
 
Moderator: Ida Sim, UCSF School of Medicine 
 
Discussant:  
Lynn D. Hudson, Critical Path Institute 
 
3:00 PM Moderated Discussion and Public Response (25 min) 
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Moderator: Steve Goodman, Stanford University School of Medicine 
 
Discussion Questions: 

• Invited panelists have the opportunity to present benefits, risks, and 
challenges of other models from their perspective. 

• What, if any, changes or additions to the descriptions of the models 
might be considered? 

• Are there other models substantially different from those the committee 
has proposed that could be included? 

 
3:25 PM BREAK (15 min) 
 
3:40 PM Guiding Principles for Clinical Trial Data Sharing (65 min) 
 

• Invited discussants to consider the suggested guiding principles for data 
sharing. 

• Discuss how the principles can be operationalized to balance the benefits 
and risks of data sharing. 

 
Moderator: Patricia A. King, Georgetown University Law Center 
    
Discussants:  
Susan Bull, The Ethox Centre, University of Oxford 
Barbara Bierer, Brigham and Women’s Hospital  
Phil Fontanarosa, JAMA  
 
 
4:45 PM  Brief Preliminary Public Comment Period 
 
5:00 PM  Closing Remarks (adjourn open session) 
  Bernard Lo, Committee Chair 
 
 
February 4, 2014 (Day 2) 
OPEN SESSION (9:00 AM-5:30 PM) 
9:00 AM Welcome and Introductory Remarks (begin open session) 
  Bernard Lo, Committee Chair 
 
SESSION 2: Legal, Regulatory, and Policy Context 
 
Objectives: Discuss the landscape of laws, regulations, and policies under which data sharing 
occurs, focusing on protection of clinical trial research participants and competition and 
intellectual property laws. 
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Legal, Regulatory, and Policy Context: Protection of Research Participants 
 
9:05 AM International Legal and Policy Context 
Mark Barnes, Ropes & Gray LLP and Harvard Multi-Regional Clinical Trials (MRCT) Network 
 
9:35 AM Discussion Panel: Informed Consent (45 min) 
 
  Panelists to discuss: 

• Issues and barriers for retrospective data sharing (trials already conducted or 
under way) 
- Current legal framework—U.S. (Common Rule and FDA) and 

international 
• Suggestions to facilitate sharing while guarding principles and requirements 

for informed consent for prospective data sharing (trials not yet conducted or 
initiated) 
− Legal and policy framework needed to facilitate prospective data sharing 
− Principles and elements of the consent document and process 
− Operational and institutional issues, especially IRB/ethics committee 

review 
 
Moderator: Elizabeth G. Nabel, Harvard Medical School, Brigham and Women’s Hospital 
 
Discussants:  
Pearl O’Rourke, Harvard University  
David Forster, Western IRB  
 
 
10:20 AM Erika Von Mutius, University of Munich  
 
10:30 AM  BREAK (15 min) 
 
10:45 AM Discussion Panel: Privacy (60 min) 
 

Panelists to discuss: 
• Current legal framework of privacy protections—global legal/regulatory 

structure, with an emphasis on EU and U.S. and high-level description of 
other non-EU/U.S. jurisdictions 
− How can a global infrastructure or common global approach to data 

sharing address or take into account disparate data privacy protection 
requirements and different cultural standards? 

• Privacy risks presented by data sharing (including to patients, researchers, and 
institutions) 

• Current de-identification and re-identification technology and standards 
• Defining “de-identified” and “anonymized” data; purposes and uses of 

identifiable/nonanonymized data—when/for what scientific or other 
purposes are identifiable data required? 
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• Fair information practices and approaches to privacy protection 
 
Moderator: Deven McGraw, Center for Democracy & Technology 
 
Panelists: 
Robert Gellman, Privacy and Information Policy Consultant  
Barbara Evans, University of Houston Law School  
Bradley Malin, Vanderbilt University  
Mark Barnes, Ropes & Gray LLP  
 
11:45 AM LUNCH (45 min) 
 
SESSION 3:  Incentives for Sharing and Implementation of Data Sharing Activities 
 
Objectives: Discuss how recognition and promotion structures and processes can provide 
incentives or disincentives to share data. Identify these incentives and norms in academia, 
industry, government, and other sectors as relevant. Explore potential strategies to lower 
disincentives or other barriers to data sharing. Discuss potential negative or unintended 
consequences of sharing data and explore potential strategies to mitigate these consequences or 
challenges 
 
12:30 PM Discussion Panel: Scientific Standards and Data Integrity/Quality (45 min) 
 

Panelists to discuss: 
• The impact of secondary analyses of data. What methods should be in 

place to ensure that potential consequences are balanced? 
• Strategies to provide an understanding of how different analyses may lead 

to different conclusions. Approaches to address potential negative 
consequences and support the scientific integrity of the original and 
derivative works. 

• Standards and expectations for secondary use. Provide examples where 
data sharing made a positive difference in understanding and where data 
sharing led to detrimental outcomes or analyses that did not meet scientific 
standards. 

 
Moderator: Jeffrey Drazen, New England Journal of Medicine 

 
Discussants:  
Peter Doshi, The Johns Hopkins University  
John Ioannidis, Stanford University School of Medicine  

  
Legal, Regulatory, and Policy Context: Intellectual Property and Competition Law (60 min) 
 
1:15 PM Series of Speakers: Intellectual Property and Competition Law 

 
 Speakers to address: 
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• Intellectual property law; patent issues 
• Data exclusivity rules and regulatory landscape 
• Definition of “commercially confidential information” 
• Antitrust considerations for data sharing 

 
Moderator: Arti Rai, Duke University School of Law 
 
Speakers: 
Benjamin Roin, Petrie-Flom Center, Harvard Law School  
Trevor Cook, WilmerHale  
Jorge Contreras, American University, Washington College of Law 
Aliza Y. Glasner, Georgetown University 

 
2:15 PM Discussion Panel: Cultural and Financial Incentives for Data Sharing—

Recognition and Promotion (45 min) 
 

Panelists to discuss: 
• Recognition and promotion norms in academia—including academic 

promotion/tenure structures; approaches to academic credit for clinical 
trialists—and their impact on incentives to share data 

• Industry staffing/promotion structures; cultural issues relating to data 
sharing 

 
Moderator: Joanne Waldstreicher, Johnson & Johnson 
 
Discussants: 
Ira Shoulson, Georgetown University  
Ann Bonham, Association of American Medical Colleges (AAMC) 
Michael Rosenblatt, Merck  

 
3:00 PM BREAK (15 min) 
 
3:15 PM Discussion Panel: Resource Considerations and Implementation Barriers 

(45 min) 
 

Panelists to discuss: 
• Benefits, risks, and challenges associated with having staff to answer 

inquiries and questions from secondary users of data 
• Handling of data queries/requests; allocation of responsibilities for 

housing data and maintaining needed records 
• Issues pertaining to sharing of data in settings of limited resources (e.g., 

developing or resource-poor countries or small companies/biotech) 
 
Moderator: Tim Coetzee, National MS Society 
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Discussants: 
Atul Butte, Stanford University School of Medicine  
Janet Wittes, Statistics Collaborative  
Matt Gross, SAS  
Kenneth I. Moch, Chimerix 
 
SESSION 4:  Overarching and Cross-Cutting Issues 
 
Objectives: Discuss and explore the practical implications of the proposed guiding principles in 
light of the panel discussions held during this public workshop. Discuss selected cross-cutting 
questions and issues posed by the committee in the discussion framework. Suggest strategies and 
practical approaches to facilitate responsible data sharing. 
 
4:00 PM Discussion Panel: Cross-Cutting Proposed Guiding Principles and 

Discussion Framework Questions (45 min) 
 

Panelists to discuss: 
• Because most large clinical trials are global in nature, how can clinical 

trial data be shared in that global context? How can different national 
regulations for research participants’ privacy protections; approval of 
drugs and devices; data exclusivity; and intellectual property laws, 
resources, and health priorities be taken into account?  

• How might strategies and approaches regarding data sharing take into 
account clinical trials conducted in resource-poor settings; trials designed 
by citizen-scientists using data they contribute directly; and trials designed 
through participatory research? 

• How might different types of clinical trial data, and different uses of 
shared data, be prioritized for sharing? What would be the rationale for 
placing a higher priority on certain types of data or analyses? What might 
be the advantages and disadvantages of distinguishing highest-priority 
sharing of clinical trial data from subsequent sharing activities?  

• What might be the advantages and disadvantages to various stakeholders 
of sharing different types of data sets, at different points in time after the 
completion of a clinical trial? 

• Should programs or approaches calling for or requiring new data sharing 
apply only to new trials undertaken from the date of a new program 
forward, or retroactively apply to clinical trials started before the data 
sharing program was initiated? 

• What might be done to minimize the risks to patients and to public health 
from the dissemination of findings from invalid analyses of shared clinical 
trial data? 

• What measures should be deployed to minimize the privacy and 
confidentiality risks to trial participants? For example, are current 
anonymization or de-identification methodologies sufficient? 

• Under what circumstances are identifiable data needed to fulfill articulated 
purposes of a data sharing activity? Under what circumstances might re-
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identification of trial participants be beneficial (for the participants or the 
public)? Have there been there examples of instances of re-identification 
of trial participants (e.g., for safety reasons to warn a patient of a potential 
risk, or for questionable and potentially unethical reasons), and what were 
the impacts? 

• What incentives and protections might be established to encourage clinical 
trial sponsors and clinical investigators to continue to conduct clinical 
trials in the future, without unduly restricting the sharing of certain types 
of data? How do we protect or provide incentives for researchers to share 
data? 

• What is the appropriate responsibility of the primary investigator(s) or 
research institution(s) to support secondary users in their interpretation of 
shared data, and what infrastructure or resources are needed to enable such 
ongoing support? For those with experience in data sharing, what is the 
burden of providing such support to help others understand and use the 
provided information? 

• What would be appropriate outcome measures to assess the usefulness of 
different models of clinical trial data sharing, and how can they be used to 
guide improvements in data sharing practices? 

 
Moderator:  Bernard Lo, Committee Chair 
 
Discussants: 
Susan Bull, The Ethox Centre, University of Oxford 
John Ioannidis, Stanford University School of Medicine  
Ira Shoulson, Georgetown University  
 
4:45 PM Public Comment Period 
 
5:15 PM Closing Comments (end Open Session) 

 Bernard Lo 
 
 

Meeting Three: April 9, 2014 
Virtual WebEx 

 
April 7, 2014 (Day 1) 

CLOSED SESSION (10:30 AM-5:00 PM EST) 
 

April 8, 2014 (Day 2) 
CLOSED SESSION (10:30 AM-5:00 PM EST) 

 
April 9, 2014 (Day 3) 

CLOSED SESSION (11:00 AM-12:00 PM EST) 
 

OPEN SESSION (12:00 PM-1:30 PM EST) 
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12:00 PM Clinical Trial Data Sharing: Product Liability 

 
Objective: Discuss the product liability litigation concerns of requiring drug 
and device manufacturers to make clinical trial data public. 
 
Panelists: 

   William Sage, University of Texas, School of Law 
   George Fleming, Fleming, Nolan, and Jez L.L.C. 
   Loren Brown, DLA Piper 
 

Format: Each panelist will provide an 8- to 10-minute presentation, followed 
by moderated discussion with the committee. 
 
Moderator: Arti Rai 

 
CLOSED SESSION (1:30 PM-3:30 PM EST) 

Meeting Four: May 5-7, 2014 

Public Workshop 
Keck Center, Room 100 
The National Academies 

500 Fifth Street, NW 
Washington, DC 20001 

 
May 5, 2014 (Day 1) 

OPEN SESSION (9:30 AM-5:00 PM) 
 

Overall Workshop Objectives: 
• Discuss the benefits, risks, and challenges of data sharing with medical product 

developers outside of large pharmaceutical companies, including small 
biotechnology/venture capital, diagnostics and other devices, and disease- and condition-
specific organizations. 

• Discuss incentives and disincentives in the global clinical trial landscape, particularly 
within research institutions, including universities, organizations that carry out data 
sharing, funders, journals, and other organizations involved in clinical trials. 

• Discuss guiding principles and characteristics for the optimal infrastructure and 
governance for sharing clinical trial data. 

 
9:30 AM Welcome and Introductory Remarks  
 Bernard Lo, Committee Chair 
 The Greenwall Foundation 
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9:40 AM  Introductory Presentation 
 Vision for the Future of Clinical Trials: Implications for Data Sharing 

(20 min) 
 
 Bernard Munos, M.B.A. (confirmed), InnoThink Center for Research in 

Biomedical Innovation 
 
SESSION 1:  Strategies and Practical Approaches for Responsible Sharing of 

Clinical Trial Data: Perspectives of Trial Sponsors and Investors 
 
Objectives: Hear from investors and sponsors of clinical research (e.g., biotechnology, 
diagnostic, device, and patient-supported research trials), who will discuss the benefits, risks, 
and challenges of sharing clinical trial data from their perspective and how those may align with 
or differ from those associated with large drug trials. Identify strategies and practical 
approaches to overcome challenges and barriers to responsible data sharing identified by these 
sponsors.  
 
10:00 AM  Discussion Panel (75 min) 
 
 Moderator: Sharon Terry, Committee Member 
 

Small Biotechnology/Venture Capital 
Jonathan Leff (confirmed), Partner and Chairman, Deerfield Institute  

 
Device/Diagnostic Companies 
Rick Kuntz, M.D., M.S. (confirmed), Senior Vice President and Chief 
Scientific, Clinical and Regulatory Officer, Medtronic, Inc.  

Steven Gutman, M.D. (confirmed), Strategic Advisor, Myraqa 

 
Disease- and Condition-Specific Organizations 
Robert N. McBurney, Ph.D. (confirmed), Chief Executive Officer, 
Accelerated Cure Project for MS 

 
11:15 AM BREAK 
 
SESSION 2: Strategies and Practical Approaches for Incentivizing Responsible 

Sharing of Clinical Trial Data: Perspectives of Investigators and 
Leaders of Academic Medical Centers 

 
Objectives: Understand current norms and attitudes toward clinical trial data sharing. Identify 
new and current incentives that might facilitate clinical trial data sharing and practical steps 
within the broad clinical trial enterprise (including major research fields, international and 
limited-resource settings, data coordinating centers). Discuss incentives and disincentives in the 
global clinical trial landscape and the academic research model and strategies for overcoming 
disincentives. 
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11:30 AM Discussion Panel: Clinical Trial Investigators and Leaders of 

Academic Medical Centers and Data Coordinating Centers (60 min) 
 
 Moderator: Bernard Lo 
 
 Panelists:  

Steve Cummings, M.D. (confirmed), Professor Emeritus, Department 
of Medicine (General Internal Medicine), UCSF and Director, San 
Francisco Coordinating Center  

Clay Johnston, M.D., Ph.D. (confirmed – by WebEx), Dean, School of 
Medicine, University of Texas at Austin, former Director of UCSF 
Clinical and Translational Science Institute.  

Paula K. Shireman, M.D. (confirmed), Vice Dean for Research, 
University of Texas Health Science Center San Antonio  

Quarraisha Abdool Karim, Ph.D., M.S., Associate Professor, 
Columbia University and Associate Scientific Director, CAPRISA 
(Center for the AIDS Programme of Research in South Africa) (via 
WebEx-May 6) 

Rory Collins, Ph.D., Professor of Medicine and Epidemiology, 
University of Oxford and Chief Executive, UK Biobank (via WebEx-
May 6) 

 
12:30 PM LUNCH 
 
SESSION 3: Strategies and Practical Approaches for Responsible Sharing of 

Clinical Trial Data: Governance and Infrastructure 
 
Objectives: Identify guiding principles and characteristics for the optimal infrastructure and 
governance for responsible sharing of clinical trial data. Discuss optimal and practical 
governance models that account for the global nature of clinical trials, in which relevant laws, 
policies and practices vary by jurisdiction. 

 
1:30 PM  Discussion Panel: Operational Principles for the Governance for 

Sharing Clinical Trial Data (90 min)  
 
 Moderator: Tim Coetzee, Committee Member 
 
 Panelists:  

Bartha Knoppers, Ph.D., LL.M., LL.B. (confirmed), Director, Centre 
of Genomics and Policy, McGill University  

Philip E. Bourne, Ph.D. (confirmed), Associate Director for Data 
Science (ADDS), National Institutes of Health 



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

160 SHARING CLINICAL TRIAL DATA 

PREPUBLICATION COPY: UNCORRECTED PROOFS 

Glenn Cohen, J.D. (confirmed), Professor of Law and Co-Director, 
Petrie-Flom Center for Health Law Policy, Biotechnology & Bioethics 

Jane Kaye, D.Phil., LL.B. (via WebEx-May 7), Director, Centre for 
Law, Health and Emerging Technologies, Oxford: (HeLEX) based in 
the Department of Public Health at the University of Oxford  

 
3:00 PM  Discussion Panel: Characteristics for the Optimal Infrastructure of 

Data Sharing (90 min) 
 
 Moderator: Ida Sim, Committee Member 
 

Panelists:  
Harlan Krumholz, M.D. (confirmed), Director, Yale Open Data Access 
(YODA) Project  

Philip E. Bourne, Ph.D. (confirmed), Associate Director, Data Science 
(ADDS), National Institutes of Health  

Frank Rockhold, Ph.D. (confirmed), GSK Sr. Vice President GCSP  

Paula K. Shireman, M.D. (confirmed), Vice Dean for Research, 
University of Texas Health Science Center San Antonio 

Rory Collins, Ph.D., Professor of Medicine and Epidemiology, 
University of Oxford and Chief Executive, UK Biobank (via WebEx-
May 6) 

 
4:30 PM  Public Comment Period (30 min) 
 
5:00 PM  ADJOURN 
 
 
 

May 6, 2014 (Day 2) 
OPEN SESSION (9:30 AM-11:30 AM) 

 
SESSION 4:  Continuation from May 5 
 
9:30 AM-10:15 AM Clinical Trial Investigator Perspectives 
 

Quarraisha Abdool Karim, Ph.D., M.S.  
Associate Professor, Columbia University and Associate Scientific 
Director, CAPRISA (Center for the AIDS Programme of Research in 
South Africa) (confirmed) 
 

10:15 AM-10:30 AM BREAK 
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10:30 AM-11:30 AM  Characteristics for the Optimal Infrastructure of Data Sharing and 
Incentivizing Data Sharing 
 
Rory Collins, Ph.D., Professor of Medicine and Epidemiology, University 
of Oxford and Chief Executive, UK Biobank (confirmed) 

 
 

May 7, 2014 (Day 3) 
OPEN SESSION (9:00 AM-9:45 AM) 

 
9:00 AM-9:45 AM  Operational Principles for the Governance for Sharing Clinical Trial 

Data  
 
Jane Kaye, D.Phil., LL.B., Director, Centre for Law, Health and 
Emerging Technologies, Oxford: (HeLEX) based in the Department of 
Public Health at the University of Oxford (confirmed) 

 

DATA SHARING PUBLIC COMMENTS AND CONTRIBUTIONS 

Contributors 

Name Organization 

Alves, Teresa 

Health Action International Europe, 
International Society of Drug Bulletins, 

Medicines in Europe Forum, and 
Transatlantic Consumer Dialogue 

Aquino, John Bloomberg BNA 

Azoulay, Daniel 
AP-HP Hôpitaux Universitaires Henri 

Mondor 
Barnes, Mark Harvard MRCT 

Beckett, William Harvard Medical School 

Berger, Philip 
University of Toronto, St. Michael's 

Hospital 

Bierut, Laura 
Washington University School of 

Medicine in St Louis 
Brannin, Nancy L. Clinician 

Brewer, Alina Preeclampsia Foundation 

Cantekin, Erdem 
University of Pittsburgh School of 

Medicine 
Charles, H. Cecil Duke University 

Cheah, Phaik 
Faculty of Tropical Medicine, Mahidol 

University 
Davies, Gerry PreDiCT-TB Consortium 
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Detmer, Don 
Dixon, Dennis Unknown 
Espeland, Mark Wake Forest School of Medicine 
Federici, Tara AdvaMed 

Feigal, Ellen 
California Institute for Regenerative 

Medicine 
Ferguson, Stephen Cook Group, Inc. 

Francer, Jeffrey PhRMA 
Gellman, Robert Privacy and Information Policy Consultant 
Goldacre, Ben Author  

Gutierrez, Querol Universitat Autonoma de Barcelona 
Hauze, Joyce Xogene Services 

Holbrook, Anne McMaster 
Holmes, J. Unknown 

Johnson, Lorraine 
Consumers United for Evidence-Based 

Healthcare 
Jureidini, Jon The University of Adelaide 

Kalamegham, Rasika American Association for Cancer Research 

Kush, Rebecca 
Clinical Data Interchange Standards 

Consortium 
Lehman, Dale Alaska Pacific University 
Levett, Paul George Washington University 
Levit, Laura ASCO 
Li, Rebecca Harvard MRCT 
Lin, Edward Emory University School of Medicine 
Mayer, Mark Chief Medical Officer Roundtable 

McLean, Samuel 
University of North Carolina School of 

Medicine 
Miller, Pamella New England Journal of Medicine 

Murray, Jeff The University of Iowa 
NA The Cancer Imaging Archive (TCIA) 

NA 
The Radiological Society of North 

America (RSNA) 
NA Novo Nordisk 
NA Roche 
NA Harvard MRCT 
NA Global Health Network 

O’Donnel, D. Unknown 

Offermann, Margaret 
Federation of America Societies for 

Experimental Biology 
O’Neill, Onera Wellcome Trust 

Potter, Bill National Institutes of Health 
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Radecki, Ryan University of Texas Medical School 
Rivas, Maria AbbVie 

Rosenblatt, Michael Merck and Co, Inc. 
Rouse, Dwight NIH funded clinical trialist 

Sanjuan, Judit Rius 
Medecins Sans Frontieres/ Doctors 

Without Borders (MSF) 
Scott, James University of Utah, School of Medicine 
Scott, Jessica GSK 

Shahzamani, Azin Genentech, Inc. 
Shorish, Yasmeen James Madison University 

Shuttes, James Unknown 

Sprosen, Tim 

Clinical Trial Service Unit & 
Epidemiological Studies Unit (CTSU), 

Nuffield Department of Population Health, 
University of Oxford. 

States, David 
Brown Foundation Institute of Molecular 
Medicine & University of Texas Health 

Science Center at Houston 
Taichman, Darren ICMJE 

Vinson, Eric 
Northwest Portland Area Indian Health 

Board 

Wang, Yajie 
CSPCC: VA Palo Alto Healthy Care 

Center 
Weitzman, Stephen A. Wellcome Trust 
Womack, Andrew W. BIO 

 

Specific Topics for Public Feedback 

Global Implementation and Practical Consideration  
• Because most large clinical trials are global in nature, how can clinical trial data be 

shared in that global context? How can different national regulations for research 
participants’ privacy protections; approval of drugs and devices; data exclusivity; and 
intellectual property laws, resources, and health priorities be taken into account?  

• How might strategies and approaches regarding data sharing take into account clinical 
trials conducted in resource-poor settings, trials designed by citizen-scientists using data 
they contribute directly, and trials designed through participatory research? 

 
Timing and Prioritization 

• How might different types of clinical trial data, and different uses of shared data, be 
prioritized for sharing? What would be the rationale for placing a higher priority on 
certain types of data or analyses? What might be the advantages and disadvantages of 
distinguishing highest-priority sharing of clinical trial data from other sharing activities?  
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• What might be the advantages and disadvantages to various stakeholders of sharing 
different types of data sets, at different points in time, after the completion of a clinical 
trial?  

• Should programs or approaches calling for or requiring new data sharing apply only to 
new trials undertaken from the date of a new program forward, or retroactively apply to 
clinical trials started before the data sharing program was initiated?  

 
Mitigating Risks 

• What might be done to minimize the risks to patients and to public health from the 
dissemination of findings from invalid analyses of shared clinical trial data?  

• What measures should be deployed to minimize the privacy and confidentiality risks to 
trial participants? For example, are current anonymization or de-identification 
methodologies sufficient?  

• Under what circumstances are identifiable data needed to fulfill articulated purposes of a 
data sharing activity? Under what circumstances might re-identification of trial 
participants be beneficial (for the participants or the public)? Have there been there 
examples of instances of re-identification of trial participants (e.g., for safety reasons to 
warn a patient of a potential risk, or for questionable and potentially unethical reasons), 
and what were the impacts? 

 
Enhancing Incentives 

• What incentives and protections might be established to encourage clinical trial sponsors 
and clinical investigators to continue to conduct clinical trials in the future, without 
unduly restricting the sharing of certain types of data? How do we protect or provide 
incentives for researchers to share data?  

• What is the appropriate responsibility of the primary investigator(s) or research 
institution(s) to support secondary users in their interpretation of shared data, and what 
infrastructure or resources are needed to enable such ongoing support? For those with 
experience in data sharing, what is the burden of providing such support to help others 
understand and use the provided information?  

 
Measuring Impact 

• What would be appropriate outcome measures to assess the usefulness of different 
models of clinical trial data sharing, and how can they be used to guide improvements in 
data sharing practices? 
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Appendix B 
Concepts and Methods for 

De-identifying Clinical Trial Data1 

INTRODUCTION 

Context 

Very detailed health information about participants is collected during clinical trials. A 
number of different stakeholders would typically have access to individual-level participant data 
(IPD), including the study sites, the sponsor of the study, statisticians, Institutional Review 
Boards (IRBs), and regulators. By IPD we mean individual-level data on trial participants, which 
is more than the information that is typically included, for example, in clinical study reports 
(CSRs). 

There is increasing pressure to share IPD more broadly than occurs at present. There are 
many reasons for such sharing, such as transparency in the trial and wider disclosure of adverse 
events that may have transpired, or to facilitate the reuse of such data for secondary purposes, 
specifically in the context of health research (Gøtzsche, 2011; IOM, 2013; Vallance and 
Chalmers, 2013). Many funding agencies tasked with the oversight of research, as well as its 
funding, are requiring that data collected by the projects they support be made available to others 
(MRC, 2011; NIH, 2003; Wellcome Trust, 2011). There are current efforts by regulators, such as 
the European Medicines Agency (EMA, 2014a,b), to examine how to make IPD from clinical 
trials shared more widely (IOM, 2013). In many cases, however, privacy concerns have been 
stated as a key obstacle to making these data available (Castellani, 2013; IOM, 2013). 

One way in which privacy issues can be addressed is through the protection of the 
identities of the corresponding research participants. Such “de-identified” or “anonymized” 
health data (the former term being popular in North America, and the latter in Europe and other 
regions) are often considered to be sufficiently devoid of personal health information in many 
jurisdictions around the world. As such, many privacy laws allow the data to be used and 
disclosed for any secondary purposes with participant consent. As long as the data are 
appropriately de-identified, many privacy concerns associated with data sharing can be readily 
addressed.  

It should be recognized that de-identification is not, by any means, the only privacy 
concern that needs to be addressed when sharing clinical trial data. In fact, there must be a level 

                                                 
1 This background report was commissioned by the Institute of Medicine Committee on Strategies for Responsible 
Sharing of Clinical Trial Data, written by Khaled El Emam, University of Ottawa, and Bradley Malin, Vanderbilt 
University. 
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of governance in place to ensure that the data will not be analyzed or used to discriminate against 
or stigmatize the participants or certain groups (e.g., religious or ethnic) associated with the 
study. This is because discrimination and stigmatization can occur even if the data are de-
identified. 

This paper describes a high-level risk-based methodology that can be followed to de-
identify clinical trial IPD. To contextualize our review and analysis of de-identification, we also 
touch upon additional governance mechanisms, but we acknowledge that a complete treatment of 
governance is beyond the scope of this paper. Rather, the primary focus here is only on the 
privacy protective elements.  

Data Recipients, Sponsors, and Adversaries 

Clinical trial data may be disclosed by making them completely public or through a 
request mechanism. The data recipient may be a qualified investigator (QI) who must meet 
specific criteria. There may be other data recipients who are not QIs as well. If the data are made 
publicly available with no restrictions, however, then other types of users may access the data, 
such as journalists and nongovernmental organizations (NGOs). In our discussions we refer to 
the data recipient as the QI as a primary exemplar, although this is not intended to exclude other 
possible data recipients (it does make the presentation less verbose). 

Data are being disclosed to the QI by the sponsor. We use the term “sponsor” generally to 
refer to all data custodians who are disclosing IPD, recognizing that the term may mean different 
entities depending on the context. It may not always be the case that the sponsor is a 
pharmaceutical company or a medical device company. For example, a regulator may decide to 
disclose the data to a QI, or a pharmaceutical company may provide the data to an academic 
institution, whereby that institution becomes the entity that discloses the data. 

The term  “adversary” is often used in the disclosure control literature to refer to the role 
of the individual or entity that is trying to re-identify data subjects. Other terms used are  
“attacker” and “intruder.” Discussions about the QI being a potential adversary are not intended 
to paint QIs as having malicious objectives. Rather, in the context of a risk assessment, one must 
consider a number of possible data recipients as being potential adversaries and manage the re-
identification risk accordingly. 

Data Sharing Models 

A number of different ways to provide access to IPD have been proposed and used, each 
with different advantages and risks (Mello et al., 2013). First, there is the traditional public data 
release where anyone can get access to the data with no registration or conditions. Examples of 
such releases include the publicly available clinical trial data from the International Stroke Trial 
(IST) (Sandercock et al., 2011) and data posted to the Dryad online open access data repository 
(Dryad, undated; Haggie, 2013).  

A second form of data sharing, which is more restrictive, occurs when there exists a 
formal request and approval process to obtain access to clinical trial data, such as the 
GlaxoSmithKline (GSK) trials repository (Harrison, 2012; Nisen and Rockhold, 2013); Project 
Data Sphere (whose focus is on oncology trial data) (Bhattacharjee, 2012; Hede, 2013); the Yale 
Open Data Access (YODA) Project, which is initially making trial data from Medtronic available 
(CORE, 2014; Krumholz and Ross, 2011); and the Immunology Database and Analysis Portal 
(Immport), which is restricted to researchers funded by the Division of Allergy, Immunology, 
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and Transplantation of the National Institute of Allergy and Infectious Diseases (DAIT/NIAID), 
other approved life science researchers, National Institutes of Health employees, and other 
preauthorized government employees (ImmPort, undated). More recently, pharmaceutical 
companies have created the clinicalstudydatarequest.com website, which facilitates data requests 
to multiple companies under one portal. Following this restrictive model, a request can be 
processed by the study sponsor or by a delegate of the sponsor (e.g., an academic institution). 

A hybrid of the above approaches is a quasi-public release where the data user must agree 
to some terms of use or sign a “click-through” contract. Click-through contracts are online terms 
of use that may place restrictions on what can be done with the data and how the data are 
handled. Regardless, anyone can still download such data. For example, public analytics 
competition data sets, such as the Heritage Health Prize (El Emam et al., 2012), and data-centric 
software application development competitions, such as the Cajun Code Fest (Center for 
Business and Information Technologies, 2013), fall into this category. In practice, however, 
click-through terms are not common for the sharing of clinical trial IPD.2 

A form of data access that does not require any data sharing is when analysts request that 
the data controller perform an analysis on their behalf. Since this does not involve the sharing of 
IPD, it is a scenario that we do not consider further in this paper. 

Data Sharing Mechanisms 

Different mechanisms can be used to share IPD. Clinical trial IPD can be shared either as 
microdata or through an online portal. The term “microdata” is commonly used in the disclosure 
control literature to refer to individual-level raw data (Willenborg and de Waal, 1996, 2001). 
These microdata may be in the form of one or more flat files or relational databases. 

When disclosed as microdata, the data are downloaded as a raw data file that can be 
analyzed by QIs on their own machines, using their own software if they so wish to do so. The 
microdata can be downloaded through a website, sent to the QI on a disc, or transferred 
electronically. If access is through a website, the QI may have to register, sign a contract, or go 
through other steps before downloading the data. 

When a portal is used, the QI can access the data only through a remote computer 
interface, such that the raw data reside on the sponsor’s computers, and all analysis performed is 
on the sponsor’s computers. Data users do not download any microdata to their own local 
computers through this portal. Under this model, all actions can be audited. 

A public online portal allows anyone to register and get access to the IPD. Otherwise, the 
access mechanism requires a formal request process.  

De-identification is relevant in both of the aforementioned scenarios. When data are 
provided as microdata, the de-identification process ensures that each record is protected from 
the QI and his/her staff as the potential adversary. When data are shared through the portal, a QI 
or his/her staff may inadvertently recognize a data subject because that data subject is a neighbor, 
relative, coworker, or famous person (see Box B-1).  
 

                                                 
2 Although the EMA has recently proposed using an online portal to share CSRs using a simple terms-of-use setup, 
this was not intended to apply to IPD. 
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BOX B-1 
Types of Re-identification Attacks 

 
 For public data, the sponsor needs to make a worst-case assumption and protect 
against an adversary who is targeting the data subjects with the highest risk of re-identification. 
For a nonpublic data set, we consider three types of attacks: 
 

• a deliberate re-identification by the data recipient (or his/her staff and 
subcontractors); 

• an inadvertent re-identification by the data recipient (or his/her staff and 
subcontractors); and 

• a data breach, where data are accidentally exposed to a broader audience. 
 
 These three cases are relevant when microdata are being disclosed. If the data are 
made available through a portal, we assume that the sponsor will ensure that stringent controls 
and appropriate auditing are in place, which manages risks from the first and third types of 
attack. In such a case, the second type of attack, where data may be inadvertently re-identified, 
becomes the primary risk that needs to be managed. An example is if the statistician working 
with the data inadvertently recognizes someone he or she knows. 
 
 

The different approaches for sharing clinical trial IPD are summarized in Figure B-1. 
 
 Microdata Online Portal 

Public LEAST CONTROL BY SPONSOR 
LIMIT CONSTRAINTS ON QI 

 

Formal Request  MOST CONTROL BY SPONSOR 
SIGNIFICANT CONSTRAINTS ON QI 

 Risks 
• Deliberate re-identification 
• Inadvertent re-identification 
• Accidental release and re-

identification 

Risks 
• Inadvertent re-identification 

 

FIGURE B-1 Different approaches for sharing clinical trial data. 
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Scope of Data to Be De-identified 

 It is important to make a distinction between biological, and particularly genomic, data 
and other types of data. Many clinical trials are creating biorepositories. These may have a 
pseudonym or other unique identifier for the participant, and a sample or data. The de-
identification methods we describe in this paper are applicable to clinical, administrative, and 
survey data. Genomic data raise a different set of issues. These issues are addressed directly in a 
later section of this paper. 
 Clinical trial data can be shared at multiple levels of detail. For example, the data can be 
raw source data or analysis-ready data. We assume that the data are analysis-ready and that no 
data cleansing is required before de-identification. 

Existing Standards for De-identification 

Various regulations associated with data protection around the world permit the sharing 
of de-identified (or similarly termed) data. For instance, EU Data Protection Directive 95/46/EC, 
which strictly prohibits secondary uses of person-specific data without individual consent, 
provides an exception to the ruling in Recital 26, which states that the “principles of protection 
shall not apply to data rendered anonymous in such a way that the data subject is no longer 
identifiable.” However, what does it mean for data to be “identifiable”? How do we know when 
they are no longer identifiable? The Data Protection Directive, and similar directives around the 
world, do not provide explicit guidelines regarding how data should be protected. An exception 
to this rule is a code of practice document published by the U.K. Information Commissioner’s 
Office (ICO) (ICO, 2012). And while this document provides examples of de-identification 
methods and issues to consider when assessing the level of identifiability of data, it does not 
provide a full methodology or specific standards to follow.  

There are, however, de-identification standards provided in the Privacy Rule of the U.S. 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) and subsequent guidance 
published by the Office for Civil Rights (OCR) at the U.S. Department of Health and Human 
Services (HHS) (HHS, 2012). This rule is referred to by many regulatory frameworks around the 
world, and the principles are strongly related to those set forth in the United Kingdom’s code of 
practice document mentioned above. 

Two of the key existing standards for the de-identification of health microdata are 
described in the HIPAA Privacy Rule. It should be recognized that HIPAA applies only to 
“covered entities” (i.e., health plans, health care clearinghouses, and health care providers that 
transmit health information electronically) in the United States. It is likely that in many 
instances, the sponsors of clinical trials will not fall into this class. However, these de-
identification standards have been in place for approximately a decade, and there is therefore a 
considerable amount of real-world experience in their application. They can serve as a good 
launching point for examining best practices in this area. For the disclosure of clinical trial data, 
the HIPAA Privacy Rule de-identification standards offer a practically defensible foundation 
even if they are not a regulatory requirement. 

According to section 164.514 of the HIPAA Privacy Rule, “health information that does 
not identify an individual and with respect to which there is no reasonable basis to believe that 
the information can be used to identify an individual is not individually identifiable health 
information.” Section 164.514(b) of the Privacy Rule contains the implementation specifications 
that a covered entity, or affiliated business associate, must follow to meet the de-identification 
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5. Fax numbers; 
6. Electronic mail addresses; 
7. Social security numbers; 
8. Medical record numbers; 
9. Health plan beneficiary numbers; 
10. Account numbers; 
11. Certificate/license numbers; 
12. Vehicle identifiers and serial numbers, including license plate numbers; 
13. Device identifiers and serial numbers; 
14. Web universal resource locators (URLs); 
15. Internet protocol (IP) address numbers; 
16. Biometric identifiers, including finger and voice prints; 
17. Full face photographic images and any comparable images; and 
18. Any other unique identifying number, characteristic, or code. 

 
 

 
BOX B-3 

Assumptions of the HIPAA Safe Harbor Method 
 

• There are only two quasi-identifiers that need to be manipulated in a data set: dates and 
zip codes. 

• The adversary does not know who is in the data set (i.e., would not know which 
individuals participated in the clinical trial). 

• All dates are quasi-identifiers. 
 

While the application of Safe Harbor is straightforward, however, there are clearly 
instances in which dates and more fine-grained geographic information are necessary. In practice 
the Safe Harbor standard would remove critical geospatial and temporal information from the 
data (see items 2 and 3 in Box B-2), potentially reducing the utility of the data. Many meaningful 
analyses of clinical trial data sets require the dates and event order to be clear. For example, in a 
Safe Harbor data set, it would not be possible to include the dates when adverse events occurred. 

In recognition of the limitations of de-identification via Safe Harbor, the HIPAA Privacy 
Rule provides for an alternative in the form of the Expert Determination method. This method 
has three general requirements: 

 
• The de-identification must be based on generally accepted statistical and scientific 

principles and methods for rendering information not individually identifiable. This 
means that the sponsor needs to ensure that there is a body of work that justifies and 
evaluates the methods that are used for the de-identification, and that these methods 
must be generally known (i.e., undocumented methods or proprietary methods that 
have never been published would be difficult to classify as “generally accepted”).  

• The risk of re-identification needs to be very small such that the information could not 
be used, alone or in combination with other reasonably available information, by an 
anticipated recipient to identify an individual who is a subject of the information. 
However, the mechanism for measuring re-identification risk is not defined in the 
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HIPAA Privacy Rule, and what would be considered very small risk also is not 
defined. Therefore, the de-identification methodology must include some manner of 
measuring re-identification risk in a defensible way, and have a repeatable process to 
follow that allows for the definition of very small risk. 

• Finally, the methods and results of the analysis that justify such determination must 
be documented. While the basic principles of de-identification are expected to be 
consistent across all clinical trials, the details will be different for each study, and 
these details also need to be documented.  

 
These conditions are reasonable for a de-identification methodology and are consistent with the 
guidance that has been produced by other agencies and regulators (Canadian Institute for Health 
Information, 2010; ICO, 2012). They also serve as a set of conditions that must be met for the 
methods described here. 

Unique and Derived Codes under HIPAA 

According to the 18th item in Safe Harbor (see Box B-2), “any unique identifying 
number, characteristic, or code” must be removed from the data set; otherwise it would be 
considered personal health information. However, in lieu of removing the value, it may be 
hashed or encrypted. This would be called a “pseudonym.” For example, the unique identifier 
may be a participant’s clinical trial number, and this is encrypted with a secret key to create a 
pseudonym. A similar scheme for creating pseudonyms would be used under the Expert 
Determination method. 

However, in the HIPAA Privacy Rule at § 164.514(c), it is stated that any code that is 
derived from information about an individual is considered identifiable data. However, such 
pseudonyms are practically important for knowing which records belong to the same clinical trial 
participant and constructing the longitudinal record of a data subject. Not being able to create 
derived pseudonyms means that random pseudonyms must be created. To be able to use random 
pseudonyms, one must maintain a crosswalk between the individual identity and the random 
pseudonym. The crosswalk allows the sponsor to use the same pseudonym for each participant 
across data sets and to allow re-identification at a future date if the need arises. These 
crosswalks, which are effectively linking tables between the pseudonym and the information 
about the individual, arguably present an elevated privacy risk because clearly identifiable 
information must now be stored somehow. Furthermore, the original regulations did not impose 
any controls on this crosswalk table. 

For research purposes, the Common Rule will also apply. Under the Common Rule, 
which guides IRBs, if the data recipient has no means of getting the key, for example, through an 
agreement with the sponsor prohibiting the sharing of keys under any circumstances or through 
organizational policies prohibiting such an exchange, then creating such derived pseudonyms is 
an acceptable approach (HHS, 2004, 2008b). 

Therefore, there is an inconsistency between the Privacy Rule and the Common Rule in 
that the former does not permit derived pseudonyms, while the latter does. This is well 
documented (Rothstein, 2005, 2010). However, in the recent guidelines from OCR, this is 
clarified to state that “a covered entity may disclose codes derived from PHI as part of a de-
identified data set if an expert determines that the data meets the de-identification requirements 
at §164.514(b)(1)” (HHS, 2012). This means that a derived code, such as an encryption or hash 
function, can be used as a pseudonym as long as there is assurance that the means to reverse that 
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pseudonym are tightly controlled. There is now clarity and consistency among rules in that if 
there is a defensible mechanism whereby reverse engineering a derived pseudonym has a very 
small probability of being successful, this is permitted. 

Is it Necessary to Destroy Original Data? 

Under the Expert Determination method, the re-identification risk needs to be managed 
assuming that the adversary is “an anticipated recipient” of the data. This limits the range of 
adversaries that needs to be considered because in our context, the anticipated recipient is the QI. 

However, under the EU Data Protection Directive, the adversary may be the “data 
controller or any other person.” The data controller is the sponsor or the QI receiving the de-
identified data. There are a number of challenges with interpreting this at face value.  

One practical issue is that the sponsor will, by definition, be able to re-identify the data 
because the sponsor will retain the original clinical trial data set. The Article 29 Working Party 
has proposed that, effectively, the sponsor needs to destroy or aggregate the original data to be 
able to claim that the data provided to the QI are truly de-identified (Article 29 Data Protection 
Working Party, 2014). This means that the data are not de-identified if there exists another data 
set that can re-identify it, even in the possession of another data controller. Therefore, because 
the identified data exist with the sponsor, the data provided to the QI cannot be considered de-
identified. This is certainly not practical because the original data are required for legal reasons 
(e.g., clinical trial data need to be retained for an extended period of time whose duration 
depends on the jurisdiction). Such a requirement would discourage de-identification by sponsors 
and push them to share identifiable data, which arguably would increase the risk of re-
identification for trial participants significantly. 

In an earlier opinion the Article 29 Data Protection Working Party (2007) emphasized the 
importance of “likely reasonable” in the definition of identifiable information in the 95/46/EC 
Directive. In that case, if it is not likely reasonable that data recipients would be able to readily 
re-identify the anonymized data because they do not have access to the original data, those 
anonymized data would not be considered personal information. That would seem to be a more 
reasonable approach that is consistent with interpretations in other jurisdictions. 

Is De-identification a Permitted Use? 

Retroactively obtaining participant consent to de-identify data and use them for 
secondary analysis may introduce bias in the data set (El Emam, 2013). If de-identification is a 
permitted use under the relevant regulations, then de-identification can proceed without seeking 
participant consent. Whether that is the case will depend on the prevailing jurisdiction. 

Under HIPAA and extensions under the Health Information Technology for Economic 
and Clinical Health (HITECH) Omnibus Rule, de-identification is a permitted use by a covered 
entity. However, a business associate can de-identify a data set only if the business associate 
agreement explicitly allows for that. Silence on de-identification in a business associate 
agreement is interpreted as not permitting de-identification. 

In other jurisdictions, such as Ontario, the legislation makes explicit that de-identification 
is a permitted use (Perun et al., 2005). 
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Terminology 

Terminology in this area is not always clear, and different authors and institutions use the 
same terms to mean different things or different terms to mean the same thing (Knoppers and 
Saginur, 2005). Here, we provide the terminology and definitions used in this paper. 

The International Organization for Standardization (ISO) Technical Specification on the 
pseudonymization of health data defines relevant terminology for our purposes. The term 
“anonymization” is defined as a “process that removes the association between the identifying 
data set and the data subject” (ISO, 2008). This is consistent with current definitions of “identity 
disclosure,” which corresponds to assigning an identity to a data subject in a data set (OMB, 
1994; Skinner, 1992). For example, an identity disclosure would transpire if the QI determined 
that the third record (ID = 3) in the example data set in Table B-1 belonged to Alice Brown. 
Thus, anonymization is the process of reducing the probability of identity disclosure to a very 
small value. 

 
TABLE B-1 An Example of Data Used to Illustrate a Number of Concepts Referred to 
Throughout This Paper 
 Quasi-identifiers Other Variables 
ID Sex Year of Birth Lab Test Lab Result 
1 Male 1959 Albumin, Serum 4.8 
2 Male 1969 Creatine kinase 86 
3 Female 1955 Alkaline Phosphatase 66 
4 Male 1959 Bilirubin Negative 
5 Female 1942 BUN/Creatinine Ratio 17 
6 Female 1975 Calcium, Serum 9.2 
7 Female 1966 Free Thyroxine Index 2.7 
8 Female 1987 Globulin, Total 3.5 
9 Male 1959 B-type natriuretic peptide 134.1 
10 Male 1967 Creatine kinase 80 
11 Male 1968 Alanine aminotransferase 24 
12 Female 1955 Cancer antigen 125 86 
13 Male 1967 Creatine kinase 327 
14 Male 1967 Creatine kinase 82 
15 Female 1966 Creatinine 0.78 
16 Female 1955 Triglycerides 147 
17 Male  1967 Creatine kinase 73 
18 Female 1956 Monocytes 12 
19 Female 1956 HDL Cholesterol 68 
20 Male 1978 Neutrophils 83 
21 Female 1966 Prothrombin Time 16.9 
22 Male 1967 Creatine kinase 68 
23 Male 1971 White Blood Cell Count 13.0 
24 Female 1954 Hemoglobin 14.8 
25 Female 1977 Lipase, Serum 37 
26 Male 1944 Cholesterol, Total 147 
27 Male  1965 Hematocrit 45.3 
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Arguably, the term “anonymization” would be the appropriate term to use here given its 
more global utilization. However, to remain consistent with the HIPAA Privacy Rule, we use the 
term “de-identification” in this paper. 

Beyond identity disclosure, organizations (and privacy professionals) are, at times, 
concerned about “attribute disclosure” (OMB, 1994; Skinner, 1992). This occurs when a QI 
learns a sensitive attribute about a participant in the database with a sufficiently high probability, 
even if the Q1 does not know which specific record belongs to that patient (Machanavajjhala et 
al., 2007; Skinner, 1992). For example, in Table B-1, all males born in 1967 had a 
creatinekinease lab test. Assume that an adversary does not know which record belongs to 
Almond Zipf (who has record ID = 17; see Table B-2). However, since Almond is male and was 
born in 1967, the QI will discover something new about him—that he had a test often 
administered to individuals showing symptoms of a heart attack. All known re-identification 
attacks are identity disclosures and not attribute disclosures (El Emam et al., 2011a).3 
Furthermore, privacy statutes and regulations in multiple jurisdictions, including the HIPAA 
Privacy Rule, the Ontario Personal Health Information Act (PHIPA), and the EU Data Protection 
Directive, consider identity disclosure only in their definitions of personal health information. 
While participants may consider certain types of attribute disclosure to be a privacy violation, it 
is not considered so when the objective is anonymization of the data set. 

 
TABLE B-2 Identities of Participants from the Hypothetical Data Set 
ID Name 
1 John Smith 
2 Alan Smith 
3 Alice Brown 
4 Hercules Green 
5 Alicia Freds 
6 Gill Stringer 
7 Marie Kirkpatrick 
8 Leslie Hall 
9 Douglas Henry 
10 Fred Thompson 
11 Joe Doe 
12 Lillian Barley 
13 Deitmar Plank 
14 Anderson Hoyt 
15 Alexandra Knight 
16 Helene Arnold 
17 Almond Zipf 
18 Britney Goldman 
19 Lisa Marie 
20 William Cooper 
21 Kathy Last 
22 Deitmar Plank 
23 Anderson Hoyt 
24 Alexandra Knight 
25 Helene Arnold 
26 Anderson Heft 
27 Almond Zipf 

                                                 
3 This statement does not apply to genomic data. See the summary of evidence on genomic data later in this paper 
for more detail. 
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Technical methods have been developed to modify the data to protect against attribute 
disclosure (Fung et al., 2010). However, these methods have rarely, if ever, been used in practice 
for the disclosure of health data. One possible reason for this is that they distort the data to such 
an extent that the data are no longer useful for analysis purposes. There are other, nontechnical 
approaches that are more appropriate for addressing the risks of attribute disclosure, and in the 
final section on governance we provide a description of how a sponsor can protect against 
attribute disclosure. Therefore, our focus in this paper is on identity disclosure.  

HOW TO MEASURE THE RISK OF RE-IDENTIFICATION 

We begin with some basic definitions that are critical for having a meaningful discussion 
about how re-identification works. Along the way, we address some of the controversies around 
de-identification that have appeared in the literature and the media. 

Categories of Variables 

It is useful to differentiate among the different types of variables in a clinical trial data 
set. The way the variables are handled during the de-identification process will depend on how 
they are categorized. We make a distinction among three types of variables (Samarati, 2001; 
Sweeney, 2002): 
 

• Directly identifying variables. Direct identifiers have two important characteristics: 
(1) one or more direct identifiers can be used to uniquely identify an individual, either 
by themselves or in combination with other readily available information; and (2) 
they often are not useful for data analysis purposes. Examples of directly identifying 
variables include names, email address, and telephone numbers of participants. It is 
uncommon to perform data analysis on clinical trial participant names and telephone 
numbers. 

• Indirectly identifying variables (quasi-identifiers). Quasi-identifiers are the 
variables about research participants in the data set that a QI can use, either 
individually or in combination, to re-identify a record. If an adversary does not have 
background knowledge of a variable, it cannot be a quasi-identifier. The means by 
which an adversary can obtain such background knowledge will determine which 
attacks on a data set are plausible. For example, the background knowledge may be 
available because the adversary knows a particular target individual in the disclosed 
clinical trial data set, an individual in the data set has a visible characteristic that is 
also described in the data set, or the background knowledge exists in a public or 
semipublic registry. Examples of quasi-identifiers include sex, date of birth or age, 
locations (such as postal codes, census geography, and information about proximity 
to known or unique landmarks), language spoken at home, ethnic origin, aboriginal 
identity, total years of schooling, marital status, criminal history, total income, visible 
minority status, activity difficulties/reductions, profession, event dates (such as 
admission, discharge, procedure, death, specimen collection, visit/encounter), codes 
(such as diagnosis codes, procedure codes, and adverse event codes), country of birth, 
birth weight, and birth plurality.  
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• Other variables. These are the variables that are not really useful for determining an 
individual’s identity. They may or may not be clinically relevant.  

 
 Individuals can be re-identified because of the directly identifying variables and the 
quasi-identifiers. Therefore, our focus is on these two types of variables. 

Classifying Variables 

An initial step in being able to reason about the identifiability of a clinical trial data set is 
to classify the variables into the above categories. We consider the process for doing so below. 

Is It an Identifier? 

There are three conditions for a field to be considered an identifier (of either type). These 
conditions were informed by HHS’s de-identification guidelines (HHS, 2012). 

Replicability 

The field values must be sufficiently stable over time so that the values will occur 
consistently in relation to the data subject. For example, the results of a patient’s blood glucose 
level tests are unlikely to be replicable over time because they will vary quite a bit. If a field 
value is not replicable, it will be challenging for an adversary to use that information to re-
identify an individual. 

Distinguishability 

 The variable must have sufficient variability to distinguish among individuals in a data 
set. For example, in a data set of only breast cancer patients, the diagnosis code (at least at a high 
level) will have little variation. On the other hand, if a variable has considerable variation among 
the data subjects, it can distinguish among individuals more precisely. That diagnosis field will 
be quite distinguishable in a general insurance claims database. 

Knowability 

An adversary must know the identifiers about the data subject in order to re-identify 
them. If a variable is not knowable by an adversary, it cannot be used to launch a re-
identification attack on the data. 

When we say that a variable is knowable, it also means that the adversary has an identity 
attached to that information. For example, if an adversary has a zip code and a date of birth, as 
well as an identity associated with that information (such as a name), then both the zip code and 
date of birth are knowable. 

Knowability will depend on whether an adversary is an acquaintance of a data subject. If 
the adversary is an acquaintance, such as a neighbor, coworker, relative, or friend, it can be 
assumed that certain things will be known. Things known by an acquaintance will be, for 
example, the subject’s demographics (e.g., date of birth, gender, ethnicity, race, language spoken 
at home, place of birth, and visible physical characteristics). An acquaintance may also know 
some socioeconomic information, such as approximate years of education, approximate income, 
number of children, and type of dwelling. 
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A nonacquaintance will know things about a data subject in a number of different ways, 
in decreasing order of likelihood: 

 
• The information can be inferred from other knowable information or other variables 

that determined to be identifiers. For example, birth weight can often be inferred from 
weeks of gestation. If weeks of gestation are included in the database, birth weight 
can be determined with reasonable accuracy. 

• The information is publicly available. For example, the information is in a public 
registry, or it appears in a newspaper article (say, an article about an accident or a 
famous person). Information can also become public if self-revealed by individuals. 
Examples are information posted on social networking sites and broadcast email 
announcements (e.g., births). It should be noted that only information that many 
people would self-reveal should be considered an identifier. If there is a single 
example or a small number of examples of people who are revealing everything about 
their lives (e.g., a quantified-self enthusiast who is also an exhibitionist), this does not 
mean that this kind of information is an identifier for the majority of the population. 

• The information is in a semipublic registry. Access to these registries may require a 
nominal fee or application process. 

• The information can be purchased from commercial data brokers. Use of commercial 
databases is not inexpensive, so an adversary would need to have a strong motive to 
use such background information. 

 
Some of these data sources can be assessed objectively (e.g., whether there is relevant public 
information). In other cases, the decision will be subjective and may vary over time. 

A Suggested Process for Determining Whether a Variable Is an Identifier 

A simple way to determine whether a variable is an identifier is to ask an expert, internal 
or external to the sponsor, to do so. There are other, more formal processes that can be used as 
well. 

There are two general approaches to classifying variables. In one approach, two analysts 
who know the data and the data subject population classify the variables independently; then 
some measure of agreement is computed. A commonly used measure of agreement is Cohen’s 
Kappa (Cohen, 1960). If this value is above 0.8, there is arguably general consensus, and the two 
analysts will meet to resolve the classifications on which they had disagreements. The results of 
this exercise are then retained as documentation. 

If the Kappa value is less than 0.8, there is arguably little consensus. In such a case, it is 
recommended that a group of individuals at the sponsor site review the field classifications and 
reach a classification consensus. This consensus then needs to be documented, along with the 
process used to reach it. This process provides the data custodian with a defensible classification 
of variables. 

Is It a Direct or Indirect Identifier? 

Once a variable has been determined to be an identifier, it is necessary to determine 
whether it is a direct or indirect (quasi-) identifier. If the field uniquely identifies an individual 
(e.g., a social security number), it will be treated as a direct identifier. If it is not unique, the next 
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The Risk of Re-identification for Direct Identifiers 

We define risk as the probability of re-identifying a trial participant. In practice, we 
consider the risk of re-identification for direct identifiers to be 1. If a direct identifier does exist 
in a clinical trial data set, then by definition it will be considered to have a very high risk of re-
identification. 

Strictly speaking, the probability is not always 1. For example, consider the direct 
identifier “Last Name.” If a trial participant is named “Smith,” it is likely that there are other 
people in the trial named “Smith,” and this is even more likely in the community where that 
participant lives. However, assuming that the probability of re-identification is equal to 1 is a 
simplification that has little impact in practice, errs on the conservative side, and makes it 
possible to focus attention on the quasi-identifiers, which is where, in many instances, the most 
data utility lies. 

Two methods can be applied to protect direct identifiers. The first is suppression, or 
removal of the variable. For example, when a clinical trial data set is disclosed, all of the names 
of the participants are stripped from the data set. The second method is to create a pseudonym 
(ISO, 2008). Pseudonymization is also sometimes called “coding” in the health research 
literature (Knoppers and Saginur, 2005).4 There are different schemes and technical methods for 
pseudonymization, such as single and double coding, reversible or irreversible pseudonyms, and 
encryption and hashing techniques. If executed well, pseudonymization ensures that the 
probability of re-identification is very small. There is no need to measure this probability on the 
data after suppression or pseudonymization because in almost all cases, that value is going to be 
very small. 

Quasi-identifiers, however, cannot be protected using such procedures. This is because 
the resulting data, in almost all cases, will not be useful for analytic purposes. Therefore, a 
different set of approaches is required for measuring and de-identifying quasi-identifiers. 

The Risk of Re-identification for Quasi-identifiers 

Equivalence Classes 

All the records that share the same values on a set of quasi-identifiers are called an 
“equivalence class.” For example, consider the quasi-identifiers in Table B-1—sex and age. All 
the records in Table B-1 for males born in 1967 (i.e., records 10, 13, 14, 17, and 22) form an 
equivalence class. Equivalence class sizes for a data concept, such as age, potentially change 
during de-identification. For example, there may be five records for males born in 1967. When 
the precision of age is reduced to a 5-year interval, there are eight records for males born 
between 1965 and 1969 (i.e., records 2, 10, 11, 13, 14, 17, 22, and 27). In general, there is a 
trade-off between the level of detail provided for a data concept and the size of the corresponding 
equivalence classes, with more detail being associated with smaller equivalence classes. 

The most common way to measure the probability of re-identification for a record in a 
data set is for the probability to be equal to 1 divided by the size of its equivalence class. For 
example, record number 14 is in an equivalence class of size five, and therefore its probability of 
re-identification is 0.2. Record number 27 is in an equivalence class of size one and therefore its 

                                                 
4 A case can made for just using the term “coding” rather than the term “pseudonymization” because it is easier to 
remember and pronounce. That is certainly a good reason to use the former term as long as the equivalence of the 
two terms is noted, since “pseudonymization” is the term used in an ISO technical specification. 
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probability of re-identification is equal to 1 divided by 1. Records that are in equivalence classes 
of size one are called “uniques.” In Table B-3, we have assigned the probability to each record in 
our example. 
 
TABLE B-3 The Data Set in Table B-1 with the Probabilities of Re-identification per Record Added 
 Quasi-identifiers   

Probability of Re-identification ID Sex Year of Birth  
1 Male 1959 … 0.33 
2 Male 1969 … 1 
3 Female 1955 … 0.33 
4 Male 1959 … 0.33 
5 Female 1942 … 1 
6 Female 1975 … 1 
7 Female 1966 … 0.33 
8 Female 1987 … 1 
9 Male 1959 … 0.33 
10 Male 1967 … 0.2 
11 Male 1968 … 1 
12 Female 1955 … 0.33 
13 Male 1967 … 0.2 
14 Male 1967 … 0.2 
15 Female 1966 … 0.33 
16 Female 1955 … 0.33 
17 Male  1967 … 0.2 
18 Female 1956 … 0.5 
19 Female 1956 … 0.5 
20 Male 1978 … 1 
21 Female 1966 … 0.33 
22 Male 1967 … 0.2 
23 Male 1971 … 1 
24 Female 1954 … 1 
25 Female 1977 … 1 
26 Male 1944 … 1 
27 Male  1965 … 1 

 

This probability applies under two conditions: (1) the adversary knows someone in the 
real world and is trying to find the record that matches that individual, and (2) the adversary has 
selected a record in the data set and is trying to find the identity of that person in the real world. 
Both of these types of attacks on health data have occurred in practice, and therefore both 
perspectives are important to consider. An example of the former perspective is when an 
adversary gathers information from a newspaper and attempts to find the data subject in the data 
set. An example of the latter attack is when the adversary selects a record in the data set and tries 
to match it with a record in the voter registration list. 

A key observation here is that the probability of re-identification is not based solely on 
the uniques in the data set. For example, record number 18 is not a unique, but it still has quite a 
high probability of re-identification. Therefore, it is recommended that the risk of re-
identification be considered, and managed, for both uniques and nonuniques. 
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Maximum Risk 

 One way to measure the probability of re-identification for the entire data set is through 
the maximum risk, which corresponds to the maximum probability of re-identification across all 
records. From Table B-3, it can be seen that there is a unique record, such that the maximum risk 
is 1 for this data set. 

Average Risk 

 The average risk corresponds to the average across all records in the data set. In the 
example of Table B-3, this amounts to 0.59. By definition, the average risk for a data set will be 
no greater than the maximum risk for the same data set. 

Which Risk Metric to Use 

 As the data set is modified, the risk values may change. For example, consider Table B-4, 
in which year of birth has been generalized to decade of birth. The maximum risk is still 1, but 
the average risk has declined to 0.33. The average risk will be more sensitive than the maximum 
risk to modifications to the data. 
 
TABLE B-4 The Data Set in Table B-1 After Year of Birth Has Been Generalized to Decade of 
Birth, with the Probabilities of Re-identification per Record Added 
 Quasi-identifiers   

Probability of Re-identification ID Sex Decade of Birth  
1 Male 1950-1959 … 0.33 
2 Male 1960-1969 … 0.125 
3 Female 1950-1959 … 0.167 
4 Male 1950-1959 … 0.33 
5 Female 1940-1949 … 1 
6 Female 1970-1979 … 0.33 
7 Female 1960-1969 … 0.33 
8 Female 1980-1989 … 1 
9 Male 1950-1959 … 0.33 
10 Male 1960-1969 … 0.125 
11 Male 1960-1969 … 0.125 
12 Female 1950-1959 … 0.167 
13 Male 1960-1969 … 0.125 
14 Male 1960-1969 … 0.125 
15 Female 1960-1969 … 0.33 
16 Female 1950-1959 … 0.167 
17 Male  1960-1969 … 0.125 
18 Female 1950-1959 … 0.167 
19 Female 1950-1959 … 0.167 
20 Male 1970-1979 … 1 
21 Female 1960-1969 … 0.33 
22 Male 1960-1969 … 0.125 
23 Male 1970-1979 … 0.33 
24 Female 1950-1959 … 0.167 
25 Female 1970-1979 … 0.33 
26 Male 1940-1949 … 1 
27 Male  1960-1969 … 0.125 
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 Since the average risk is no greater than the maximum risk, the latter is generally used 
when a data set is going to be disclosed publicly (El Emam, 2013). This is because a dedicated 
adversary who is launching a demonstration attack against a publicly available data set will 
target the record(s) in the disclosed clinical trial data set with the maximum probability of re-
identification. Therefore, it is prudent to protect against such an adversary by measuring and 
managing maximum risk.  

The average risk, by comparison, is more suitable for nonpublic data disclosures. For 
nonpublic data disclosures, some form of data sharing agreement with prohibitions on re-
identification can be expected. In this case, it can be assumed that any data subject may be 
targeted by the adversary. 

As a general rule, it is undesirable to have unique records in the data set after de-
identification. In the example of Table B-1, there are unique records both in the original data set 
and after year of birth has been changed to decade of birth (see Table B-4). For example, record 
26 is unique in Table B-4. Unique records have a high risk of re-identification. Also, as a general 
rule, it is undesirable to have records with a probability of re-identification equal to 0.5 in the 
data set.  

With average risk, one can have data sets with an acceptably small average risk but with 
unique records or records in equivalence classes of size 2. To avoid that situation, one can use 
the concept of “strict average risk.” Here, maximum risk is first evaluated to ensure that it is at or 
below 0.33. If that condition is met, average risk is computed. This two-step measure ensures 
that there are no uniques or doubles in the data set. 

In the example data set in Table B-4, the strict average risk is 1. This is because the 
maximum risk is 1, so the first condition is not met. However, the data set in Table B-5 has a 
strict average risk of 0.33. Therefore, in practice, maximum risk or strict average risk would be 
used to measure re-identification risk. 

 
TABLE B-5 The Generalized Data Set with No Uniques or Doubles 
 Quasi-identifiers  

Probability of Re-identification ID Sex   Decade of Birth
1 Male 1950-1959 … 0.33 
2 Male 1960-1969 … 0.125 
3 Female 1950-1959 … 0.167 
4 Male 1950-1959 … 0.33 
6 Female 1970-1979 … 0.33 
7 Female 1960-1969 … 0.33 
9 Male 1950-1959 … 0.33 
10 Male 1960-1969 … 0.125 
11 Male 1960-1969 … 0.125 
12 Female 1950-1959 … 0.167 
13 Male 1960-1969 … 0.125 
14 Male 1960-1969 … 0.125 
15 Female 1960-1969 … 0.33 
16 Female 1950-1959 … 0.167 
17 Male  1960-1969 … 0.125 
18 Female 1950-1959 … 0.167 
19 Female 1950-1959 … 0.167 
21 Female 1960-1969 … 0.33 
22 Male 1960-1969 … 0.125 
23 Male 1970-1979 … 0.33 
24 Female 1950-1959 … 0.167 
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25 Female 1970-1979 … 0.33 
27 Male  1960-1969 … 0.125 
 

Samples and Populations 

 The above examples are based on the premise that an adversary knows who is in the data 
set. Under those conditions, the manner in which the risk metrics have been demonstrated is 
correct. We call this a “closed” data set. There are situations in which this premise holds true. 
For instance, one such case occurs when the data set covers everyone in the population. A second 
case is when the data collection method itself discloses who is in the data set. Here are several 
examples in which the data collection method makes a data set closed: 
 

• If everyone attending a clinic is screened into a trial, an adversary who knows 
someone who attends the clinic will know that that individual is in the trial database. 

• A study of illicit drug use among youth requires parental consent, which means that 
parents will know if their child is in the study database. 

• The trial participants self-reveal that they are taking part in a particular trial, for 
example, on social networks or on online forums. 

 
If it is not possible to know who is in the data set, the trial data set can be considered to be a 
sample from some population. We call this an “open” data set. Because the data set is a sample, 
there is some uncertainty about whether a person is in the data set or not. This uncertainty can 
reduce the probability of re-identification. 

When the trial data set is treated as a sample, the maximum and average risk need to be 
estimated from the sample data. The reason is that in a sample context, the risk calculations 
depend on the equivalence class size in the population as well. Therefore, the population 
equivalence class sizes need to be estimated for the same records. Estimates are needed because 
in most the cases, the sponsor will not have access to the population data. 

There is a large body of work on these estimators in the disclosure control literature (e.g., 
Dankar et al., 2012; Skinner and Shlomo, 2008). A particularly challenging estimation problem 
is deciding whether a unique record in the sample is also a unique in the population. If a record is 
unique in the sample, it may be because the sampling fraction is so small that all records in the 
sample are uniques. Yet a record may be unique in the sample because it is also unique in the 
population. 

Under these conditions, appropriate estimators need to be used to compute the maximum 
and average risk correctly. In general, when the data set is treated as a sample, the probability of 
re-identification will be no greater than the probability associated with situations in which the 
data set is not treated as a sample (i.e., the adversary knows who is in the data set). 

Re-identification Risk of Participants with Rare Diseases 

 It is generally believed that clinical trials conducted on rare diseases will always have a 
high risk of re-identification. It is true that the risk of re-identification will, in general, be higher 
than that for nonrare diseases. However, it is not necessarily too high. If the data set is open with 
a small sampling fraction and one is using (strict) average risk, the risk of re-identification may 
be acceptably small. The exact risk value will need to be calculated on the actual data set to 
make that determination. 
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Taking Context into Account 

Determining whether a data set is disclosed to the public or a more restricted group of 
recipients illustrates how context is critical. In the case of the recipient, for instance, it informs us 
which metric is more appropriate. However, this is only one aspect of the context surrounding a 
data set, and a more complete picture can be applied to make more accurate assessments of re-
identification risk. 

For a public data release, we assume that the adversary will launch a demonstration 
attack, and therefore it is necessary to manage maximum risk. There are no other controls that 
can be put in place. For a nonpublic data, set we consider three types of attacks that cover the 
universe of attacks: deliberate, inadvertent, and breach (El Emam, 2013; El Emam and Arbuckle, 
2013). 

A deliberate attack transpires when the adversary deliberately attempts to re-identify 
individuals in the data set. This may be a deliberate decision by the leadership of the data 
recipient (e.g., the QI decides to re-identify individuals in order to link to another data set) or by 
a rogue employee associated with the data recipient. The probability that this type of attack will 
be successful can be computed as follows: 

 

Pr(re-id, attempt) = Pr(re-id | attempt) × Pr(attempt) (1)

 
where the term Pr(attempt) captures the probability that a deliberate attempt to re-identify the 
data will be made by the data recipient. The actual value for Pr(attempt) will depend on the 
security and privacy controls that the data recipient has in place and the contractual controls that 
are being imposed as part of the data sharing agreement. The second term, Pr(re-id | attempt), 
corresponds to the probability that the attack will be successful in the event that the recipient has 
chosen to commit the attack. This conditional can be measured from the actual data. 
 An inadvertant attack transpires when a data analyst working with the QI (or the QI 
himself/herself) inadvertently re-identifies someone in the data set. For instance, this could occur 
when the recipient is already aware of the identity of someone in the data set, such as a friend; 
relative; or, more generally, an acquaintance. The probability of successful re-identification in 
this situation can be computed as follows: 
 

Pr(re-id, acquaintance) = Pr(re-id | acquaintance) × Pr(acquaintance) (2)

 
There are defensible ways to compute Pr(acquaintance) (El Emam, 2013), which 

evaluates the probability of an analyst knowing someone in the data set. For example, if the trial 
is of a breast cancer treatment, then Pr(acquaintance) is the probability of the analyst knowing 
someone who has breast cancer. The value for Pr(re-id | acquaintance) needs to be computed 
from the data. Box B-4 considers the question of whether it is always necessary to be concerned 
about the risk of inadvertent re-identification. 
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BOX B-4 
Is It Always Necessary to be Concerned About the Risk of Inadvertent Re-identification? 

 
 In the context of data release through an online portal, an argument can be made that 
the sponsor imposes significant security and privacy controls and requires the QI to sign a 
contract that contains the relevant prohibitions (e.g., a prohibition on re-identification attacks). 
This means that the probability of re-identification under these two conditions is likely to be very 
small (but that should still be confirmed). 
 For inadvertent re-identification, what is the likelihood that an analyst will know someone 
in the data set? If the clinical trial was conducted in Japan and the data analyst at the QI is in 
New York, is there a chance that the QI will know a Japanese participant? The reasonable 
answer is no, in that inadvertent re-identification will be highly unlikely when the plausibility of a 
relationship between the participant and the analyst is negligible. Specifically, this means that 
Pr(acquaintance) will be negligibly small. Does that lead us to the conclusion that the data 
should not be de-identified at all? The answer is no because the Japanese participants will still 
expect that the data about them are de-identified to some extent. The public perception of the 
possibility of disclosing data that have a high risk of re-identification needs to be considered. 

 
A breach will occur if there is a data breach at the QI’s facility. The probability of this 

type of attack being successful is  
 

Pr(re-id, breach) = Pr(re-id | breach) × Pr(breach) (3)

 
where the term Pr(breach) captures the probability that a breach will occur. What should 
Pr(breach) be? Publicly available data about the probability of a breach can be used to determine 
this value; the value of the conditional in this case, Pr(re-id | breach), will be computed from 
these data. Data for 2010 show that 19 percent of health care organizations suffered a data breach 
within the previous year (HIMSS Analytics, 2010); data for 2012 show that this number rose to 
27 percent (HIMSS Analytics, 2012). These organizations were all following the HIPAA 
Security Rule. Note that these figures are averages and may be adjusted to account for variation. 

For a nonpublic data release, then, there are three types of attacks for which the re-
identification risk needs to be measured and managed. The risk metrics are summarized in 
Table B-6. The overall probability of re-identification will then be the largest value among the 
three equations. 
 
TABLE B-6 Data Risk Metrics  
Data Risk Metric to Use 
Pr(re-id | attempt) Strict average risk 

Pr(re-id | acquaintance) Strict average risk 

Pr(re-id | breach) Strict average risk or maximum risk, depending on the 
assumptions 
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Setting Thresholds: What Is Acceptable Risk? 

There are quite a few precedents for what can be considered an acceptable amount of 
risk. These precedents have been in use for many decades, are consistent internationally, and 
have persisted over time as well (El Emam, 2013). It should be noted, however, that the 
precedents set to date have been for assessments of maximum risk. 

In commentary about the de-identification standard in the HIPAA Privacy Rule, HHS 
notes in the Federal Register (Sweeney, 2002) that  

 
the two main sources of disclosure risk for de-identified records about individuals 
are the existence of records with very unique characteristics (e.g., unusual 
occupation or very high salary or age) and the existence of external sources of 
records with matching data elements which can be used to link with the de-
identified information and identify individuals (e.g., voter registration records or 
driver’s license records) … an expert disclosure analysis would also consider the 
probability that an individual who is the target of an attempt at re-identification is 
represented on both files, the probability that the matching variables are recorded 
identically on the two types of records, the probability that the target individual is 
unique in the population for the matching variables, and the degree of confidence 
that a match would correctly identify a unique person. 
 

It is clear that HHS considers unique records to have a high risk of re-identification, but such 
statements also suggest that nonunique records have an acceptably low risk of re-identification. 

Yet uniqueness is not a universal threshold. Historically, data custodians (particularly 
government agencies focused on reporting statistics) have used the “minimum cell size” rule as a 
threshold for deciding whether to de-identify data (Alexander and Jabine, 1978; Cancer Care 
Ontario, 2005; Health Quality Council, 2004a,b; HHS, 2000; Manitoba Center for Health Policy, 
2002; Office of the Information and Privacy Commissioner of British Columbia, 1998; Office of 
the Information and Privacy Commissioner of Ontario, 1994; OMB, 1994; Ontario Ministry of 
Health and Long-Term Care, 1984; Statistics Canada, 2007). This rule was originally applied to 
counting data in tables (e.g., number of males aged 30-35 living in a certain geographic region). 
The most common minimum cell size in practice is 5, which implies that the maximum 
probability of re-identifying a record is 1/5, or 0.2. Some custodians, such as certain public 
health offices, use a smaller minimum count, such as 3 (CDC and HRSA, 2004; de Waal and 
Willenborg, 1996; NRC, 1993; Office of the Privacy Commissioner of Quebec, 1997; U.S. 
Department of Education, 2003). Others, by contrast, use a larger minimum, such 11 (in the 
United States) (Baier et al., 2012; CMS, 2008, 2011; Erdem and Prada, 2011; HHS, 2008a) and 
20 (in Canada) (El Emam et al., 2011b, 2012). Based on our review of the literature and the 
practices of various statistical agencies, the largest minimum cell size is 25 (El Emam et al., 
2011b). It should be recognized, however, that there is no agreed-upon threshold, even for what 
many people would agree is highly sensitive data. For example, minimal counts of 3 and 5 were 
recommended for HIV/AIDS data (CDC and HRSA, 2004) and abortion data (Statistics Canada, 
2007), respectively. Public data releases have used different cell sizes in different jurisdictions. 
The variability is due, in part, to different tolerances for risk, the sensitivity of data, whether a 
data sharing agreement is in place, and the nature of the data recipient. 

A minimum cell size criterion amounts to a maximum risk value. Yet in some cases, this 
is too stringent a standard or may not be an appropriate reflection of the type of attack. In such a 
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set that will be disclosed. The choice of a metric is a function of whether the clinical trial data set 
will be released publicly. For public data sets, it is prudent to use maximum risk in measuring 
risk and setting thresholds. For nonpublic data sets, a strong case can be made for using average 
risk (El Emam, 2013; El Emam and Arbuckle, 2013).  

How to Choose an Acceptable Threshold 

Selecting an acceptable threshold within the range described earlier requires an 
examination of the context of the data themselves. The re-identification risk threshold is 
determined based on factors characterizing the QI and the data themselves (El Emam, 2010). 
These factors have been suggested and have been in use informally by data custodians for at least 
the last decade and a half (Jabine, 1993a,b). They cover three dimensions (El Emam et al., 2010), 
as illustrated in Figure B-5: 

 
• Mitigating controls. This is the set of security and privacy practices that the QI has 

in place. A recent review identifies a collection of practices used by large data 
custodians and recommended by funding agencies and IRBs for managing sensitive 
health information (El Emam et al., 2009). 

• Invasion of privacy. This entails evaluation of the extent to which a particular 
disclosure would be an invasion of privacy to the participants (a checklist is available 
in El Emam et al. [2009]). There are three considerations: (1) the sensitivity of the 
data (the greater the sensitivity of the data, the greater the invasion of privacy), (2) the 
potential injury to patients from an inappropriate disclosure (the greater the potential 
for injury, the greater the invasion of privacy), and (3) the appropriateness of consent 
for disclosing the data (the less appropriate the consent, the greater the invasion of 
privacy) (see Box B-5). 

• Motives and capacity. This dimension compasses the motives and the capacity of the 
QI to re-identify the data, considering such issues as conflicts of interest, the potential 
for financial gain from re-identification, and whether the data recipient has the skills 
and financial capacity to re-identify the data (a checklist is available in El Emam et al. 
[2009]).  

 
 In general, many of these elements can be managed through contracts (e.g., a prohibition 
on re-identification, restrictions on linking the data with other data sets, and disallowing the 
sharing of the data with other third parties). For example, if the mitigating controls are low, 
which means that the QI has poor security and privacy practices, the re-identification threshold 
should be set at a lower level. This will result in more de-identification being applied. However, 
if the QI has very good security and privacy practices in place, the threshold can be set higher. 
Checklists for evaluating these dimensions, as well as a scoring scheme, are available (El Emam, 
2013). 
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Once a threshold has been determined, the actual probability of re-identification is 
measured in the data set. If the probability is higher than the threshold, transformations of the 
data need to be performed. Otherwise, the data can be declared to have a very small risk of re-
identification. 

The implication here is that the amount of data transformation needed will be a function 
of these other contextual factors. For example, if the QI has good security and privacy practices 
in place, the threshold chosen will be higher, which means that the data will be subjected to less 
de-identification. 

The security and privacy practices of the QI can be manipulated through contracts. The 
contract signed by the QI can impose a certain list of practices that must be in place, which are 
the basis for determining the threshold. Therefore, they must be in place by the QI to justify the 
level of transformation performed on the data. 

This approach is consistent with the limited data set (LDS) method for sharing data under 
HIPAA. However, this method does not ensure that the risk of re-identification is very small, and 
therefore the data will still be considered personal health information. 

For public data releases, there are no contracts and no expectation that any mitigating 
controls will be in place. In that case, the lowest probability thresholds (or highest cell size 
thresholds) are used. 

Methods for Transforming the Data 

There are a number ways to transform a data set to reduce the probability of re-
identification to a value below the threshold. Many algorithms for this purpose have been 
proposed by the computer science and statistics communities. They vary in quality and 
performance. Ideally, algorithms adopted for clinical trial data sets should minimize the 
modifications to the data while ensuring that the measured probability is below the threshold.  

Four general classes of techniques have worked well in practice: 
 
• Generalization. This is when the value of a field is modified to a more general value. 

For example, a date of birth can be generalized to a month and year of birth. 
• Suppression. This is when specific values in the clinical trial data set are removed 

from the data set (i.e., induced missingness). For example, a value in a record that 
makes it an outlier may be suppressed. 

• Randomization. This denotes adding noise to a field. The noise can come from a 
uniform or other type of distribution. For example, a date may be shifted a week 
forward or backward. 

• Subsampling. This is used to disclose a random subset of the data rather than the full 
data set to the QI. 

 
In practice, a combination of these techniques is applied for any given data disclosure. 

Furthermore, these techniques can be customized to specific field types. For example, 
generalization and suppression can be applied differently to dates and zip codes to maximize the 
data quality for each (El Emam and Arbuckle, 2013). 

The application of these techniques can reduce the risk of re-identification. For example, 
consider the average risk in Table B-3, which is 0.59. There is a reduction in average risk to 0.33 
when the year of birth is generalized to decades in Table B-4. By suppressing some records, it 
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was possible to further reduce the average risk to 0.22 in Table B-5. Each transformation 
progressively reduces the risk. 

The Use of Identifier Lists 

 Thus far we have covered a sufficient number of topics that we can start performing a 
critical appraisal of some commonly used de-identification methods and the extent to which they 
can ensure that the risk of re-identification is very small. We focus on the use of identifier lists. 
The reason is that this approach is quite common, and is being adopted to de-identify clinical 
trial data. 

The HIPAA Privacy Rule’s Safe Harbor Standard 

We first consider the variable list in the HIPAA Privacy Rule Safe Harbor method.  
The Safe Harbor list contains a number of direct identifiers and two quasi-identifiers (i.e., 

dates and zip codes), as summarized earlier in Box B-2. It should be evident that in applying a 
fixed list of variables, there is no assurance that all of the quasi-identifiers have been accounted 
for in the risk measurement and the transformation of the data set. For example, other quasi-
identifiers, such as race, ethnicity, and occupation, may be in the data set, but they will be 
ignored. Even if the probability of re-identification under Safe Harbor is small (Benitez and 
Malin, 2010), this low probability may not carry over with more quasi-identifiers than the two in 
the original list.  

The empirical analysis that was conducted before the Safe Harbor standard was issued 
assumed that the data set is a random sample from the U.S. population. This assumption may 
have variable validity in real data sets. However, there will be cases when it is definitely not true. 
For example, consider a data set that consists of only the records in Table B-1. Now, assume that 
an adversary can find out who is in the data set. This can happen if the data set covers a well-
defined population. If the trial site is known, it can be reasonably assumed that the participants in 
the trial who received treatment at that site live in the same geographic region. If the adversary 
knows that Bob was born in 1965, lives in the town in which the site is situated, and was in the 
trial, the adversary knows that Bob is in the data set, and therefore the 27th record must be Bob. 
This re-identification occurs even though this table meets the requirements of the Safe Harbor 
standard. Members of a data set may be known if their inclusion in the trial is revealing (e.g., a 
trial in a workplace where participants have to wear a visible device, parents who must consent 
to have their teenage children participate in a study, or adolescents who must miss a few days of 
school to participate in a study). Therefore, this standard can be protective only if the adversary 
cannot know who is in the data set. This will be the case if the data set is a random sample from 
the population. 

If these assumptions are met, the applicability of Safe Harbor to a clinical trial data set 
will be defensible, but only if there are no international participants. If a clinical trial data set 
includes participants from sites outside the United States, the analysis that justifies using this 
standard will not be applicable. For example, there is a difference of two orders of magnitude 
between the median number of individuals living in U.S. zip codes and in Canadian postal codes. 
Therefore, translating the zip code truncation logic in Safe Harbor to Canadian postal codes 
would not be based on defensible evidence. 

Safe Harbor also has some weaknesses that are specific to the two quasi-identifiers that 
are included. 
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In some instances, there may be dates in a clinical trial data set that are not really quasi-
identifiers because they do not pass the test highlighted earlier. For example, consider an 
implantable medical device that fires, and each time it does so there is a time and date stamp in 
the data stream. The date of a device’s firing is unlikely to be a quasi-identifier because it is not 
knowable, but it is a date. 
 Safe Harbor states that all three-digit zip codes with fewer than 20,000 inhabitants from 
the 2010 census must be replaced with “000”; otherwise the three-digit zip code may be included 
in the data set. The locations of three-digit zip codes with fewer than 20,000 inhabitants are 
shown in Figure B-6. However, in some states there is only one zip code with fewer than 20,000 
inhabitants. For example, if a data set is disclosed with “000” for the residential three-digit zip 
code for participants in a site in New Hampshire (and it is known that the site is in that state), it 
is reasonable to assume that the participants also live in that state and to infer that their true 
three-digit zip code is 036. The same conclusion can be drawn about “000” three-digit zip codes 
in states such as Alabama, Minnesota, Nebraska, and Nevada. 

Other Examples of Identifier Lists  

More recent attempts at developing a fixed list of quasi-identifiers to de-identify clinical 
trial data have indicated that including any combination of two quasi-identifiers (from the 
prespecified list) is acceptable (Hrynaszkiewicz et al., 2010). Data sets with more than two 
quasi-identifiers need to go through a more thorough evaluation, such as the risk management 
approach described earlier. However, this approach suffers from the same limitations as the Safe 
Harbor standard with respect to the assumption of two quasi-identifiers always having acceptably 
small risk. An additional limitation is that the authors of the list in Hrynaszkiewicz et al. (2010) 
present no empirical evaluation demonstrating that this approach consistently produces data sets 
with a low risk of re-identification, while at least the Safe Harbor list is based on empirical 
analysis performed by the Census Bureau. 

More important, a number of de-identification standards proposed by sponsors have 
followed similar approaches for sharing clinical trial data from participants globally (see the 
standards at clinicalstudydatarequest.com). Ideally, methods that can provide stronger assurances 
should be used to de-identify such data. 
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Step 1: Determine direct identifiers in the data set. 
 Determine which fields in the data set are direct identifiers. If the clinical trial data set 
has already been stripped of direct identifiers, this step may not be necessary. 

Step 2: Mask (transform) direct identifiers. 
 Once the direct identifiers have been determined, masking techniques must be applied to 
those direct identifiers. Masking techniques include the following: (1) removal of the direct 
identifiers, (2) replacement of the direct identifiers with random values, or (3) replacement of the 
direct identifiers with pseudonyms. Once masking has been completed there is virtually no risk 
of re-identification from direct identifiers. If the database has already been stripped of direct 
identifiers, this step may not be necessary. 

Step 3: Perform threat modeling. 
 Threat modeling consists of two activities: (1) identification of the plausible adversaries 
and what information they may be able to access, and (2) determination of the quasi-identifiers in 
the data set.  

Step 4: Determine minimal acceptable data utility. 
 It is important to determine in advance the minimal relevant data based on the quasi-
identifiers. This is essentially an examination of what fields are considered most appropriate 
given the purpose of the use or disclosure. This step concludes with the imposition of practical 
limits on how some data may be de-identified and the analyses that may need to be performed 
later on. 

Step 5: Determine the re-identification risk threshold. 
 This step entails determining what constitutes acceptable risk. As an outcome of the 
process used to define the threshold, the mitigating controls that need to be imposed on the QI, if 
any, become evident.  

Step 6: Import (sample) data from the source database. 
 Importing data from the source database may be a simple or complex exercise, depending 
on the data model of the source data set. This step is included explicitly in the process because it 
can consume significant resources and must be accounted for in any planning for de-
identification. 

Step 7: Evaluate the actual re-identification risk. 
 The actual risk is computed from the data set using the appropriate metric (maximum or 
strict average). To compute risk, a number of parameters need to be set, such as the sampling 
fraction. 

Step 8: Compare the actual risk with the threshold.  
 This step entails comparing the actual risk with the threshold determined in Step 5. 

Step 9: Set parameters and apply data transformations. 
If the measured risk is higher than the threshold, anonymization methods, such as 

generalization, suppression, randomization, and subsampling, are applied to the data. Sometimes 
a solution cannot be found within the specified parameters, and it is necessary to go back and 
reset the parameters. It may also be necessary to modify the threshold and adjust some of the 
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assumptions behind the original risk assessment. Alternatively, some of the assumptions about 
acceptable data utility may need to be renegotiated with the data users. 

Step 10: Perform diagnostics on the solution. 
 If the measured risk is lower than the threshold, diagnostics should be performed on the 
solution. Diagnostics may be objective or subjective. An objective diagnostic will evaluate the 
sensitivity of the solution to violations of assumptions that were made. For example, an 
assumption may be that an adversary might know the diagnosis code of a patient, or if there is 
uncertainty about the sampling fraction of the data set, a sensitivity to that value can be 
performed. A subjective diagnostic will determine whether the utility of the data is sufficiently 
high for the intended purposes of the use or disclosure. 

If the diagnostics are satisfactory, the de-identified data are exported, and a report 
documenting the de-identification is produced. On the other hand, if the diagnostics are not 
satisfactory, the re-identification parameters may need to be modified; the risk threshold 
adjusted; and the original assumptions about minimal, acceptable utility renegotiated with the 
data user. 

Step 11: Export transformed data to external data set. 
 Exporting the de-identified data to the destination database may be a simple or complex 
exercise, depending on the data model of the destination database. This step is included explicitly 
in the process because it can consume significant resources and must be accounted for in any 
planning for de-identification. 

ASSESSING THE IMPACT OF DE-IDENTIFICATION ON DATA QUALITY 

As noted above, Safe Harbor and similar methods that significantly restrict the precision 
of the fields that can be disclosed can result in a nontrivial reduction in the quality of de-
identified data. Therefore, in this section, we focus on data quality when statistical methods are 
used to de-identify data. 

The evidence on the impact of de-identification on data utility is mixed. Some studies 
show little impact (Kennickell and Lane, 2006), while others show significant impact (Purdam 
and Elliot, 2007). There is also evidence that data utility will depend on the type of analysis 
performed (Cox and Kim, 2006; Lechner and Pohlmeier, 2004). In general, if de-identification is 
accomplished using precise risk measurement and strong optimization algorithms to transform 
the data, data quality should remain high. 

Ensuring that the analysis results produced after de-identification are similar to the results 
that would be obtained on the original data sets is critical. It would be problematic if a QI 
attempted to replicate the results from a published trial and were unable to do so because of 
extensive distortion caused by the de-identification that was applied. Therefore, the amount of 
distortion must be minimized. 

However, de-identification always introduces some distortion, and there is a trade-off 
between data quality and the amount of de-identification performed to protect privacy. This 
trade-off can be represented as a curve between data utility and privacy protection as illustrated 
in Figure B-8. 
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identification for each data release has, in fact, been completed. Other practices are necessary to 
ensure that participant privacy is adequately protected in practice. Elements of governance 
practices are listed in Box B-6. 
 

BOX B-6 
Elements of Governance Practices 

 
• Developing and maintaining global anonymization documentation 
• Process and tools for tracking all data releases 
• Process and tools for triggering alerts for data use expirations 
• Ensuring that documentation for the de-identification for each data release is complete 

and indexed 
• On occasion, commissioning controlled re-identification attacks 
• Implementing a QI audit process 
• Ensuring that there is ethics review that covers protections against attribute disclosure 

 

Controlled Re-identification 

The U.K. ICO has recommended that organizations that disclose data also perform 
controlled re-identification attacks on their disclosed data sets (ICO, 2012). Doing so will allow 
them to obtain independent evidence on how well their de-identification practices are working 
and determine whether there are any potential weaknesses that they need to start addressing. 

Controlled re-identification attacks are commissioned by the sponsor. With limited 
funding, these attacks often use publicly available information to attack databases. If additional 
funding is available, those who conduct these attacks can purchase and use commercial databases 
to re-identify data subjects. 

Appropriate Contracts 

Additional governance elements become particularly important when a sponsor discloses 
data to a QI under a contract. This contract will document the mitigating controls as part of the 
conditions for receiving the data. The sponsor should then have an audit regime in place to 
ensure that QIs have indeed put these practices in place. The sponsor may select high-risk QIs 
for audit, select randomly, or a combination of the two. Another approach is to ask QIs to 
conduct third-party audits and report the results back to the sponsor on a regular basis for as long 
as they are using the data set. The purpose of the audit is to ensure that the mitigating controls 
are indeed in place. 

Enterprise De-identification Process 

At an enterprise level, sponsors need to have an enterprise de-identification process that 
will be applied across all clinical trial data sets. This process includes the appropriate thresholds 
and controls for data releases, as well as templates for data sharing agreements and terms of use 
of data. The global process ensures consistency across all data releases. This process must then 
be enacted for each clinical trial data set, and this may involve some customization to address 
specific characteristics of a given data set. 
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The cost of such a process will depend on the size of the sponsor and the heterogeneity of 
its clinical trials and therapeutic areas. However, in the long term such an approach can be 
expected to have a lower total cost since there will be more opportunities for reuse and learning. 

In practice, many sponsors have standard case report forms (CRFs) for a subset of the 
data they collect in their clinical trials. For example, there may be standard CRFs for 
demographics or for standardized measures and patient-reported outcomes. The global process 
can classify the variables in these standard CRFs as direct and quasi-identifiers and articulate the 
techniques that should be used to transform those variables. This will reduce the anonymization 
effort per clinical trial by a nontrivial amount. 

Protecting Against Attribute Disclosure 

At the beginning of this paper, we briefly mentioned attribute disclosure, but did not 
address how to protect against it. Such protections can be implemented as part of governance. 
However, in general, modifying the data to protect against attribute disclosure means reducing 
the plausible inferences that can be drawn from the data. This can be detrimental to the objective 
of learning as much as possible from the data and building generalizable statistical models from 
the data. Furthermore, to protect against attribute disclosure, one must anticipate all inferences 
and make data modifications to impede them, which may not be possible.  

Some inferences may be desirable because they may enhance understanding of the 
treatment benefits or safety of a new drug or device, and some inferences will be stigmatizing to 
the data subjects. One will not want to make modifications to the data that block the former type 
of inferences. 

For nonpublic data releases, it is recommended that there be an ethics review of the 
analysis protocols. As part of the ethics review process, the ethics committee or council will 
examine the potential for stigmatizing attribute disclosure. This is a subjective decision and will 
have to take into account current social norms and participant expectations (see also the 
discussion in El Emam and Arbuckle [2013]). The ethics review may be performed on the 
secondary analysis protocol by the QI’s institutional IRB, or by a separate committee reporting 
to the sponsor or even within the sponsor. Such an approach will maximize data integrity but 
also provide assurance that attribute disclosure is addressed. An internal sponsor ethics review 
council will include a privacy professional, an ethicist, a lay person representing the participants, 
a person with knowledge of the clinical trials business at the sponsor, and a brand or public 
relations person.  

For public data releases, there is no analysis protocol or a priori approval process, and 
therefore it will be challenging to provide assurances about attribute disclosure. 

De-identifying Genomic Data 

There have been various proposals to apply the types of generalization and randomization 
strategies discussed in this paper to genomic data, and *omics data more generally (e.g., RNA 
expression or proteomic records) (Li et al., 2012; Lin et al., 2002, 2004; Malin, 2005). However, 
evidence suggests that such methods may not be suitable for the anonymization of biomarkers 
that constitute a large number of dimensions. The main reasons are that they can cause 
significant distortion of long sequences, and the assumptions that need to be made to de-identify 
sequences of patient events (e.g., visits and claims) will not apply to *omic data. At the same 
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time, there are nuances that are worth considering. For context, we address concerns around 
genomic data specifically, while noting that similar allusions can be made to other types of data. 

First, it is important to recognize that many of the attacks that have been carried out on 
genomic data require additional information (Malin et al., 2011). In certain cases, for instance, 
the re-identification of genomic data is accomplished through the demographics of the 
corresponding research participant; the associated clinical information (Loukides et al., 2010b); 
or contextual cues associated with the collection and dissemination of the data, such as the set of 
health care providers visited by the participant (Malin and Sweeney, 2004). For example, a 
recently reported re-identification attack on participants in the Personal Genome Project (PGP) 
was based almost entirely on information derived from publicly accessible profiles—notably 
birth date (or month and year), gender, and geographic indicators of residence (e.g., zip code) 
(Sweeney et al., 2013). Other individuals in the PGP were re-identified based on the fact that 
they uploaded compressed files that incorporated their personal names as file names when 
uncompressed. This attack used the same type of variables that can be protected using the 
techniques described in this paper. Moreover, it has been shown that many of the protection 
strategies discussed in this paper can be tailored to support genome-phenome association 
discovery (e.g., through anonymization of standardized clinical codes [Heatherly et al., 2013; 
Loukides et al., 2010a]).  

This fact is true for attacks that factor genomic data into the attack as well. For instance, 
it was recently shown that an adversary could use publicly available databases that report on Y-
chromosme–surname correlations to ascertain the surname of a genome sequence lacking an 
individual’s name (Haggie, 2013). However, for this attack to be successful, it required 
additional information about the corresponding individual. Specifically, the attacker also needed 
to know the approximate area of residence (e.g., U.S. state) and approximate age of the 
individual. While such information may be permitted within a Safe Harbor de-identification 
framework, a statistical assessment of the potential identifiability of such information would 
indicate that such ancillary information might constitute an unacceptably high rate of re-
identification risk. At the same time, it should be recognized that, even when such information 
was made available, the attack reported in Haggie (2013) was successful 12 percent of the time 
and unsuccessful 5 percent of the time. In other words, there is variability in the chance that such 
attacks will be successful. 

More direct attacks are, however, plausible. There is evidence that a sequence of 30 to 80 
independent single nucleotide polymorphisms (SNPs) could uniquely identify a single person 
(Lin et al., 2004). Unlike the surname inference attack mentioned above, a direct attack would 
require that the adversary already have identified genotype data for a target individual. Yet 
linking an individual using his or her genome would permit the adversary to learn any additional 
information in the new resource, such as the individual’s health status. Additionally, a recent 
demonstration with data from openSNP and Facebook suggests that in certain instances, the 
genomic status of an individual can be inferred based on the genome sequences of close family 
members (Humbert et al., 2013). 

Beyond direct matching of sequences, there is also a risk of privacy compromise in 
“pooled” data, where only summary statistics are reported. For instance, it has been shown that it 
is possible to determine whether an individual is in a pool of cases or controls for a study by 
assessing the likelihood that the individual’s sequence is “closer” to one group or the other 
(Homer et al., 2008; Jacobs et al., 2009; Wang et al., 2009). Despite such vulnerability, it has 
also been shown that the likelihood of success for this attack becomes lower as the number of 
people in each group increases. In fact, for studies with a reasonable number of participants 
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(more than 1,000), it is safe to reveal the summary statistics of all common (not rare) genomic 
regions (Sankararaman et al., 2009). 

However, one of the challenges with genomic data is that it is possible to learn 
phenotypic information directly. When such information can be ascertained with certainty, it can 
then be used in a re-identification attack. For example, predictions (varying in accuracy) of 
height, facial morphology, age, body mass index, approximate skin pigmentation, eye color, and 
diagnosis of cystic fibrosis or Huntington’s chorea from genetic information have been reported 
(Kayser and de Knijff, 2011; Kohn, 1991; Lowrance and Collins, 2007; Malin and Sweeney, 
2000; Ou et al., 2012; Silventoinen et al., 2003; Wjst, 2010; Zubakov et al., 2010), although it 
should be noted that there have been no full demonstrations of attacks using such inferences. 
Also, because of the errors in some of these predictions (excluding Mendelian disorders that are 
directly dependent on a mutation in a certain portion of the genome), it is not clear that they 
would be sufficiently reliable for re-identification attacks. 

Although traditional generalization and randomization strategies may not provide a 
sufficient balance between utility and privacy for high-dimensional *omics data, a solution to the 
problem may be possible with the assistance of modern cryptography. In particular, secure 
multiparty computation (SMC) corresponds to a set of techniques (and protocols) that allow 
quite sophisticated mathematical and statistical operations to be performed on encrypted data. In 
the process, individual records would never be disclosed to the user of such a resource. This type 
of protection would not prevent inference through summary-level statistics, but it would prevent 
direct attacks on individuals’ records. SMC solutions have been demonstrated that have been 
tailored to support frequency queries (Kantarcioglu et al., 2008), genomic sequence alignment 
(Chen et al., 2012), kinship (and other comparison) tests (Baldi et al., 2011; He et al., 2014) and 
personalized medical risk scores (Ayday et al., 2013a,b). Nonetheless, the application of these 
methods to genetic data is still in the early stages of research, and it may be a few more years 
before some large-scale practical results are seen. 
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Appendix C 
Legal Discussion of Risks to Industry Sponsors 

The committee examined, and in this appendix presents, the landscape of potentially 
relevant intellectual property protection laws encompassing trade secrets and confidential 
commercial information, data protection and exclusivity laws, and patents, as well as liability 
and antitrust. Because the legal and regulatory environment for medical devices may undergo 
significant change in the near future, the discussion focuses on small molecules and biologics. 

INTELLECTUAL PROPERTY PROTECTION LAWS 

Trade Secrets and Commercially Confidential information  

Outside the regulatory context, the issue of what constitutes a trade secret is addressed as 
an initial matter by state common law. The Uniform Trade Secrets Act (UTSA), which has been 
adopted in 47 states and the District of Columbia, defines a trade secret as 

 
Information, including a formula, pattern, compilation, program device, method, 
technique, or process, that: (i) derives independent economic value, actual or 
potential, from not being generally known to, and not being readily ascertainable 
by proper means by, other persons who can obtain economic value from its 
disclosure or use, and (ii) is the subject of efforts that are reasonable under the 
circumstances to maintain its secrecy.57 
 

Under this definition, the categories of trade secrets and confidential commercial information 
overlap.  

Trade secrets/confidential commercial information are typically protected from 
“misappropriation.” The ultimate determination of competing claims as to whether particular 
information meets the UTSA definition is highly fact-specific and must be made by a court. 
However, as the UTSA reference to “efforts that are reasonable ... to maintain ... secrecy” would 
counsel, entities that regard information they possess as being a trade secret reveal it (if at all) 
only pursuant to agreements wherein the recipient agrees to keep the information confidential. 

Public access to nonsummary clinical trial data generated by industry sponsors and 
submitted to government agencies is governed by federal statutory law. The two relevant statutes 
are the Freedom of Information Act (FOIA),58 which addresses disclosure in response to citizen 
                                                 
57 Uniform Trade Secret Act, published 1979, amended 1985. 
58 5 U.S.C. § 552. 
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requests, and the Trade Secrets Act,59 which addresses the limits of affirmative disclosure by the 
government.  

Determining how the test for confidential commercial information applies to clinical trial 
data is often quite fact-intensive. An example is a 1999 case, Public Citizen Health Research 
Group v. FDA,60 involving a FOIA request by Public Citizen for clinical study documents 
associated with trials that were discontinued because of serious safety concerns. The DC Circuit 
Court probed at some length the factual foundation for arguments made by the U.S. Food and 
Drug Administration (FDA) and Schering (the pharmaceutical firm in question) that document 
release would cause competitive harm. For four of the five investigational new drug applications 
(INDs) for which documents were sought, the court agreed with the FDA and Schering. For 
these INDs, the court focused on Schering’s argument that it was testing successor drugs, the 
design of which was specifically based on information learned from the failed INDs. The court 
determined that in that context, releasing the IND information would “eliminate much of the 
time and effort that would otherwise be required to bring to market a product competitive with 
the product for which Schering filed its most recent IND.” In contrast, in the fifth case, the court 
found Schering’s argument regarding substantial competitive harm to be “conclusory and 
generalized,” and rejected the applicability of Exemption 4. The arguments found to be 
conclusory and generalized included statements that the disclosure would reveal “disease 
models” as well as toxicology data and clinical protocols applicable beyond the failed drug in 
question. 

Similarly, in a 2010 case, a DC district court rejected arguments by the U.S. Department 
of Health and Human Services (HHS) and the FDA that release of certain clinical study data and 
contractor names with respect to the drug ciprofloxacin would result in substantial injury.61 The 
court determined that blanket statements to the effect that the material could be used by a 
competitor to “support its own new drug application” were conclusory and generalized. 

For the most part, discussion of the release of clinical trial data has focused on data 
associated with approved drugs. In the case of these data—as contrasted with the failed drug data 
at issue in the 1999 Public Citizen case62—the concern about data release leading competitors 
directly to successful alternative drugs may be diminished. 

Under FOIA, which applies to clinical trial data submitted to the FDA for approval, a 
trade secret means “a secret, commercially valuable plan, formula, process, or device that is used 
for the making, preparing, compounding, or processing of trade commodities and that can be said 
to be the end product of either innovation or substantial effort.”63 Generally speaking, 
nonsummary clinical trial data should not include this type of formulation and manufacturing 
information or related information about analytical techniques used to characterize the 
intervention. If such information were included, it would be appropriate to redact it. 

On the other hand, nonsummary clinical trial data may fall within the broader 
confidential commercial information provision of FOIA. Under the governing legal test, 
information is confidential it its release is likely “to cause substantial harm to the competitive 
position of the person from whom the information was obtained.”  

                                                 
59 18 U.S.C. § 1905 (1982). 
60 Public Citizen Health Research Group v. FDA, 185 F.3d 898 (D.C. Cir 1999). 
61 Government Accountability Project v. HHS, 691 F. Supp. 2d 170 (D.D.C. 2010). 
62 Public Citizen Health Research Group v. FDA, 185 F.3d 898 (D.C. Cir 1999). 
63 5 U.S.C. § 552. 
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In its submission to the committee for this study, the biopharmaceutical firm Abbvie 
argues that data release on approved drugs could reveal “subjective” information about “study 
results, clinical development decisions, rationales for study designs, and processes for running 
clinical trials” that presumably could be useful to competitors attempting to develop 
alternatives.64 According to AbbVie, however, this “subjective” commercially sensitive 
information can be segregated from other more “objective” information, including individual 
participant data. According to AbbVie, moreover, this “deliberative process and sponsor strategic 
decision-making information” are not necessary for purposes of conducting “useful re-analyses.” 
Similarly, although the European Medicines Agency (EMA) recently indicated that information 
about company strategy with respect to future clinical studies and “exploratory endpoints,” as 
well as company strategy with respect to regulators, could be confidential commercial 
information, the EMA’s “redaction principles” rest on the supposition that this information can 
be segregated (EMA, 2014). 

Data Protection and Exclusivity Laws 

Submissions to the committee from the trade organization PhRMA and Abbvie further 
focus on the concern that competitors with access to full data sets on approved drugs could seek 
to register identical drugs in countries without strong regulatory data protection (RDP) 
regimes.65,66,67 Assume that, after a particular product had been approved by the FDA or EMA, 
clinical data associated with that product were released. Pharmaceutical firms argue that in 
jurisdictions with limited RDP regimes, such as China, Brazil, and Australia, a competitor could 
take the data package and use it to submit a marketing application. According to PhRMA, 
“similar regimes are known to exist in several other South American countries including Chile, 
Mexico, and Peru, and in countries in the Middle East and Asia such as Egypt and Malaysia.”68  

                                                 
64 Personal Communication, M. D. Rivas, AbbVie Inc., to IOM Committee on Strategies for Responsible Sharing of 
Clinical Trial Data, regarding Written Testimony of AbbVie Inc., October 17, 2013. 
65 Personal Communication, M. D. Rivas, AbbVie Inc., to IOM Committee on Strategies for Responsible Sharing of 
Clinical Trial Data, regarding Written Testimony of AbbVie Inc., October 17, 2013. 
66 Personal Communication, J. K. Francer, PhRMA, to IOM Committee on Strategies for Responsible Sharing of 
Clinical Trial Data, regarding Testimony of PhRMA, October 23, 2013. 
67 An evaluation of arguments about competitive harm and RDP requires a brief background discussion of 
international intellectual property, specifically Article 39.3 of the Trade-Related Aspects of Intellectual Property 
Rights (“TRIPS”) agreement, to which all World Trade Organization (WTO) members must adhere. Article 39.3 of 
TRIPS mandates that member countries that require test data as a condition of marketing approval for 
pharmaceutical products “protect such data against disclosure, except where necessary to protect the public, or 
unless steps are taken to ensure that the data are protected from unfair commercial use.” 

WTO members have interpreted the Article 39.3 obligation in different ways. In jurisdictions such as the 
United States, it has been interpreted as allowing the originator that submits data a period of exclusive marketing 
approval based on these data regardless of whether the data become publicly available. During that period, 
competitors with the same molecule (i.e., “generic” competitors) cannot enter the market with reliance on the data, 
even if no relevant patents exist. In the United States, exclusivity lasts 5 years for small molecules and 12 years for 
biologics. In the European Union, the period is 10 years for both small molecules and biologics. Other countries may 
afford originator data some protection from public disclosure by the government but do not afford the originator an 
exclusive marketing period, particularly if the data are otherwise publicly available. 
68 Personal Communication, W. W. Chin and J. K. Francer, PhRMA, to IOM Committee on Strategies for 
Responsible Sharing of Clinical Trial Data, regarding Discussion Framework for Clinical Trial Data Sharing, April 
14, 2014. 
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These arguments have merit (see Box C-1); however, their merit depends to some extent 
on whether regulatory authorities in “limited RDP” regimes currently require data submission. 
As a practical matter, a detailed data package can benefit competitors only to the extent that 
regulatory authorities in the “limited RDP” jurisdictions actually require detailed submissions in 
the first instance. If competitors can rely for their marketing applications on approval of the 
molecule by the FDA or EMA, data release may confer little marginal advantage to the 
competitor. 

 
BOX C-1 

Competitive Harm and Regulatory Data Protection 
 

In the case of India, draft guidance issued in 2011 suggests that if a drug has been 
approved in jurisdictions such as Australia, Canada, the European Union, Japan, the United 
Kingdom, and the United States, approval in India is in fact based largely on approval in these 
other countries (CDSCO, 2011). Similarly, according to Raghu Cidambi, a former advisor to 
Dr. Reddy’s Laboratories in Hyderabad, India, India’s significant reliance on approval by other 
jurisdictions means that generic companies currently seek and obtain approval for molecules in 
India before (or without) originator entry (Kapczynski, 2014). “Generic-first” entry occurred, for 
example, with rasagiline mesylate, lenalidomide, and atomoxetine (Kapczynski, 2014). Similarly, 
according to a 2014 submission by PhRMA to the U.S. Trade Representative, “India conditions 
the approval of pharmaceutical products on prior approval by a regulatory authority in another 
country rather than requiring submission of the entire dossier for review by its regulatory 
authority. An applicant in India need only prove that the drug has been approved and marketed 
in another country and submit confirmatory test and other data from clinical studies on a very 
few (in some cases as few as 16) Indian patients” (PhRMA, 2014). 
 China appears to provide another example of this dynamic. Although China nominally 
has 6 years of data exclusivity, the scope of this exclusivity appears to be restricted to 
originators that file first in China. Additionally, as PhRMA recently argued in its 2014 submission 
to the U.S. Trade Representative, China currently permits 
 

non-originator, or follow-on, applicants to rely on a foreign regulatory agency’s 
approval of the originator product in another market during the RDP term in 
China. This practice gives an unfair commercial advantage to the follow-on 
manufacturer by permitting it to rely on the full clinical data submitted by an 
innovator to a foreign regulatory agency...while having to submit only a small 
amount of China-specific supplemental data to CFDA. (PhRMA, 2014, pp. 41-
42) 

 
Of course, in the case of both China and India, the competitor does have to conduct some 
small, country-specific trials. However, as the PhRMA submission to the U.S. Trade 
Representative suggests, the cost of these trials is not likely to be large.  

In sum, as matters currently stand, data release and wholesale copying of the data by 
competitors are likely to cause additional competitive harm to originators primarily in those 
jurisdictions that require detailed data submissions but give only limited, or no, protection to 
originator data. In countries that do not require data submissions in the first instance, 
competitors gain no additional benefit. However, it is worth noting that biologics may differ from 
small molecules to the extent that countries with limited regulatory data protection regimes may 
be less likely to permit approval for biologics than for small molecules without some submission 
of clinical trial data. For example, although Brazil—which has no data exclusivity for either small 
molecule chemicals or biologics—may allow marketing approval for small molecules based on 
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Patents 

Release of clinical trial data also raises the issue of whether such release may 
compromise future patents. As might be expected, the patent law bars protection for inventions 
that are in the public domain or are “obvious” given what is in the public domain. To the extent 
that firms expect to secure additional patents based on data associated with approved drugs, 
release may compromise these additional patents.  

The sample agreement for data sharing being utilized by GlaxoSmithKline and other 
pharmaceutical firms reflects concerns about future patents. Not only does the agreement 
maintain tight control over the data so as to prevent any argument about public domain status, 
but it specifically addresses in detail (Section 3) ownership and assignment of future intellectual 
property.  

The detailed provisions of this sample agreement notwithstanding, it is not clear how 
many economically significant future patents are likely to emerge from clinical trial data on 
approved drugs. For most drugs, the most important composition of matter patents and method of 
use patents is generally filed at the time clinical testing begins. Additional patents—for example, 
on the use of the drug for certain subpopulations—may be relatively weak and easy to 
circumvent (Rai, 2012). Even so, as the EMA’s redaction principles for information regarding 
future uses make clear, measures to safeguard patentability are likely to be prudent.  

To the extent that data release extends to abandoned applications, ensuring the possibility 
of future patent protection may be even more important. At least in the United States, use patents 
are more difficult to circumvent when the drug has not been approved for a prior use (Rai and 
Rice, 2014). 

LIABILITY 

Another concern raised by pharmaceutical firms is that broad availability of clinical data 
on approved drugs may yield analyses that increase liability risks. In recent years, mass tort 
claims, usually based on a theory of failure to warn of risks, have resulted in significant 
judgments against pharmaceutical companies. In a number of prominent cases, perhaps most 
notably the litigation over Fen-phen diet pills and Vioxx, companies have paid out $1 billion or 
more (Garber, 2013). 

approval of the drug in a respected regulatory jurisdiction, it appears to require at least some 
clinical data for biologics.* Thus in the case of biologics, having data copied from originators 
would actually help with marketing approval, and the additional competitive risk associated with 
data release would presumably be higher. 

In sum, despite certain limitations on the additional competitive harm data release may 
cause, policies that guard against wholesale copying of originator data packages for purposes 
of seeking regulatory approval and maintain the confidentiality of the data, as with data use 
agreements, may be prudent. Such policies are also consistent with the Trade-Related Aspects 
of Intellectual Property Rights (TRIPS) obligation to protect data from “unfair commercial use.” 
__________________ 
*Personal communication, E. Lietzan, to IOM Committee on Strategies for Responsible Sharing of Clinical 
Trial Data, regarding report entitled “The Interaction Between Open Trial Data and Drug Regulation in 
Selected Developing Countries,” May 23, 2014. 



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

214 SHARING CLINICAL TRIAL DATA 

PREPUBLICATION COPY: UNCORRECTED PROOFS 

How much additional liability may be at issue is unclear, however. Many suits based on 
failure to warn rest upon risks that, even according to the plaintiffs’ own theories, were identified 
only after the drug had been approved. In that situation, data generated during clinical trials are 
not relevant. 

Although liability concerns are particularly salient for pharmaceutical companies, they 
may also arise for other actors in the clinical trial system, such as Data and Safety Monitoring 
Boards responsible for ensuring patient safety and study validity for subjects enrolled in research 
studies (DeMets et al., 2004; Tereskerz, 2010). That said, the liability issue appears to be 
primarily a U.S. phenomenon.69 Judicial process rules adopted in other jurisdictions, especially 
the rule that losers pay the litigation costs of winners, tend to deter tort suits.   

In general, positions on how to address liability risk turn significantly on the extent to 
which such risk is seen as a useful deterrent to socially undesirable corporate behavior. 
Proponents of the liability system argue that the FDA’s regulatory process is insufficient to deter 
such behavior. Opponents argue that because the judicial process does not efficiently weed out 
spurious cases, pharmaceutical companies often are forced to expend large sums on these cases, 
with the result being increased drug prices and decreased innovation.  

Even with respect to liability under the current system, in which clinical trial data are not 
widely available, the RAND Institute for Civil Justice recently concluded that “there is scant 
empirical evidence to support the claims asserted on either side of the debate” (Garber, 2013, 
p. xiv). The social impact of potentially greater liability under a system of greater data 
availability is even more difficult to discern. 

ANTITRUST 

Academic researchers’ pooling of clinical trial data from multiple companies poses no 
obvious antitrust concerns. Some clinical trial data sharing activities may, however, involve 
direct collaborations between competitors. For example, public—private partnerships such as the 
Biomarkers Consortium (coordinated by the Foundation for the National Institutes of Health) 
involve companies in pooling placebo arm clinical trial data to develop models of disease 
progression. Whenever competitors collaborate, potential antitrust limits on such collaboration 
need to be addressed. 

The U.S. Department of Justice and the Federal Trade Commission view most research 
and development collaborations between competitors as procompetitive and therefore evaluate 
them under the “rule of reason.”70 Rule of reason analysis focuses on whether the agreement in 
question “harms competition by increasing the ability or incentive profitably to raise price above 
or reduce output, quality, service, or innovation below what likely would prevail in the absence 
of the relevant agreement.”  

The Biomarkers Consortium has a publicly available document on antitrust policy and 
guidelines that may provide generally useful guidance for competitors seeking to share clinical 
trial data. This policy makes clear that the competitors in question are collaborating for the 
“precompetitive” purpose of “identification, validation, qualification, and commercial 
development of biological disease markers and related healthcare products.” The policy also 

                                                 
69 Virtual WebEx Open Session, L. Brown and G. Fleming, to Committee on Strategies for Responsible Sharing of 
Clinical Trial Data, Institute of Medicine, regarding clinical trial data sharing and product liability, April 9, 2014. 
70 Antitrust Guidelines for Collaborations Among Competitors, Section 3.31(a). 
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states clearly that the private-sector participants are free to engage in research and development 
on biomarkers outside the Consortium, and that the Consortium will not attempt to exclude from 
the marketplace products or technology from non-Consortium members. 
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Appendix D 
Clinical Trial Data Sharing Policies:  

Top 1-12 Pharmaceutical Companies Ranked by 2013 
Market Capitalization 

The following tables were reproduced from [Circulation: Cardiovascular Quality 
and Outcomes, Harlan M. Krumholz, Cary P. Gross, Katrina L. Blount, Jessica D. Ritchie, 
Beth Hodshon, Richard Lehman and Joseph S. Ross, 7, 499-504, 2014] with permission 
from BMJ Publishing Group Ltd. They retain their original table numbering for the 
purposes of this report. 
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Appendix E 
Biosketches of Committee Members  

Bernard Lo, M.D. (Chair), is currently president of the Greenwall Foundation. Previously, 
Dr. Lo was professor of medicine and director of the Program in Medical Ethics at the University 
of California, San Francisco (UCSF). Currently he is co-chair of the Standards Working Group 
of the California Institute of Regenerative Medicine, which recommends regulations for stem 
cell research funded by the state of California. Dr. Lo serves on the Board of Directors of the 
Association for the Accreditation of Human Research Protection Programs (AAHRPP) and on 
the Medical Advisory Panel of Blue Cross/Blue Shield. Formerly he was a member of the 
National Bioethics Advisory Commission under President Clinton, the National Institutes of 
Health (NIH) Recombinant DNA Advisory Committee and the Ethics Subcommittee, and the 
Advisory Committee to the Director of the Centers for Disease Control and Prevention. He 
served on a number of Data and Safety Monitoring Committees at NIH for HIV prevention and 
treatment, diabetes prevention, and oxygen treatment in chronic obstructive pulmonary disease. 
A member of the Institute of Medicine (IOM), Dr. Lo served on the IOM Council and chaired 
the Board on Health Sciences Policy. He chaired IOM committees on conflicts of interest in 
medicine and on confidentiality in health services research and has been a member of several 
other IOM committees. He currently is a member of the Board of Life Sciences of the National 
Academy of Sciences (NAS).  

Dr. Lo and his colleagues have published approximately 200 peer-reviewed articles on 
ethical issues concerning decision making near the end of life, stem cell research, research with 
human participants and its oversight, the doctor-patient relationship, conflicts of interest, HIV 
infection, and public health. With colleagues on the UCSF stem cell research oversight 
committee, he has written articles on ethical issues in the procurement of embryos for research, 
oversight of stem cell lines derived in other institutions, informed consent for future research, 
and prohibiting the use of induced pluripotent stem cells for reproductive cloning. Dr. Lo is the 
author of Resolving Ethical Dilemmas: A Guide for Clinicians (5th ed., 2013) and of Ethical 
Issues in Clinical Research (2010). At UCSF he directed medical student teaching in ethics, 
chaired the hospital ethics committee, and served as an attending physician on the medicine 
inpatient service. He was co-director of the Policy and Ethics Core of the Center for AIDS 
Prevention Studies. He continues to serve as the primary care physician for a panel of general 
internal medicine patients. 
 
Timothy Coetzee, Ph.D., is chief advocacy, services and research officer of the National 
Multiple Sclerosis Society. In this capacity he leads mission delivery in the areas of state and 
federal advocacy and service and care management programs for people with multiple sclerosis, 



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

230 SHARING CLINICAL TRIAL DATA  

PREPUBLICATION COPY: UNCORRECTED PROOFS 

as well as the Society’s research program, which funds more than 375 academic and commercial 
research projects around the world. Most recently, he served as president of Fast Forward, a 
venture philanthropy of the National Multiple Sclerosis Society, where he was responsible for 
the Society’s strategic funding of biotechnology and pharmaceutical companies, as well as 
partnerships with the financial and business communities. Prior to serving with Fast Forward, 
Dr. Coetzee led the Society’s translational research initiatives on nervous system repair and 
protection in multiple sclerosis. He is a member of the IOM’s Forum on Neuroscience and 
Nervous System Disorders, and serves on the Board of Directors of the American Society of 
Experimental Neurotherapeutics. He also chairs the Integration Panel for the Multiple Sclerosis 
Research Program of the Department of Defense Congressionally Directed Medical Research 
Program. Dr. Coetzee received his Ph.D. in molecular biology from Albany Medical College in 
1993 and has since been involved in the field of multiple sclerosis research. He has been with the 
National Multiple Sclerosis Society since fall 2000.  
 
David L. DeMets, Ph.D., is currently Max Halperin professor of biostatistics and 
founder/former chair of the Department of Biostatistics and Medical Informatics at the 
University of Wisconsin, Madison. Since receiving his Ph.D. in 1970 from the University of 
Minnesota, he has been very active in the design, conduct, and analysis of clinical trials in 
several disease areas. Following a postdoctoral appointment at NIH (1970-1972), he spent 10 
years (1972-1982) at the NIH National Heart, Lung, and Blood Institute, where he became chief 
of the Biostatistics Research Branch. He has co-authored four texts on the topic of clinical trial 
design, interim monitoring, and analyses. Dr. DeMets is a recognized international leader in 
statistical research and methods for the analysis of clinical trials. He has collaborated in the 
development of statistical methods for the sequential analysis of outcome data and the design of 
clinical trials. He has extensive national and international clinical trial experience and has served 
on and chaired numerous NIH and industry-sponsored Data Safety and Monitoring Committees 
for clinical trials in diverse disciplines. He served on the Board of Scientific Counselors of the 
National Cancer Institute and Board of Directors of the American Statistical Association, and 
was president of the Society for Clinical Trials and of the Eastern North American Region 
(ENAR) of the Biometric Society. He is a fellow of the American Statistical Association, the 
International Statistics Institute, the Society of Clinical Trials, the American Medical Informatics 
Association, and the American Association for the Advancement of Science. Dr. DeMets has 
served on the Human Subjects Committee (1982-1987) and on several University of Wisconsin 
committees since 1990. He also has served on several of the university’s search committees and 
graduate school committees.  
 
Jeffrey Drazen, M.D., joined the New England Journal of Medicine (NEJM) as editor-in-chief 
in July 2000. At NEJM, Dr. Drazen’s responsibilities include oversight of all editorial content 
and policies. His editorial background includes service as an associate editor or editorial board 
member for the Journal of Clinical Investigation, the American Journal of Respiratory Cell and 
Molecular Biology, and the American Journal of Medicine. A specialist in pulmonology, Dr. 
Drazen maintains an active research program. He has published more than 300 articles on such 
topics as lung physiology and the mechanisms involved in asthma. In 1999, he delivered the 
Amberson Lecture, the major research address at the annual meeting of the American Thoracic 
Society. In 2000, he received the Chadwick Medal from the Massachusetts Thoracic Society for 
his contributions to the study of lung disease. Dr. Drazen is distinguished Parker B. Francis 
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professor of medicine at Harvard Medical School, professor of physiology at the Harvard School 
of Public Health, and a senior physician at Brigham and Women’s Hospital. In 2003, he was 
elected to the IOM. He has served on numerous NIH committees and on the Veterans’ 
Administration National Research Advisory Committee. He currently serves on the Global 
Initiative for Asthma Science Committee and the World Health Organization’s Scientific 
Advisory Group on Clinical Trials Registration, and co-chairs the IOM’s Forum on Drug 
Discovery, Development, and Translation. Dr. Drazen earned his bachelor’s degree and 
graduated summa cum laude from Tufts University. He received his medical degree from 
Harvard Medical School and completed his internship and residency at Peter Bent Brigham 
Hospital in Boston. He has received honorary degrees from the University of Ferrara, Italy, and 
the National and Kapodistrian University of Athens, Greece.  
 
Steven N. Goodman, M.D., M.H.S., Ph.D., is associate dean for clinical and translational 
research and professor of medicine and health research and policy at Stanford University School 
of Medicine. He is the editor of Clinical Trials: Journal of the Society for Clinical Trials and is 
senior statistical editor of the Annals of Internal Medicine, where he has served since 1987. He 
has served previously on six IOM committees. Dr. Goodman is vice-chair of the Methodology 
Committee of the Patient-Centered Outcomes Research Institute and scientific advisor to the 
Medical Advisory Panel of the National Blue Cross/Blue Shield Technology Evaluation Center. 
He directs Stanford’s Clinical and Translational Science Award (CTSA) research training 
programs, and co-directs a new center focused on improving the validity and reproducibility of 
published medical research. Before joining Stanford in 2011, Dr. Goodman was professor of 
oncology in the Division of Biostatistics and Bioinformatics of the Johns Hopkins Kimmel 
Cancer Center, with appointments in the departments of Pediatrics, Biostatistics, and 
Epidemiology in the Johns Hopkins Schools of Medicine and Public Health. He was on the core 
faculties of the Johns Hopkins Center for Clinical Trials, the Berman Bioethics Institute, and the 
Graduate Training Program in Clinical Investigation, and co-directed the epidemiology doctoral 
program. Dr. Goodman received an A.B. from Harvard and an M.D. from New York University, 
trained in pediatrics at Washington University, and received an M.H.S. in biostatistics and Ph.D. 
in epidemiology from The Johns Hopkins University. He writes and teaches on evidence 
evaluation and inferential, methodologic, and ethical issues in epidemiology and clinical 
research. 
 
Patricia A. King, J.D., has expertise in the study of law, medicine, ethics, and public policy. 
She is also an adjunct professor in the Department of Health Policy and Management, School of 
Hygiene and Public Health, at The Johns Hopkins University. She is the co-author of Cases and 
Materials on Law, Science and Medicine. She teaches family law courses and offers a seminar in 
bioethics and the law. She is a member of the American Law Institute and the IOM and a fellow 
of the Hastings Center. She is currently a member of the IOM’s Board on Health Sciences 
Policy. Ms. King’s work in the field of bioethics has included service on the Department of 
Health, Education, and Welfare (HEW)-Advisory Recombinant DNA Advisory Committee; the 
President’s Commission for the Study of Ethical Problems in Medicine and Biomedical and 
Behavioral Research; the National Commission for the Protection of Human Subjects of 
Biomedical and Behavioral Research; and the Ethics, Legal and Social Issues Working Group of 
the Human Genome Project. She is a former member of the Harvard Corporation and trustee 
emeritus of Wheaton College. Her professional experience before joining the Law Center faculty 
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in 1973 was primarily in the civil rights field; she was deputy director of the Office of Civil 
Rights and special assistant to the chairman of the U.S. Equal Employment Opportunity 
Commission (EEOC). She also served as a deputy assistant attorney general in the Civil Division 
of the Department of Justice. 
 
Professor Trudie Lang, Ph.D., is a clinical trials research methodologist with specific expertise 
in capacity development and trial operations in low-resource settings. She currently leads the 
Global Health Network (GHN), a forum that seeks to help clinical researchers with trial design 
and methods, interpretation of regulations, and general operations. GHN conducts methodology 
research to identify the real barriers and issues involved in noncommercial trials, with the aim of 
developing best practice guidelines. Professor Lang has worked in the field of clinical trials for 
20 years and has experienced the benefits of working in the pharmaceutical industry, the World 
Health Organization, and academia. Ten years of managing trials in industry gave her strong 
capabilities in leading teams, dealing with regulations, managing complex projects, and 
conducting effective strategic planning and taught her the rigors of designing and operating 
clinical trials in varied settings. At Oxford she has further developed her expertise in the design, 
operation, and methodology of running trials in developing countries. Professor Lang set up a 
clinical trial facility in Kenya with a strong focus on developing local research skills and 
engagement. More recently, she devised and set up Global Health Trials 
(www.globalhealthtrials.org), an online, research-led facility designed to support and guide 
research teams and used by more than 200,000 researchers. It evolved into The Global Health 
Network (www.theglobalhealthnetwork.org), a virtual science park that hosts 25 international 
collaborations across varied disease areas, all aiming to support research by sharing knowledge, 
research tools, and methods. 
 
Deven McGraw, J.D., M.P.H., L.L.M., is a partner in the health care practice of Manatt, Phelps 
& Phillips, LLP. She provides legal, regulatory, and strategic policy and business counsel to 
health care providers, payers, and other health care organizations with respect to the adoption 
and implementation of health information technology (IT) and electronic health information 
exchange. Her areas of focus include Health Insurance Portability and Accountability Act 
(HIPAA)/privacy advice and compliance, data security, data governance, research and health 
data analytics, health IT policy, and patient engagement. Previously, Ms. McGraw was director 
of the Health Privacy Project at the Center for Democracy & Technology (CDT). In this role, she 
led efforts to develop and promote workable privacy and security protections for electronic 
personal health information. Ms. McGraw’s background includes service on a number of 
committees established by the U.S. Department of Health and Human Services (HHS) and other 
workgroups to provide guidance on a wide array of health IT, privacy and security policy, and 
business issues. She was one of three people appointed by former HHS Secretary Kathleen 
Sebelius to serve on the Health Information Technology Policy Committee, a federal advisory 
committee established under the American Recovery and Reinvestment Act of 2009. 
Ms. McGraw also served on two key workgroups of the American Health Information 
Community, the federal advisory body established by HHS in the Bush Administration to 
develop recommendations on how to facilitate use of health IT to improve health. She also 
served on the Policy Steering Committee of the eHealth Initiative and currently serves on its 
Leadership Committee. She serves as well on the Steering Committee of the Electronic Data 
Methods Forum and leads the privacy policy work for the Patient-Centered Outcomes Research 



Copyright © National Academy of Sciences. All rights reserved.

Sharing Clinical Trial Data:  Maximizing Benefits, Minimizing Risk

APPENDIX E 233 

PREPUBLICATION COPY: UNCORRECTED PROOFS 

Network. Prior to her service with CDT, Ms. McGraw was chief operating officer at the National 
Partnership for Women & Families. Earlier in her career, she was an associate in the public 
policy and health care groups of two international law firms. She also served as deputy legal 
counsel to the governor of Massachusetts and taught in the Federal Legislation Clinic at the 
Georgetown University Law Center.  
 
Elizabeth Nabel, M.D., has served as president of Harvard-affiliated Brigham and Women’s 
Hospital (BWH) since 2010. A cardiologist and distinguished biomedical researcher, Dr. Nabel 
is professor of medicine at Harvard Medical School. She brings a unique perspective to health 
care based on her experience as a physician, research scientist, academic medicine leader, and 
wellness advocate. At BWH, she led the development of a comprehensive strategic plan that 
defines a new model of medicine characterized by cross-disciplinary collaboration, patient-
inclusive care, and innovation. Initiatives include a new translational medical facility; patient-
centered intensive care unit (ICU) care; and a $1 billion campaign to advance innovation, patient 
care, and community health. Dr. Nabel has a long record of advocacy for health and for 
broadening access to care. As director of the National Heart, Lung, and Blood Institute (NHLBI) 
from 2005 to 2009, she leveraged a $3 billion research portfolio to establish pioneering scientific 
programs in genomics, stem cells, and translational research. One of her signature advocacy 
efforts was the Red Dress Heart Truth campaign, which raises heart awareness in women 
through innovative partnerships. Throughout her career, Dr. Nabel has been a champion for 
global health. At NHLBI, she established centers of excellence in developing countries to 
combat cardiovascular and lung diseases. At BWH she helped create a national teaching hospital 
in Haiti and is advancing training for clinicians in underresourced countries. An accomplished 
physician-scientist, Dr. Nabel has conducted work on the molecular genetics of cardiovascular 
diseases that has produced 17 patents and more than 250 scientific publications. Her colleagues 
elected her to the American Academy of Arts and Sciences and the IOM, and she is a fellow of 
the American Association for the Advancement of Science. Her honors include the Willem 
Einthoven Award from Leiden University in the Netherlands, two Distinguished Achievement 
Awards from the American Heart Association, and six honorary doctorates. Dr. Nabel attended 
Weill Cornell Medical College and completed her cardiology training at BWH. 
 
Arti Rai, J.D., is an internationally recognized expert in intellectual property (IP) law, 
administrative law, and health policy. She has also taught at the Harvard, Yale, and University of 
Pennsylvania law schools. Her research on IP law and policy in biotechnology, pharmaceuticals, 
and software has been funded by NIH, the Kauffman Foundation, and the Woodrow Wilson 
Center. She has published more than 50 articles, essays, and book chapters on IP law, 
administrative law, and health policy. Her publications have appeared in both peer-reviewed 
journals and law reviews. She is the editor of Intellectual Property Law and Biotechnology: 
Critical Concepts (Edward Elgar, 2011), co-author of a 2012 Kauffman Foundation monograph 
on cost-effective health care innovation, and co-author of a casebook on law and the mental 
health system. From 2009 to 2010, Ms. Rai served as administrator of the Office of External 
Affairs at the U.S. Patent and Trademark Office (USPTO). Prior to that, she served on President-
Elect Obama’s transition team reviewing the USPTO. Before entering academia, Ms. Rai clerked 
for the Honorable Marilyn Hall Patel of the U.S. District Court for the Northern District of 
California, was a litigation associate at Jenner & Block, and was a litigator in the U.S. 
Department of Justice’s Civil Division. Ms. Rai regularly testifies before Congress and relevant 
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administrative bodies on IP law and policy issues and advises federal agencies on IP policy 
issues raised by the research they fund. She is a member of the National Advisory Council for 
Human Genome Research and of an Expert Advisory Council to the Defense Advanced Projects 
Research Agency. She is a public member of the Administrative Conference of the United States, 
a member of the American Law Institute, and co-chair of the IP Committee of the Administrative 
Law Section of the American Bar Association. In 2011, Ms. Rai won the World Technology 
Network Award for Law. She graduated from Harvard College, magna cum laude, with a B.A. in 
biochemistry and history; attended Harvard Medical School for the 1987-1988 academic year; 
and received her J.D., cum laude, from Harvard Law School in 1991.  
 
Ida Sim, M.D., Ph.D., is professor of medicine; co-director of biomedical informatics at UCSF’s 
Clinical and Translational Science Institute; and co-founder of Open mHealth, a nonprofit 
organization that is breaking down barriers to mobile health app and data integration through an 
open software architecture. Her primary research work is on knowledge-based technologies for 
evidence-based practice, especially in the ontological representation of clinical trials for data 
sharing and scientific computation. In 2005, Dr. Sim was founding project coordinator of the 
World Health Organization’s International Clinical Trials Registry Platform. She led the 
establishment of the first global policy on clinical trial registration, including the development of 
the Trial Registration Data Set, the common 20-item data set adhered to by all registries 
worldwide. She has also published on clinical trial reporting bias, new models of scientific 
e-publication of clinical research, and other policies and practices of trial reporting and 
registration. Dr. Sim was a member of the National Research Council committee that produced a 
report on computational technology for effective health care. She is a recipient of the United 
States Presidential Early Career Award for Scientists and Engineers, a fellow of the American 
College of Medical Informatics, and a member of the American Society for Clinical 
Investigation. She is also a practicing primary care physician. 
 
Sharon Terry, M.A., is president and CEO of Genetic Alliance, a network of more than 10,000 
organizations, 1,200 of which are disease advocacy organizations. Genetic Alliance engages 
individuals, families, and communities to transform health. Ms. Terry also is founding CEO of 
PXE International, a research advocacy organization for the genetic condition pseudoxanthoma 
elasticum (PXE). As co-discoverer of the gene associated with PXE, she holds the patent for 
ABCC6 to act as its steward and has assigned her rights to the foundation. She developed a 
diagnostic test for the condition and conducts clinical trials. She is the author of 140 peer-
reviewed papers, 30 of which are PXE clinical studies. Ms. Terry also is a co-founder of the 
Genetic Alliance Registry and Biobank. In the forefront of consumer participation in genetics 
research, services, and policy, she serves in a leadership role for many of the major international 
and national organizations in this area. She serves as well on the editorial boards of several 
journals and is an editor of Genome. She led the coalition that was instrumental in the passage of 
the Genetic Information Nondiscrimination Act. Ms. Terry received an honorary doctorate from 
Iona College for her work in community engagement in 2006, the first Patient Service Award 
from the University of North Carolina at Chapel Hill Institute for Pharmacogenomics and 
Individualized Therapy in 2007, the Research!America Distinguished Organization Advocacy 
Award in 2009, and the Clinical Research Forum and Foundation’s Annual Award for 
Leadership in Public Advocacy in 2011. In 2012, she became an honorary professor of Hebei 
United University in Tangshan, China, and also received the Facing Our Risk of Cancer 
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Empowered (FORCE) Spirit of Empowerment Advocacy Award. She was named one of the U.S. 
Food and Drug Administration’s “30 Heroes for the Thirtieth Anniversary of the Orphan Drug 
Act” in 2013. In 2012 and 2013, Ms. Terry won first prizes in three large competitions for the 
Platform for Engaging Everyone Responsibly (PEER), which was awarded a $1 million contract 
from the Patient-Centered Research Outcomes Institute in 2014. She also is an Ashoka fellow. 
 
Joanne Waldstreicher, M.D., is chief medical officer, Johnson & Johnson. In this role, she has 
oversight for epidemiology and safety of all Johnson & Johnson products worldwide across all 
sectors, including pharmaceuticals, devices, and consumer products. In addition, she plays a 
leadership role for internal and external partnerships and collaborations, including the 
development of corporate science and technology policies. Dr. Waldstreicher also chairs the 
Pharmaceuticals R&D Development Committee, which reviews all late-stage development 
programs in the pharmaceutical pipeline. Previously, she was chief medical officer of the 
pharmaceutical sector and head of Asia Pacific medical sciences. Prior to that, she was head of 
global drug development for the Johnson & Johnson Pharmaceutical Research & Development, 
LLC. (J&JPRD) Central Nervous System/Internal Medicine business unit. Prior to joining 
J&JPRD in 2002, Dr. Waldstreicher was head of the endocrinology and metabolism clinical 
research group at Merck Research Laboratories. During that time, she received numerous 
distinctions, including the Merck Research Laboratory Key Innovator Award. Dr. Waldstreicher 
received the Jonas Salk and Belle Zeller scholarships from the City University of New York and 
graduated summa cum laude from Brooklyn College and cum laude from Harvard Medical 
School. She completed her fellowship in endocrinology and metabolism at Massachusetts 
General Hospital, has won numerous awards and scholarships, and has authored numerous 
papers and abstracts. 
 
Scott D. Halpern, M.D., Ph.D., is assistant professor of medicine, epidemiology, and medical 
ethics and health policy at the Perelman School of Medicine, University of Pennsylvania. He is 
founding director of the Fostering Improvement in End-of-Life Decision Science (FIELDS) 
program, deputy director of the Center for Health Incentives and Behavioral Economics, and a 
practicing critical care medicine doctor. The FIELDS program, which Dr. Halpern founded in 
2012, includes scholars from multiple health-related disciplines who are united by the belief that 
untoward influences on how patients, family members, and providers make choices contribute to 
the high intensity of care that many patients receive near the end of their life. Dr. Halpern’s 
research is supported by NIH, the Robert Wood Johnson Foundation, the Gordon and Betty 
Moore Foundation, and the American Heart Association. Most of his funding supports 
randomized trials of behavioral and health system interventions. He has received the United 
States’ most prestigious awards for young academics in two different disciplines: the Greenwall 
Foundation Faculty Scholar Award (2008) in bioethics and AcademyHealth’s Alice S. Hersh 
New Investigator Award (2011) in health services research. In 2012, Dr. Halpern was recognized 
with a Young Leader Award from the Robert Wood Johnson Foundation as one 10 people aged 
40 or under “who offer great promise for leading the way to improved health and health care for 
all Americans.” He is an anniversary fellow at the IOM and a member of the editorial board of 
the Annals of Internal Medicine. Dr. Halpern is the author of more than 100 scientific articles, 
and has consulted on ethical and scientific matters for NIH, the Centers for Disease Control and 
Prevention, the United Network for Organ Sharing, The World Bank, and two advisory 
committees to the U.S. secretary of health and human services. 
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